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Abstract

This thesis explores the use of Restricted Boltzmann Machines (RBMs), a class of un-
supervised generative neural networks, for detecting outliers through data generation and
representation-based comparison. Outlier detection (OD) is a critical task in domains where
rare or anomalous patterns may indicate errors, fraud, or unexpected behaviour in data.
The primary contribution of this work is a unified framework for RBM-based outlier de-
tection that emphasizes data generation as a detection strategy. We explore multiple model
variants, including single RBMs, ensembles of RBMs, stacked RBMs, and ensembles of
stacked RBMs, each offering distinct advantages in representing complex data patterns. By
generating synthetic samples from trained RBMs and comparing them to input data, the
approach enables unsupervised detection of unusual or unexpected instances. This gener-
ative perspective distinguishes RBM-OD from traditional methods and provides a flexible

foundation for future extensions.
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Chapter 1

Introduction

Artificial Intelligence (Al) is a central area of research and innovation in computer science,
with broad applications across industries. This chapter introduces the foundational concepts
leading to the method explored in this thesis. It begins by outlining the general field of
Al and the rise of machine learning as a dominant paradigm. The focus then shifts to
neural networks, highlighting a specific family known as Boltzmann Machines. The chapter
concludes with an introduction to the Restricted Boltzmann Machine (RBM), which forms

the basis of the proposed outlier detection framework in our research.

1.1 Artificial Intelligence and Machine Learning

Artificial Intelligence (Al) refers to the development of computer systems capable of
performing tasks that typically require human intelligence, such as perception, reasoning,
and decision-making. Over recent decades, Al has evolved from rule-based systems to data-
driven approaches that learn from experience. As a result, Al has become an integral part
of modern technology, with applications in healthcare, finance, transportation, and personal
assistants [38, 50].

Al systems are often categorized by their scope of capability. Narrow Al, also known
as weak Al is designed for specific tasks and represents the most common type in use
today. Examples include virtual assistants like Siri and Alexa, recommendation engines,
and fraud detection tools [6]. In contrast, general Al refers to systems that can perform

any intellectual task that a human can. While full general intelligence is not yet achieved,
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advances in large language models, such as GPT-4, demonstrate progress toward more gen-
eralized capabilities [17]. Super Al, a hypothetical system surpassing human intelligence
in all domains, remains speculative and the subject of science fiction [15].

The recent success of Al is largely attributed to the growth of Machine Learning (ML), a
subfield focused on enabling computers to learn from data. Instead of relying on predefined
rules, ML algorithms discover patterns and relationships directly from the data they are
trained on, allowing them to make predictions or decisions on new, unseen inputs [56]. ML
tasks are generally categorized into supervised, unsupervised, and reinforcement learning.
In supervised learning, the algorithm is trained on labelled data to predict specific out-
comes, as in email spam detection or image classification [32]. In unsupervised learning,
the model learns the structure of unlabelled data, often through clustering or dimensionality
reduction [26]. Reinforcement learning involves an agent learning to take actions within an
environment by maximizing cumulative rewards over time [28].

This shift toward data-driven intelligence lays the foundation for neural networks, which

are the primary focus of the next section.

1.2 Neural Networks

Neural networks are a class of machine learning models inspired by the structure and
function of the human brain [46]. They consist of layers of interconnected units, called
neurons, which process and transform data through weighted connections [3]. A typical
neural network includes an input layer, one or more hidden layers, and an output layer. Each
neuron in a layer receives inputs, applies a transformation (often nonlinear), and passes the
result to the next layer. An example of a simple neural network architecture can be found
in Figure 1.1.

Early work on neural networks begins with the McCulloch-Pitts neuron model in the
1940s [48], followed by the perceptron developed by Rosenblatt in the 1950s [53]. Af-

ter a period of limited progress, interest in neural networks resurges in the 1980s with the
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Input Hidden Output
layer layer layer

Figure 1.1: A simple neural network architecture.

introduction of the backpropagation algorithm [41], which enables efficient training of mul-
tilayer networks.

Neural networks are particularly effective at modeling complex, non-linear relation-
ships in data, making them suitable for tasks such as speech recognition, image classifica-
tion, and natural language processing [55]. Recent advances in computing power and data
availability further drive the adoption of deep learning, an approach that extends traditional
neural networks by increasing their depth (i.e., number of layers) to enable the learning of
hierarchical representations [10].

Various architectures exist to support different applications. Feedforward neural net-
works (FNNs) pass information in one direction, from input to output, and are used in
many basic classification tasks [21]. Convolutional neural networks (CNNs), designed to
exploit spatial hierarchies in data, are especially effective for image analysis [20].

Among the more specialized types of neural networks are those designed for unsu-
pervised learning and generative modelling. One such model is the Boltzmann Machine,
which forms the theoretical foundation for the Restricted Boltzmann Machine studied in

this thesis.

1.3 The Boltzmann Machines

The Boltzmann Machine (BM) model is a type of stochastic neural network designed

for unsupervised learning and generative modeling. It differs from traditional feedforward

3



1.3. THE BOLTZMANN MACHINES

architectures in that it models the joint probability distribution of its inputs and can generate
new data samples by drawing from this distribution [3].

A Boltzmann Machine consists of two layers of binary-valued units: a visible layer
that represents the input data and a hidden layer that captures dependencies and patterns.
Unlike standard neural networks, connections exist not only between the visible and hidden
units but also within each layer. Generally speaking, these undirected connections allow
the network to reach an equilibrium state by iteratively updating the states of its neurons
based on probabilistic rules.

Training a BM involves adjusting its weights to minimize an energy function, which
specifies the probability of a given configuration of visible and hidden units. Configurations
with lower energy are interpreted as more probable under the model. While powerful in
theory, full Boltzmann Machines are difficult to train and scale due to their fully connected
structure and computational complexity.

To address these limitations, a simplified version known as the Restricted Boltzmann
Machine (RBM) is developed. The Restricted Boltzmann Machine (RBM) is a variant of
the Boltzmann Machine that enables more efficient training by imposing a key architectural
constraint: connections between units within the same layer are removed. This restriction
eliminates cycles in the network and allows for more tractable learning algorithms, such as
contrastive divergence, to be used in practice [3].

An RBM consists of a visible layer that receives input data and a hidden layer that
learns to represent dependencies among the input features. The model trains to capture
the underlying structure of the data in an unsupervised manner by adjusting its weights to
favour low-energy configurations. Once trained, the RBM can generate new data samples
or extract features from the original inputs.

RBMs are applied to various tasks, including dimensionality reduction, feature learning,
collaborative filtering, and anomaly detection. Their generative capabilities make them

particularly well-suited for identifying unusual or rare patterns in data—an idea central to
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this thesis.

More complex variants of the RBM include the Stacked RBM, where multiple RBMs
are trained sequentially to form a deep architecture, and the Deep Boltzmann Machine
(DBM), which trains these layers jointly with bidirectional connections. These extensions
increase the model’s ability to learn hierarchical representations, though at the cost of in-
creased training complexity [11].

Further theoretical details on RBMs and their training mechanisms are provided in

Chapter 2.

1.4 Outlier Detection

Outlier detection is a fundamental problem in data analysis, concerned with identifying
observations that deviate significantly from the general pattern of a dataset. Such deviations
may correspond to critical and informative events, such as fraudulent transactions, medical
abnormalities, or network intrusions, or they may represent errors and noise introduced
during data collection [2, 37]. Detecting these unusual instances is essential, as they often
provide valuable insights and directly impact decision-making in domains such as finance,
healthcare, system monitoring, and cybersecurity [2].

Formally, an outlier can be defined as an observation that is inconsistent with the distri-
bution assumed to have generated the majority of the data [37]. While some outliers result
from random error, others may signal rare but meaningful phenomena that require atten-
tion. This duality makes outlier detection both practically significant and methodologically
challenging.

Traditional methods of outlier detection include statistical tests, distance-based tech-
niques, and clustering approaches [2]. Although effective in certain settings, these methods
often struggle with high-dimensional data, complex attribute interactions, and categorical
datasets. As modern applications increasingly involve such complexities, there is grow-

ing demand for models capable of capturing intricate data distributions in an unsupervised
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manner.

This thesis explores the Restricted Boltzmann Machine (RBM) as a foundation for out-
lier detection. By leveraging the generative capabilities of RBMs to learn normal data
distributions, it becomes possible to identify points that deviate significantly from expected
patterns. This perspective motivates the framework developed in this research, which is

introduced in the following section.

1.5 Our Contribution

This thesis presents a novel application of the Restricted Boltzmann Machine (RBM)
for unsupervised outlier detection. The primary contribution is the design of a detection
framework in which the generative abilities of the RBMs are used to create a synthetic
dataset based on learned features and patterns from the RBM. This synthetic dataset al-
lows us to test outliers not only on the original dataset used for training, but any hidden
relationships the model identified.

A second contribution is the application of this approach to both binary and categorical
datasets, demonstrating its adaptability across different data types. For binary data, the
RBM operates directly on the input. For categorical data, appropriate encoding techniques
convert the input into a binary-compatible format suitable for RBM training.

The effectiveness of the proposed method is validated through experiments on multiple
synthetic and real-world datasets. The results highlight the RBM’s capacity to model com-
plex data distributions and reveal anomalies without supervision, underscoring its potential

as a generative model for outlier detection tasks.

1.6 Outline

The remainder of this thesis is organized as follows.
Chapter 2 presents relevant background information. It reviews existing methods for

outlier detection, introduces the theoretical foundations of the Restricted Boltzmann Ma-
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chine (RBM), and outlines techniques for encoding categorical data into binary form. It
also discusses ensemble learning strategies that are applied in Chapters 3 and 4.

Chapter 3 presents the core methodology and contributions of this thesis. We describe
the RBM variants utilized in our approach and explore how their generative capabilities
are leveraged for data synthesis. The chapter also introduces the evaluation metrics used to
assess the quality of the generated data, along with the outlier detection strategies employed
to identify anomalous patterns.

Chapter 4 presents the results, discussion, and analysis of our work. We detail the
software tools used in our experiments, describe the datasets on which our models were
tested, and outline the specific outlier injection techniques employed to evaluate detection
performance.

Finally, Chapter 5 summarizes the contributions of this work. It reflects on the strengths
and limitations of applying RBMs to outlier detection and outlines potential directions for

future research aimed at extending and enhancing the proposed approach.



Chapter 2

Background and Related Works

This chapter provides the necessary background knowledge on outlier detection and related
areas used throughout the following chapters. Outlier detection plays a critical role in many
domains, such as identifying fraudulent activities in financial systems and detecting rare
medical conditions in healthcare [59]. Given its wide range of applications, it is impor-
tant to employ efficient methods capable of accurately identifying outliers. This chapter is

structured to follow the key steps involved in the proposed approach.

2.1 Boltzmann Machines

Restricted Boltzmann Machines (RBMs) are generative neural network models partic-
ularly effective for unsupervised learning tasks, notably in the context of deep learning and
artificial intelligence. Derived from the more general Boltzmann Machine (BM), RBMs
leverage an energy-based probabilistic framework to model binary data efficiently. This
section begins by situating RBMs within the broader landscape of deep learning, highlight-
ing their historical significance and ongoing relevance. Subsequently, the theoretical foun-
dations of Boltzmann Machines are introduced to provide essential intuition, followed by a
detailed exploration of the RBM’s structure, training methodologies, and generative capa-
bilities. A comprehensive understanding of RBMs underpins the outlier detection frame-

work central to this thesis.
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2.1.1 Deep Learning and Artificial Intelligence

Deep learning is an advanced subfield within artificial intelligence (Al) characterized
by neural network architectures composed of multiple layers. These networks have the
capability to learn hierarchical representations from data automatically, bypassing the need
for extensive manual feature engineering. Through backpropagation and large-scale data
training, deep learning models can capture increasingly abstract and sophisticated patterns,
significantly enhancing performance in areas such as computer vision, natural language
processing, reinforcement learning, and anomaly detection [46, 32].

Central to the development of deep learning methodologies are Boltzmann Machines,
particularly the RBM. RBMs have historically been critical in the successful implementa-
tion of Deep Belief Networks (DBNs[3]), which were among the earliest successful deep
learning architectures. DBNs leverage RBMs for unsupervised pre-training, which initial-
izes network weights effectively, overcoming the difficulties associated with training deep
neural networks due to gradient instability or vanishing gradients [40].

Beyond DBNs, RBMs have influenced various generative modeling frameworks, in-
cluding Variational Autoencoders [42] (VAEs) and Generative Adversarial Networks [33]
(GANSs). VAEs learn latent representations by optimizing a variational lower bound on data
likelihood, while GANs generate realistic samples through an adversarial game between a
generator and a discriminator. While newer models such as VAEs and GANSs have expanded
the field of generative modeling, RBMs remain relevant due to their straightforward prob-
abilistic interpretation and their robust performance in tasks requiring explicit probability
modeling, such as collaborative filtering and recommender systems [3]. Their capacity to
capture underlying data distributions makes them particularly valuable in domains where
interpretability and modeling uncertainty are crucial.

Moreover, RBMs facilitate semi-supervised learning and dimensionality reduction, sig-
nificantly impacting fields such as data augmentation, representation learning, and anomaly

detection. This adaptability highlights RBMs’ enduring relevance and positions them as
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foundational models within the broader landscape of artificial intelligence and deep learn-

ing research.

2.1.2 The Boltzmann Machine

The Boltzmann Machine (BM) is a generative neural network model that defines a prob-
ability distribution over binary-valued inputs using an energy-based framework. Originally
introduced by Hinton and Sejnowski in the 1980s [41], the BM is designed for unsuper-
vised learning and serves as a foundational model for more efficient variants, most notably
the Restricted Boltzmann Machine (RBM) [3].

A standard Boltzmann Machine consists of a set of visible units that represent the ob-
served data and a set of hidden units that capture latent dependencies. Unlike more struc-
tured models, the BM permits symmetric, undirected connections between all units, includ-
ing connections within the same layer. This results in a fully connected network in which
each unit can influence the state of every other unit, allowing the model to capture complex
statistical dependencies.

The BM models a joint distribution over visible and hidden units using an energy func-
tion, where lower energy corresponds to more probable configurations. The probability
of a particular state is defined by the Boltzmann distribution and normalized by a partition
function that sums over all possible configurations. However, due to intra-layer connections
and the exponential number of potential states, computing this normalization constant be-
comes computationally intractable for large networks [39]. As a result, training Boltzmann
Machines typically relies on approximation techniques such as Gibbs sampling and other
Markov Chain Monte Carlo methods [49].

Although the BM provides a powerful framework for modelling complex data distribu-
tions, its dense connectivity and slow convergence limit its scalability. These challenges
lead to the development of the Restricted Boltzmann Machine, which simplifies the archi-

tecture by removing intra-layer connections and enables more efficient training. The RBM

10



2. BOLTZMANN MACHINES

is discussed in detail in the following sections.

2.1.3 Overview of RBMs

The Restricted Boltzmann Machine (RBM) is a probabilistic, energy-based neural net-
work model designed for unsupervised learning, feature extraction, and generative mod-
eling. Originally introduced in the 1980s by Paul Smolensky and later popularized by
Geoffrey Hinton in the early 2000s [39], the RBM builds upon the more general Boltz-
mann Machine (BM)—an undirected probabilistic graphical model—by imposing a bipar-
tite structure between the visible and hidden layers. This architectural constraint signifi-
cantly simplifies the training process. The resulting structure enables efficient learning of
a joint probability distribution over visible and hidden units, making the RBM particularly
useful for tasks such as dimensionality reduction, collaborative filtering, and representation

learning [62, 3].

2.1.4 RBM Architecture

In a traditional RBM, there are two layers of nodes: a visible layer and a hidden layer.
The visible layer corresponds to the observed data on which the model is trained, while the
hidden layer captures underlying features and representations that the model learns. Every
unit in the visible layer is connected to every unit in the hidden layer, but no connections
exist between units within the same layer. This bipartite structure eliminates intra-layer
dependencies, simplifying the computation of conditional probabilities during training.

The connections between visible and hidden units are associated with trainable weights,
which are updated during the learning process. Additionally, each unit has an associated
bias term that contributes to the overall energy configuration of the system.

Due to the RBM being an energy-based model, it uses an energy function to determine
the probability of a particular configuration of visible and hidden units. Configurations
that are more likely to occur in the training data are assigned a lower energy. This energy

function is defined in Equation 2.1 [3].

11
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Figure 2.1: A simplified architecture of a RBM.

E(v,h)=—v'Wh—-b'v—c'h 2.1)

where v € {0, 1}" represents the visible unit vector, h € {0,1}"™ denotes the hidden unit
vector, and W € R is the weight matrix connecting these units. Additionally, b € R” and
¢ € R™ represent the bias vectors for the visible and hidden units, respectively. This energy
function forms the foundation for defining a joint probability distribution over visible and

hidden units, which is expressed in Equation 2.2 through the Boltzmann distribution.

P(v,h) = %eE(V’h) (2.2)

where Z is the partition function, defined in Equation 2.3.

Z=Y e EON) (2.3)
v,h

This partition function acts as a normalizing constant to ensure that the probabilities
over all possible configurations add up to one. However, computing Z exactly is typically
inadvisable, as it requires summing over an exponential number of configurations. As a re-
sult, approximate training algorithms, most notably Contrastive Divergence (CD) [39], are

used to efficiently update weights and biases without evaluating the full partition function.

12
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2.1.5 Training RBMs

Training a Restricted Boltzmann Machine (RBM) involves adjusting its parameters
(namely the weights and biases) so that the probability distribution it defines assigns high
likelihood to the observed data. In effect, the RBM is encouraged to favor configurations
that resemble patterns in the training set, while assigning lower probability (or higher en-
ergy) to unlikely or unfamiliar data points.

The training objective is to maximize the log-likelihood of the training data. However,
computing the exact gradient of this likelihood is computationally expensive due to the
partition function in the denominator of the probability distribution. To address this, Hinton
proposed an approximate method known as Contrastive Divergence (CD) [39], which is
commonly used to train RBMs.

Contrastive Divergence approximates the gradient by comparing two expectations: one
derived from the training data, and one derived from the model’s reconstructions. The

weight update rule for a weight w;; between visible unit i and hidden unit j is given by:

Aw;j = o (<Vi7hj>data - <Viahj>model) (2.4)

where a is the learning rate. The term (v;,h j)data TEpresents the expectation of the prod-
uct v;,h;j when the visible vector is mapped to the training data—this is referred to as the
positive phase. The second term, (vifij)model, is the corresponding expectation under the
model’s reconstructed distribution—this is the negative phase.

To approximate the negative phase, CD typically uses a single step of Gibbs sampling, a
variant called CD-1. The process begins by sampling hidden units h given the input visible
vector v, reconstructing a new visible vector v/ from h, and then resampling hidden units h’
from v'. These samples are then used to compute the expectations in the update rule.

The biases are updated similarly, using the following rules:

13



2. BOLTZMANN MACHINES

Ab; = o <<Vi>data - <Vi>model) (2.5)

Acj=a (<hj>data - <hj>model) (2.6)

These updates encourage the RBM to reduce the energy of configurations observed in
the data and increase the energy of configurations not supported by the data. This pro-
cess allows the model to capture meaningful structure in the data and learn a useful latent
representation.

While CD is effective and widely used due to its simplicity and computational effi-
ciency, it is only an approximation of the true gradient. As such, it may not always converge
to the global optimum. More advanced methods such as Persistent Contrastive Divergence
(PCD) [60] have been introduced to address some of these limitations. PCD enhances
traditional Contrastive Divergence [39] by maintaining a persistent set of Markov chains.
These chains are continuously updated during training and serve to approximate the neg-
ative phase in the gradient calculation. PCD enables more stable learning and improved

convergence, especially in deep or complex architectures.

2.1.6 Generative Capabilities of the RBM

One of the most powerful aspects of the Restricted Boltzmann Machine (RBM) is its
ability to act as a generative model. After being trained on a dataset, the RBM captures
the joint probability distribution between visible and hidden variables. This enables it to
generate new data samples that resemble those in the training set, effectively simulating
realistic inputs based on what it has learned [39, 40].

The generative process in an RBM typically involves running a Gibbs sampling process.
Starting with a random or initial visible vector v(?), the RBM alternates between sampling
the hidden vector h®) given the current visible vector, and then sampling a new visible

t+1)

vector v( from the hidden vector. This alternating process continues for several steps
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until the chain converges to the model’s learned distribution, as seen in 2.2.

{Visible Layer v<0>}

p(h(l) Iv(0)

Y

{Hidden Layer h(l)}

p(v(l)‘h(l))

Y

{Visible Layer V(l)}

P(h(2) |V(1))

Y

LHidden Layer h(z)}

Repeat multiple times to generate a sample from the learned distribution.

Figure 2.2: Simplified view of Gibbs sampling in an RBM. Alternating updates between
visible and hidden layers.

The conditional distributions used in Gibbs sampling are tractable due to the RBM’s

restricted structure, and are given by:

P(hj:1|V):G<ZWijvl’—|—Cj> 2.7)

Pvi=1|h)=o0 (Zwijhj+bi> (2.8)

J

where
B 1
C l4e*

o(x) (2.9)

is the logistic sigmoid function [13], W is the weight matrix, and b and ¢ are the bias vectors
for the visible and hidden layers, respectively.

After running enough steps of Gibbs sampling, the visible units can be interpreted as a
new sample drawn from the distribution learned by the RBM. These synthetic samples often

preserve the statistical properties and structure of the original training data. As a result,
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RBMs are particularly suitable for several tasks. They can be used for data imputation, by
filling in missing values through sampling from the learned distribution. They also support
data augmentation by generating new samples to expand limited datasets. In the context
of outlier detection, RBMs allow for comparison between real data points and generated
samples to identify deviations. Finally, they can facilitate feature visualization, offering
insight into the kinds of patterns and structures the model has learned to represent.
Although RBMs are relatively simple compared to more modern generative models,
such as Variational Autoencoders (VAEs) or Generative Adversarial Networks (GANs),
they remain a foundational tool for learning the underlying structure of binary and categor-
ical data. Their ability to model complex dependencies in an unsupervised fashion makes

them an effective building block in deep belief networks and other hierarchical models.

2.1.7 RBMs for Outlier Detection

Outlier detection is a critical component in many real-world applications, such as fraud
detection, system monitoring, and data cleaning, due to the need for reliable, high-quality
data in downstream analysis. Traditional methods, as discussed in Section 2.2, often strug-
gle when applied to high-dimensional or complex data. In this context, Restricted Boltz-
mann Machines (RBMs) offer a promising alternative due to their ability to model complex
data distributions in an unsupervised fashion.

As generative models, RBMs learn the underlying joint distribution of the observed
input data, allowing them to capture what is “normal” about the dataset. This capability
enables RBMs to inherently identify inputs that deviate significantly from learned patterns,
making them well-suited for outlier detection.

Several approaches are available to support outlier identification. Abnormal data points
typically exhibit higher energy under the RBM’s energy function, indicating poor alignment
with the learned distribution. Reconstruction error provides a similar signal—inputs that are

difficult to reconstruct are likely to be anomalous and yield higher reconstruction errors.
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These two metrics offer quantitative evidence that a given data point does not conform to
the training data distribution. While exact likelihood estimation is generally intractable due
to the partition function, approximation methods such as Annealed Importance Sampling
can provide rough estimates, though at a high computational cost [49].

Compared to Autoencoders and Variational Autoencoders (VAEs), both of which are
used for outlier detection, RBMs offer the advantage of explicitly modeling a probability
distribution. Unlike deterministic encoders, RBMs provide a probabilistic framework that
can better capture uncertainty in the data. Furthermore, RBMs operate in an unsupervised
manner and do not require labeled data, making them suitable for anomaly detection in
settings where labels are unavailable.

Despite these strengths, RBMs also have limitations. Their performance can be sensi-
tive to hyperparameters such as the learning rate and the number of hidden units, and train-
ing can be computationally demanding, particularly for large datasets. Moreover, while
their probabilistic formulation is advantageous, exact inference is generally intractable and

requires approximation techniques such as Contrastive Divergence.

2.2  OQOutlier Detection Methods

The problem of detecting outliers in data remains a highly important area of research
due to the significant impact outliers can have on results. An outlier is defined as any data
point that does not exhibit the expected behavior shown by the majority of other points
[63]. This deviation from expected behavior can skew results and introduce bias into any
downstream analysis or application.

A variety of approaches exist for determining whether a data point is an outlier, each
with strengths and weaknesses depending on the context in which they are applied [2].
These methods typically fall into four main categories: statistical, machine learning, clus-
tering based, and distance-based techniques. While the approach proposed in this thesis

belongs to the machine learning category, we briefly review several representative methods
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from the other categories.

2.2.1 Z-Score

A simple statistical approach to outlier detection is the use of the z-score test [8]. Intro-
duced in the early 20th century, the z-score measures how many standard deviations a data
point lies from the mean of the dataset. This value is then used to determine whether the
point should be considered an outlier. Due to its ease of implementation—requiring only
the mean and standard deviation—the z-score is often used as a quick method for detecting
outliers. However, caution is advised when applying it to small sample sizes, as unstable

estimates of the standard deviation may lead to incorrect confidence levels [23].

2.2.2 Interquartile Range

The Interquartile Range (IQR) is a statistical method that identifies the range covering
the middle 50% of a dataset. A threshold is then defined beyond this range to determine
whether a data point qualifies as an outlier. This threshold typically extends slightly beyond
the IQR to avoid overly strict labelling. IQR-based detection can be less effective on small
datasets, where the calculated quartiles may not be well-defined. However, the method
offers the advantage of being simple to compute and computationally inexpensive, making
it a suitable choice when quick outlier detection is required.

IQR has seen success in data mining applications due to its ease of use and its robustness

to extreme values, which can otherwise skew the results of other statistical methods [24].

2.2.3 Isolation Forest

The isolation forest is an unsupervised machine learning technique that identifies out-
liers based on how easily a data point is isolated from the rest of the dataset. The algorithm
operates by randomly selecting a feature from the dataset to use as a splitting criterion. A
split value is then chosen randomly between the feature’s minimum and maximum values,

dividing the data into two branches. This process is repeated recursively, with each result-
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ing subset undergoing the same splitting procedure until every data point is isolated in its
own branch.

Outliers are identified based on the number of splits required for isolation. Points that
are typical within the dataset generally require more splits to be separated, whereas outliers
tend to be isolated with fewer splits [47]. Due to the inherent randomness in feature se-
lection and split thresholds, several variations of the isolation forest have been proposed to

improve its efficiency and overall effectiveness [5].

2.2.4 Autoencoder

An autoencoder is a neural network model that learns to reconstruct the data it is trained
on, enabling the identification of outliers based on reconstruction performance. The input
and output layers of the network have the same dimensionality, while the intermediate
layers are first compressed (i.e., contain fewer neurons than the previous layer) and then
expanded as the network approaches the output layer. This structure forces the model to
learn internal representations that capture the essential characteristics of the input data [3,
7].

When applied to outlier detection, the autoencoder is trained on data that is assumed to
be normal and largely free of outliers. New data is then passed through the trained model,
and instances that are reconstructed with low error are considered normal. In contrast, data

points that result in high reconstruction error are flagged as potential outliers [12].

2.2.5 k-Means

A popular clustering-based approach to outlier detection is the k-means algorithm. This
algorithm follows a sequence of steps: first, a predefined number of clusters is selected, and
initial cluster centres (centroids) are randomly assigned. Each data point is then assigned
to the nearest centroid, after which new centroids are computed as the mean of the points
within each cluster. Data points are reassigned to the updated centroids, and this process

repeats until the clusters stabilize [19].
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Variations of this approach, such as k-medians, use the median instead of the mean to
compute cluster centroids. Outliers are typically identified as data points that lie far from
their assigned centroid. A threshold distance—often defined as being n standard deviations

away from the mean—is used to determine whether a point should be considered an outlier.

2.2.6 Mahalanobis Distance

Mahalanobis Distance (MD) is a distance-based approach to outlier detection that is
commonly used with multivariate data due to its ability to handle high-dimensional spaces
[31]. The method begins by computing the mean and the covariance matrix of the dataset.
Then, for each data point, the Mahalanobis distance is calculated and compared to a pre-
defined threshold to determine whether the point is an outlier. A key advantage of this
approach is that it accounts for correlations between variables, as the covariance matrix

captures the relationships among the features in the data.

2.3 Related Works

Outlier detection is extensively studied across various domains, including fraud de-
tection, network intrusion detection, and medical diagnosis. Traditional methods such as
z-score, Interquartile Range (IQR), and Mahalanobis Distance remain widely used due to
their simplicity and efficiency [23, 24, 31]. However, these techniques often struggle with
high-dimensional or complex datasets where underlying relationships between features are
nonlinear or unknown.

To address these limitations, machine learning models such as Isolation Forests [47],
Autoencoders [7], and clustering-based approaches like k-means [19] are proposed. These
models learn more flexible representations of the data but often rely on assumptions about
data distribution or require significant hyperparameter tuning. More recently, advances in
deep learning have led to the emergence of deep anomaly detection techniques that leverage

the representational power of neural networks [51].
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The Restricted Boltzmann Machine (RBM) is explored in anomaly detection tasks due
to its generative nature and its ability to model complex data distributions in an unsuper-
vised manner. Studies such as [27] demonstrate that RBMs can effectively capture normal
data patterns and identify anomalous points based on reconstruction error or free energy.
Extensions like Deep Belief Networks (DBNs) and Deep Boltzmann Machines (DBMs) are
also applied to anomaly detection in structured data [65, 30].

While prior work demonstrates the potential of RBMs for detecting anomalies, few
studies investigate their use for generating synthetic samples for comparison or assess their
performance across both binary and categorical datasets using multiple encoding strategies.
Similarly, ensemble-based approaches that combine multiple RBMs—either as disjoint
learners or stacked architectures—remain under explored in the context of outlier detec-
tion. This thesis builds on existing work by proposing a generative, RBM-based framework

that is systematically evaluated across different data types and architectural configurations.

2.4 Data Encoding Techniques

Due to the structure of the Restricted Boltzmann Machine, any data that is not in a
binary format needs to be processed before it can be used. This processing of converting
the form of the data while retaining the information is called data encoding. Various data
encoding techniques exists, with each having advantages and disadvantages associated. For
the work that will be discussed in Chapter 4, we will briefly explore the categorical encod-

ing techniques of transforming categorical data into binary [43].

24.1 One-hot Encoding

One-hot encoding is a simple categorical encoding technique based on each unique
value of an attribute having it’s own vector. This vector contains the same number of
positions as there are valid values of the attribute in the original data. Each vector then has

only one bit as 1" and the others are all ”0”. This encoding scheme suffers when used with
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high dimensionality data, as the increase in feature space can be large when working with
many categories [32]. Guo and Berkhahn [34] propose an alternative approach using entity

embeddings that capture semantic similarity between categories in dense vector spaces.

Categories One-Hot Encoding Vector
Red 1,0,0
Green 0,1,0
Blue 0,0,1

Figure 2.3: Converting categorical data into an one-hot encoding.

2.4.2 Binary Encoding

Binary Encoding is a categorical encoding strategy that converts the data into a more
compact binary representation. Instead of the resulting vector having the same number of
positions as number of values of an attribute, we get a binary number that relates to which
value the original attribute had. To achieve this, each categorical feature is transformed
into a numerical value using a ordinal encoder, then converted into its binary representa-
tion. While this method does reduce the interpretability of the encoded data, the benefit of

reducing the dimensionality of the data that is then fed to a model makes it very useful [58].

Categories Binary Encoding
Red 01
Green 10
Blue 11

Figure 2.4: Converting categorical data into a binary encoding.
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2.5 Ensemble Learning Methods

In machine learning, a common issue is that models can over fit and begin memorizing
the training data and performing poorly on unseen data. To address this, ensemble methods
combine multiple models, known as base learners [66], to improve accuracy and reduce
variance or bias. By aggregating the outputs of multiple base detectors, these methods re-
duce the variance associated with individual models. This is a key advantage of ensemble
learning [25], which has already shown effectiveness in outlier detection tasks [45]. Aggar-
wal [1] presents several strategies for combining weak outlier detectors and demonstrates

their effectiveness across diverse datasets.

2.5.1 Boosting

One approach to ensemble learning is Boosting [36]. This technique trains models in
a sequential fashion, where the next model learns to address the mistakes that are present
in the one before. If the model does misclassify a portion of the training data, the weight
on that data is increased to allow the next model to focus its attention on data with higher
weights as they are harder to learn examples. The process of training the next model con-
tinues until the entire training dataset has been predicted accurately, or a limit of models
is reached. Due to the number of models that potentially may be used, this method can
become computationally expensive, and more difficult to tune hyper-parameters. A popular

approach to boosting ensemble learning is the Gradient Boosting algorithm [29].

2.5.2 Stacking

Another way to combine the learning abilities of models is through stacking [64]. Each
model’s output is then used as training for a top level model that uses these predictions to
make a final decision. These base learners can be of the same type of model, or be different
to diversify the training. This method can be used with different types of base learners to
allow more complex relationships in the data be identified and learned. A diverse selection

of models also has the additional benefit of lower bias that a specific type of model may
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inherently posses. Recommendation systems use this approach to blend different machine

learning models to achieve better results [4].

2.5.3 Bagging

Bootstrap Aggregation [16] (or bagging) is an easy to use yet powerful ensemble learn-
ing technique that limits the data that each model is trained on. The various base learning
models are each trained on an different, yet equal in size, subsets of the training data to help
eliminate over fitting. Learning happens in parallel, so each model is independent from each
other. This approach can achieve higher accuracy when compared to a standalone model as

the composite model reduces the variance of the individual base learner [36].

2.6 Summary

This chapter provided a comprehensive overview of essential concepts and techniques
relevant to our research. It began by summarizing commonly used outlier detection meth-
ods, followed by a discussion of existing research that applies these methods, including
approaches utilizing Restricted Boltzmann Machines (RBMs). The chapter then detailed
the theoretical foundations of RBMs, emphasizing their particular relevance for outlier de-
tection tasks.

Additionally, various data encoding techniques were examined, highlighting methods
for transforming categorical datasets into binary formats to ensure compatibility with RBM-
based models. The importance of encoding in enabling effective data processing and pattern
learning was underscored. Lastly, ensemble methods were explored, illustrating how com-
bining multiple models can significantly enhance the accuracy and overall performance of

the outlier detection system.
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Chapter 3

Restricted Boltzmann Machine based
Outlier Detection

3.1 Overview of Our Approach

In Chapter 2, we have explored the theoretical foundations of Restricted Boltzmann
Machines (RBMs) in outlier detection. This chapter presents the original methodology de-
veloped in this research for unsupervised outlier detection using RBMs, RBM-OD. Instead
of analyzing raw data directly, our approach detects anomalies through RBMs by compar-
ing real data samples with synthetic data generated from the learned distribution.

This work introduces a novel generative outlier detection framework that relies on the
RBM’s ability to model the underlying data distribution and produce representative syn-
thetic samples. The core idea is to train RBMs on preprocessed binary or encoded categori-
cal data, and then use the learned model to generate data points that reflect typical patterns.
This process is represented by the first box in Figure 3.1. By comparing these generated
samples to real inputs, outliers can be identified as those that diverge significantly from
the expected distribution. These steps are encompassed by the second box of Figure 3.1.
Algorithm 1 shows the process of our RBM-based data generation.

Our methodology is distinguished by the integration of several unique design elements.
First, we conduct a comparative study of four RBM variants: single-layer RBMs, stacked
RBMs, ensemble of RBMs, and ensembles of stacked RBMs. This systematic evalua-
tion provides an insight into how architectural choices impact detection effectiveness and

generative fidelity. Second, we implement validation mechanisms for generated samples,
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Figure 3.1: Overview of the key stages of RBM-OD.

ensuring that data derived from categorical inputs adheres to encoding constraints. This
preserves semantic integrity and prevents invalid outputs from influencing results.

Finally, the detection process combines both a distance-based strategy, using Hamming
distance, and a model-based approach via the RBM energy function. These scoring mech-
anisms are applied together as seen in Algorithm 2 and their outputs are fused using fusion
and intersection thresholds to enhance robustness. To assess model quality, we adopt a suite
of evaluation techniques appropriate to the nature of the data, including reconstruction error,

encoding validity, structural constraint preservation, and anomaly score analysis.

3.2 Data Preparation

Before training, all input data is converted into a binary format that can be used for
processing by the Restricted Boltzmann Machine. This preparation step differs depending

on the nature of the data and whether it is already in a binary form or categorical data.
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Algorithm 1 RBM-based model training and synthetic data generation.

Require: Initial training dataset D
Ensure: Generated dataset Dy,
1: if D is categorical then
2 Encode D using one-hot or binary encoding
3: end if
4: Split D into training and test sets
5: Select model variant: single RBM, ensemble of RBMs, stacked RBM, or ensemble of
stacked RBMs

6: for
7: doTrain a single RBM on the training data
8: Generate synthetic samples using Gibbs sampling
9: end for
10: for using ensemble of RBMs do
11: Partition training data into n subsets (with or without overlap)
12: for each subset do
13: Train an independent RBM on the subset
14: end for
15: Aggregate synthetic samples from all ensemble models
16: end for

17: for using stacked RBM do
18: Train first RBM on training data

19: for each additional layer do

20: Generate data from RBM

21: Train next RBM on generated data

22: end for

23: Generate synthetic samples using the final RBM

24: end for

25: for using ensemble of stacked RBMs do

26: Partition training data into n subsets

27: for each subset do

28: Train a stacked RBM on the subset:

29: Train first RBM, generate data, and continue stacking
30: end for

31 Generate and aggregate synthetic samples from final RBM of all stacked models
32: end for
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Algorithm 2 RBM-based outlier detection.

Require: Dataset D and generated dataset D,
Ensure: Set of detected outliers O
Inject 50 outliers into Dy, for testing
Compute free energy for each sample in D using trained RBM(s)
Compute Hamming distance between each sample in D and samples in Dy,
Set thresholds for free energy and Hamming distance (e.g., percentile-based)
Initialize empty set O
for each sample in D do
if free energy of sample exceeds threshold OR Hamming distance exceeds threshold
then
Add sample to O
: end if
10: end for
11: return O

AR A o ey
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For datasets that are already in binary form no additional transformation is required.
These are used directly as input to the RBM. For categorical datasets however, encoding
1s necessary to represent each feature in binary form. In this work, two distinct encoding
methods are applied: one-hot encoding and binary encoding. The theory for these encoding
strategies are discussed in Chapter 2, and we will discuss the details for our approach in
Section 4.3.1.

Both encoding strategies are applied to the same datasets in order to compare their im-
pact on the performance of the RBM models. This comparison is essential to the method-
ology due to the effects each have on the ability of the model to learn the data distribution.

No normalization or additional preprocessing is applied. As RBMs operate directly
on binary input, there is no need for scaling or centreing. This minimal preprocessing
approach aligns with the probabilistic, unsupervised nature of the RBM and helps preserve

the structural integrity of the original datasets.

3.3 Variants of our RBM-based framework

This section outlines the architecture and training configurations of the Restricted Boltz-

mann Machines (RBMs) used in this study. Multiple RBM variants are explored to investi-
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gate their effectiveness in learning data distributions and detecting outliers. These include a

single RBM, stacked RBMs, ensembles of single RBMs, and ensembles of stacked RBMs.

3.3.1 Single RBM

The single RBM is the base model, which will be referred to as Mg. It consists of one
layer of visible units and one layer of hidden units, connected symmetrically. This can be
seen in Figure 3.2. It is trained using Persistent Contrastive Divergence (PCD), which will
be further discussed in the next section. Typical values used for the number of hidden units

range from 50 to 500, depending on the dataset dimensionality.

Input Data

RBM

Generated Data Set

Figure 3.2: A single RBM is trained on the input data, and used to generate a synthetic data
set.

3.3.2 Stacked RBM

To deepen the representational capacity of the model, a stacked RBM is constructed by
training multiple RBMs. This variation will be referred to as Mgr. The generated output of
one RBM becomes the input for the next RBM’s visible layer, as seen in Figure 3.3. Each
layer is trained independently, allowing the model to capture hierarchical features in the
data. Stacking RBMs has been shown to enhance feature extraction and modelling power.
Larochelle and Bengio [44] demonstrate this in a classification setting, where each RBM

layer contributes to a richer representation of the input data.
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RBM 1

Generated Data 1

Ie

RBM 2

Generated Data 2
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RBM 3
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[Final Generated Data}

Figure 3.3: A stack of RBMs where each successive RBM is trained on the generated data
of the one before.

3.3.3 Ensemble of Single RBMs

To introduce model diversity and reduce variance, multiple independent RBMs are
trained on the same dataset with different initial weights and training splits. We refer to
this variation as Mg. Their outputs are combined before the evaluation phase, creating a
dataset that contains generated data points from all the models. This variation can be seen

in Figure 3.4.

/ \
[ Subset 1 J [ Subset 2 ] [ Subset 3 ]
i } ]
RBM 1 RBM 2 RBM 3

Z l

[Generated Data 1} [Generated Data 2} [Generated Data 3}

Combined Data Set

Figure 3.4: An ensemble of RBMs are each trained on different portions of the same dataset,
and each generate their own synthetic data that is combined together.
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3.3.4 Ensemble of Stacked RBMs

This variant combines the representational depth of stacked RBMs with the diversity
that ensemble learning provides. Multiple stacked RBMs are trained independently, and
their outputs are aggregated to improve generalization and reduce sensitivity to initializa-
tions or over fitting. This variation is named Mgsr and can be found in Figure 3.5.

— ~

RBM 1 RBM 1 RBM 1
! l l
[Generated Data 1} [Generated Data 1} [Generated Data 1}
y ! !
RBM 2 RBM 2 RBM 2
y ! !
[Generated Data 2} [Generated Data 2} [Generated Data 2}
y ! !
RBM 3 RBM 3 RBM 3
y

[Final Generated Data}

Figure 3.5: An ensemble of chained RBMs.

3.4 RBM Data Generation

Each variant is kept consistent across experiments, with architectural modifications
made to best suit the dataset that is used. This allows a more direct comparison to be
made when comparing each variant with each other. After training, each RBM model is
used to generate synthetic datasets by sampling from the learned probability distribution,
as shown in Algorithm 3. The synthetic data serves two main purposes: 1) evaluate the
model’s ability to replicate the underlying structure of the original data, and 2) facilitate
outlier detection by comparing real and synthetic data samples.

The generation process begins by randomly initializing the visible layer with binary val-
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Algorithm 3 Data generation algorithm.

Require: Trained RBM, Gibbs steps k, samples N
Ensure: Generated dataset Dy,

1: Initialize empty dataset Dg,,,

2: forn=1,2,...,Ndo

3: Randomly initialize visible units

4: fortr=1,2,....kdo

5 Sample hidden units from visible units
6: Sample visible units from hidden units
7 end for

8: Store final visible units in Dy,

9: end for

10: return Dy,

ues. From this random starting point, 1000 Gibbs sampling steps are performed to allow the
network to approximate the equilibrium distribution learned during training (see Chapter 2

for more details).

3.5 Outlier Detection via Generative Modelling

This section outlines the core of our proposed methodology: using the generative ca-
pabilities of Restricted Boltzmann Machines (RBMs) to detect outliers in binary and cat-
egorical data. Rather than evaluating input data through reconstruction or clustering, our
approach leverages the RBM’s learned distribution to generate synthetic samples that repre-
sent typical data. By comparing real data samples to the generated samples, we can identify

outliers as data points that deviate significantly from the learned norm.

3.5.1 Outlier Detection Strategies

After the models are trained, each RBM model is used to generate synthetic data through
Gibbs sampling. These samples reflect what the model has learned as “normal” and are
used as a baseline for comparison against real test data. Outliers are detected using two
complementary scoring mechanisms:

1. Hamming Distance (Distance-Based Detection): For each real test sample, we
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calculate the Hamming distance [35] to every generated sample and retain the minimum
value. A high minimum distance suggests that the sample is unlike anything the model
considers typical, and thus may be anomalous.

2. Free Energy (Model-Based Detection): The free energy of each real sample is also
computed under the trained RBM, and can be found in Section 2.1.4. Samples with high
free energy are assigned low likelihood by the model, indicating that they are statistically
unusual or out-of-distribution [39].

To identify outliers, percentile-based thresholds are applied independently to both score
types. For our experiments, the top 10% of samples with the highest Hamming distances or
energy values are flagged as outliers to help balance over detection with minimizing false
positives. This flexible threshold approach eliminates the need for fixed cutoffs or prior
knowledge of anomaly rates.

3. Decision Fusion and Detection Rationale: By combining both detection strate-
gies, we form a more comprehensive outlier detection system. In practice, the results from
energy-based and distance-based methods can be analyzed separately or fused using log-
ical or (which we refer to as fusion in this work) to increase sensitivity or intersection to
improve specificity. This dual-scoring framework provides robustness to a wide variety of
anomaly types and ensures that the strengths of each scoring method are fully utilized. We
also report results where both energy and distance detection identify the same data point as
an outlier; these are shown in the Intersect column.

Ultimately, this strategy re-frames the RBM from a feature learner or dimensionality
reducer into a generative anomaly detector, an approach that is central to the contributions

of this research.

3.6 Evaluation Criteria for RBM-OD

The final stage of the methodology involves evaluating the performance of the RBM-

based models for generating data and in detecting outliers. Since the task is conducted in an
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unsupervised setting without ground truth labels, traditional supervised evaluation metrics
such as precision, recall, and F1-score could not be directly computed [18, 67]. Therefore,
alternative evaluation strategies are employed.

For data generation, there are a few tests that we use. For all datasets, Reconstruc-
tion mean squared error (MSE) [9] provides a measure of how well a trained Restricted
Boltzmann Machine (RBM) is able to reproduce its input data. After training, each model
attempts to reconstruct the visible layer from its learned hidden representations. The re-
construction MSE is then computed as the average squared difference between the original
input and the reconstructed output, with lower values indicating better preservation of the
original data structure. In this work, MSE is evaluated on both the training set and a held-
out test set, allowing assessment of both model fit and generalization. MSE is particularly
meaningful for evaluating models trained on binary or one-hot encoded data, where even
small deviations from O or 1 can imply structural inconsistency. Notably, MSE scores are
only reported for models where reconstruction is defined directly in terms of the visible
layer(Mg and MEg). For Msr and Mggr, where subsequent RBMs are trained on generated
data rather than on intermediate representations, end-to-end reconstruction is not defined,
and therefore MSE is omitted.

For two of the binary datasets used, average Hamming distance is employed to assess
the similarity between the generated data and the original training data. The Hamming
distance measures the proportion of differing bits between two binary vectors and is par-
ticularly suitable for evaluating binary-encoded structures. In this context, a low average
Hamming distance indicates that the generated samples closely resemble the training dis-
tribution while still allowing for minor variability, which is desirable in a generative model.
Conversely, a high average Hamming distance suggests that the generated data significantly
deviates from the training data, potentially indicating poor model convergence or structural
degradation during sampling.

For the third binary dataset, several features are intentionally constructed with known
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mathematical dependencies to enable structural validation of the generated data. These re-
lationships included linear combinations, inversions, and averages between features (e.g.,
one feature being half of another, or the average of two others). After training, the RBM’s
ability to preserve these dependencies is assessed by computing the average deviation be-
tween the expected and actual values for each constructed relationship in the generated
samples. This method provided an interpretable measure of how well the generative model
captured the underlying structure of the data, beyond simple distributional similarity. Lower
average deviations indicated stronger structural fidelity, while higher deviations signaled a
breakdown in the learned relationships. This approach is particularly useful for evaluating
continuous-valued data where structural constraints are explicitly defined.

For categorical datasets, the structure imposed by the encoding schemes enabled a clear
mechanism for evaluating the quality of generated data. Specifically, the generated samples
could be assessed for adherence to encoding constraints that define valid categorical repre-
sentations. For one-hot encoding, a valid sample requires exactly one active bit per encoded
category, whereas invalid samples may contain multiple active bits or none at all. Similarly,
binary encoding imposes its own structural rules based on bit patterns representing distinct
categorical values. By checking for violations of these constraints, it is possible to quan-
tify how many generated data points are structurally valid versus invalid. This provided
a discrete and interpretable metric for assessing the fidelity of the generative model when
applied to structured categorical data.

Next, we asses how many outliers are detected from the models used. The distributions
of the anomaly scores using both Hamming distance and energy functions are analyzed.
By inspecting the spread and behaviour of these scores, it is possible to identify whether
a clear distinction existed between typical data points and potential outliers. In particular,
the presence of a long-tailed distribution, where a small proportion of samples exhibited
significantly higher outlier scores, is interpreted as evidence that the model successfully

distinguished between normal and non-normal samples.
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Second, the number and characteristics of samples flagged as outliers are studied. The
flagged samples are examined to check for consistency and plausibility, considering the
dataset context. In datasets where certain points are known or suspected to be unusual, it is
verified whether these samples are among those detected as outliers.

Third, comparisons are made across the different RBM model architectures used, single
RBM, ensemble of RBMs, stacked RBMs, and ensemble of stacked RBMs. The number of
detected outliers and the nature of their anomaly scores are compared to evaluate the impact
of model complexity and diversity on detection performance.

A comprehensive evaluation of the RBM-based outlier detection approach is conducted
by combining analysis of anomaly score distributions, examination of detected samples,
cross-model comparisons, and assessment of generated data quality. Together, these com-
ponents provided insight into both the effectiveness of outlier identification and the model’s

ability to faithfully replicate the underlying data structure.

3.7 Summary

This chapter detailed the methodology employed for developing and evaluating an out-
lier detection framework based on Restricted Boltzmann Machines (RBMs).

Initially, the input datasets are preprocessed to ensure binary representations, either by
directly using binary datasets or by encoding categorical data through one-hot or binary
encoding methods. Following preprocessing, datasets are split into training and testing
subsets.

The training phase involves fitting various RBM architectures to the training data, in-
cluding single RBMs, ensembles of RBMs, stacked RBMs, and ensembles of stacked
RBMs. The RBMs are trained using PCD, with hyperparameters such as learning rate
and number of hidden units selected based on experimental considerations.

Outlier detection is carried out by comparing real test samples to synthetic data, using

both Hamming distance and energy-based scoring methods. Samples are flagged as outliers
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based on whether their scores exceeded predefined thresholds, and a union strategy is used
to combine the two scoring methods for final detection.

Finally, the results are evaluated by analyzing the distributions of anomaly scores, ex-
amining the characteristics of detected outliers, and comparing the performance across dif-

ferent RBM model variants.
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Chapter 4

Empirical Evaluations of RBM-based
Outlier Detection

This chapter presents the experimental setup and results for evaluating the performance
of the Restricted Boltzmann Machine (RBM) in detecting outliers. The experiments are
structured around two types of data: binary data and categorical data. Each type is discussed
in its own section, covering the datasets used, the experimental procedure, and the results.

The goal of these experiments is to evaluate how effective our proposed RBM models
can learn the underlying data structure and detects outliers. To assess the models’ ability to
learn the data’s patterns and relationships, several tests are applied, varying by the datasets.
Detection performance is evaluated using two primary methods: an energy-based approach
relying on the model’s free energy, and a distance-based approach using Hamming distance.
These methods are detailed in Section 3.5.1. Synthetic outliers are injected into the datasets
to simulate anomalous patterns and enable controlled evaluation.

The remainder of this chapter is divided into three sections. First, Section 4.1 describes
the setup used for the experiments, including hardware, the software packages used, and the
custom pipeline used to run all experiments. Section 4.2 discusses experiments involving

binary data, while Section 4.3 focuses on experiments using categorical data.
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4.1 Experiment Setup
4.1.1 Hardware

All experiments were conducted on a personal workstation equipped with an AMD
Ryzen 9 7950X3D processor, 32 GB of DDRS5 RAM, and an NVIDIA GeForce RTX 4070
Ti SUPER graphics card. Although the base operating system is Windows 10, all exper-
imental tasks were carried out within a Linux environment using Ubuntu 22.04 via the
Windows Subsystem for Linux (WSL). Despite the presence of a high-performance GPU,
model training is performed on the CPU due to the initial setup of WSL, as well as the pack-
age used for the RBM implementation only supporting CPU computation. This hardware
configuration provided sufficient computational power to support the training and evalu-
ation of various RBM-based models, including single RBMs, stacked architectures, and

ensemble methods across multiple datasets.

4.1.2 Software

We used Python 3.10.12! for all experiments. The scikit-learn 2 library is used ex-
tensively, including the BernoulliRBM module for model training, OneHotEncoder for
one hot data encoding, and train_test_split for partitioning datasets into training and
testing subsets. For binary and alternative encoding schemes, the category_encoders
(ce) library is employed, providing a range of encoding techniques compatible with scikit-
learn workflows. Numerical computations are supported by NumPy>, while pandas facili-
tated data loading and preprocessing. Categorical datasets such as Car Evaluation[14] and
Nursery[52] are retrieved using the ucimlrepo library, which offers standardized access to

datasets from the UCI Machine Learning Repository.

Ihttps://www.python.org/downloads/release/python-31012/.
Zhttps://scikit-learn.org/stable/.
3nttps://numpy.org/.
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4.1.3 Our Implementation

To conduct the experiments in this thesis, a customized Python program was developed
to manage the full experimental workflow, including data preprocessing, model training,
outlier injection, synthetic data generation, and evaluation. The code base is modular in
structure, with distinct functions and scripts handling tasks such as dataset loading, cat-
egorical encoding (one-hot or binary), RBM training, Gibbs sampling for synthetic data
generation, and threshold-based outlier detection.

The program supports multiple experimental variants, including single RBMs, stacked
RBMs, ensembles of RBMs, and stacked ensembles. It includes built-in utilities for in-
jecting synthetic outliers using different strategies (e.g., inversion or constraint violations)
and for computing evaluation metrics such as reconstruction error, Hamming distance, and
energy-based scores.

Threshold sweeps for energy and distance detection methods are automated, with op-
tions to record true positives and detection counts at specified percentiles. The results of
each run are saved for later aggregation and comparison. The program is designed to be
extensible and reproducible, allowing for the rapid testing of new models or datasets with

minimal changes to the core logic.

4.2 Outlier Detection using Binary Data

This section presents the experiments conducted using binary data. The goal is to eval-
uate how well the RBM performs in identifying outliers when trained on binary inputs.
Three datasets are used: one real-world dataset and two synthetic datasets, each designed
to test different aspects of the RBM’s ability to learn and generalize binary patterns. The
results are analyzed using both the energy-based and distance-based outlier detection ap-
proaches described in Chapter 3. Each dataset and its associated results are discussed in the

subsections that follow.
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4.2.1 Datasets

The experiments on binary data are conducted using one real-world dataset and two
synthetic datasets designed to reflect different data distributions and groupings of patterns.
These datasets, as summarized in Table 4.1, are suited for RBM input without further en-
coding, allowing direct evaluation of the model’s outlier detection performance on binary
features.

Table 4.1: Summary of binary datasets used in experiments.

Dataset Samples Binary Attributes Missing Values

DGRO 10,000 30 None
Dspg 267 22 None
Dyor 10,000 10 None

The SPECT Heart (Dspg) dataset [22] is a publicly available medical dataset contain-
ing 267 samples with 22 binary attributes derived from cardiac Single Proton Emission
Computed Tomography (SPECT) images. The attributes indicate the presence or absence
of specific cardiac features used for diagnostic classification, all of which are labelled as
F1,F2,...,F22

The synthetic grouping dataset (Dggrp) is generated with 10,000 samples, with 30 fea-
tures in each sample. Each sample is drawn from one of three predefined configurations
of binary features, where each configuration represents a distinct ”grouping” of related at-

tributes. For instance, one configuration may take the form:

(1111100010 0011000000 0000000011]

another as:

(0000011001 0000111100 0001110000]

and a third as:

(0000000100 1100000011 1110001100]
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This size is selected to ensure adequate representation of each group’s characteristic binary
patterns, enabling the Restricted Boltzmann Machine to effectively learn the underlying
structure.

To provide the RBM with a learnable yet structured continuous dataset, a synthetic
dataset Dyor was generated using samples drawn from clustered multivariate normal dis-
tributions. This type of experimentation was enabled due to the RBM package implemen-
tation, which permits continuous values constrained to the range [0, 1]. Specifically, data
points are created using the make blobs method to simulate three distinct Gaussian clus-
ters in a two-dimensional space, after which the features are normalized to the [0, 1] range
using min-max scaling. By constraining the input values to a bounded interval, the RBM
can still process continuous-valued inputs in a manner analogous to probabilities, allowing
the model to learn smooth variations in the data distribution rather than only discrete binary
activations.

Two base features, f1 and f3, are first sampled from Gaussian distributions and serve
as the foundation of the dataset. From these, additional features are derived to introduce
explicit structural dependencies. Specifically, f> is defined as a linear transformation of
f1 (f2=0.5- f1), while f is constructed as the complement of f3 (f4 = 1 — f3). Another
dependent feature, fg, is calculated as the average of the two base features (fg = #). To
introduce variability and background noise, the remaining features (fs, f7 through fi¢) are
independently sampled from a Gaussian distribution over [0, 1]. This design embeds both
deterministic constraints and random variability, providing a robust basis for evaluating the

RBM’s generative behaviour and detection performance.

4.2.2 Experiment Parameters

The hyperparameters used to train each RBM are tuned individually for each dataset
and encoding scheme to optimize data generation quality and model stability. These values

are determined empirically through preliminary experiments and held consistent across all
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Table 4.2: Training hyperparameters for binary datasets.

Dataset Learning Rate Hidden Units Epochs Gibbs Steps

Dgro 0.001 100 100 1000
Dnor 0.005 200 300 1000
Dspg 0.001 100 100 1000

model architectures applied to a given dataset-encoding pair. Table 4.2 summarizes the
learning rate, number of hidden units, training epochs, and Gibbs sampling steps used in
each variation.

For all binary datasets, four different RBM-based model architectures are evaluated to
assess their effectiveness in outlier detection. These include My (single RBM), Mg (ensem-
ble of RBMs), Mgy (stacked RBM), Mgsr (ensemble of stacked RBMs), as discussed in
Chapter 3. Each variation is trained exclusively on pure data, with no exposure to outliers
during training.

Each RBM variant generates a master dataset that is used to conduct our experiments
on. For Mg, each RBM model generates a final dataset that are combined together into one
master dataset. To reduce redundancy, duplicate data points are removed. We practice the
same procedure with Mgsr, with the RBMs at the end of each stack contributing to the final
dataset.

As shown in Table 4.2, all RBM models are trained with consistent learning rates and
epoch settings, which are then adjusted as needed for each dataset. Persistent Contrastive
Divergence is applied with 500 Gibbs sampling steps per iteration during data generation.

Outliers are synthetically introduced to evaluate detection performance using two dif-
ferent approaches in all datasets except for Dyog. First, outliers are generated using random
binary vectors drawn from a Bernoulli distribution with p = 0.5, producing fully unstruc-
tured and patternless samples. We term this type of outlier, Random Noise Outlier. The
other type of outliers are created by inverting the feature-wise means of the training data to

produce rare but structured patterns. While these outliers may appear statistically unusual,
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their structure may still conform to patterns seen during training, offering a more subtle
type of outlier to detect. This outlier type wll be refered to as Anti-feature outliers.

To evaluate the RBM’s ability to detect potential outlier data for Dyog, structured out-
liers are synthetically injected into the test dataset. These outliers are generated by deliber-
ately violating the known feature relationships embedded in the normal data. Specifically,
in each outlier sample, the dependent features f>, f4, and fg are assigned random values
drawn uniformly from [0, 1], thereby breaking the constraints f, = 0.5- f1, fu = 1 — f3,
and fg = % The remaining features are left unchanged to ensure that the outliers only
differed structurally in specific, measurable ways. This controlled approach to outlier in-
jection provided a framework for evaluating the RBM’s detection capabilities based on
reconstruction error, energy score, and constraint violations, while ensuring that outliers
are well-defined and reproducible.

As seen in the upcoming tables, Avg. Hamming Distance refers to the average Hamming
distance of the models in each variant (Mg just uses the Hamming distance from the only

RBM used, while Mg takes an average from all models in the ensemble).

4.2.3 Results, Analysis and Discussion

The performance of the RBM-based outlier detection method is evaluated on binary
datasets containing 50 injected artificial outliers. The evaluation are based on the model’s
ability to detect these known anomalies using energy-based and distance-based detection
techniques. In this section, we present the quantitative results, visualize key score distribu-

tions, and discuss the effectiveness and challenges of each approach.

Evaluation of Dataset Dgsro

Table 4.3 presents the data generation quality metrics for the Dgrp dataset across all
four model variations. Mg produced the lowest reconstruction error, with a training MSE of
0.0191 and a test MSE of 0.0201, alongside an average Hamming distance of 0.0015. This

indicates a highly faithful reproduction of the input data. In contrast, Mg yielded signifi-
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Table 4.3: Generation quality metrics for Dggo.

Model Train MSE Test MSE Avg. Hamming Distance

Mg 0.0191 0.0201 0.0015
Mg 0.2064 0.2174 0.1202
Mgt — — 0.0022
MEgst — — 0.0017

cantly higher reconstruction errors, with a mean test MSE of approximately 0.2174, and a

notably larger Hamming distance of 0.1202, suggesting poorer performance in the gener-

ated synthetic data despite aggregation. For the Msr and Mgsr models, full reconstruction

is not computed; instead, generation quality is assessed through Hamming distance alone.

These models achieved comparably low average Hamming distances (0.0022 for Mg and

0.0017 for Mgst), indicating that the generated data remained structurally close to the orig-

inal inputs

even without full-stack reconstruction. This suggests that stacking can preserve

critical structure in the data while relying on higher-level representations for generation.
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Figure 4.1: Random noise outlier detection results for dataset Dgro.

Table 4.1 presents the detection performance using random noise outliers for all mod-

els applied to the Dggo dataset at the 90% threshold. 7P in the table above (and in future
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tables) refers to how many true positive outliers were detected by our approach. The re-
sults show that while most models effectively detected the full set of injected outliers using
the distance-based method (50 true positives), the energy-based approach largely failed to
flag these anomalies. Specifically, the energy-based method consistently yielded zero true
positives across nearly all models. This suggests a disconnect between the energy scores
and the semantic structure of outliers in this dataset. Notably, the Mg model is the only
one to identify a small number of true positives via distance in both outlier categories,
albeit with poor overall detection. The fusion of distance and energy scores allowed for
broader coverage but did not make any improvement over distance alone, except for Mgr.
Furthermore, the intersection of both methods did not produce any overlapping true posi-
tives, showing that energy and distance-based scores captured different subsets of the data.
These findings highlight the greater utility of the distance-based approach for structured,

low-variance datasets like Dgro.

Evaluation of Dataset Dyor

Table 4.4: Generation quality metrics for Dyog.

Model Train MSE Test MSE Feature f2 Feature f4 Feature f6

Mg 0.0451 0.0449 0.2607 0.1132 0.2835
Mg 0.0449 0.0453 0.2651 0.1602 0.3144
Mgt — — 0.2543 0.2148 0.4916
MEst — — 0.3368 0.3019 0.4851

The generation quality results for Dyog is summarized in Table 4.4. Across all mod-
els, reconstruction MSE remained low and consistent, with Mg and Mg both achieving
test MSE values around 0.045. These values indicate strong overall reconstruction per-
formance, particularly for the single and ensemble RBM models. To further assess how
well the models preserve underlying feature relationships, we measure how much each en-
gineered feature deviates between the training data and generated data, with larger values

indicating farther deviation. For Mg, deviations are minimal, especially for the simpler re-
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lationship f; = 1 — f3, which recorded a deviation of 0.1132. While the ensemble model
Mp displayed slightly higher deviation across all dependencies, its performance remained
within acceptable bounds.

In contrast, the stacked models Mgy and Mgsr demonstrated a trade-off. For Mggr in
particular, deviations in f, = 0.5- f] and fg = avg(f, f3) exceeded 0.33 and 0.48 respec-
tively, suggesting that the deeper stacking introduced noise or inconsistencies in preserving
the relational constraints. Nevertheless, the results still show that all models are able to
generate data that approximately conformed to the designed structure, with My yielding the
most faithful reproduction.

Table 4.5: True positives and total detections across multiple thresholds for the constraint
violation method using the Dyor dataset.

Percentile TP Detected

85 8 8
90 5 5
92 4 4
95 3 3
97 2 2
99 1 1

While constraint violation detection is effective in identifying synthetically injected out-
liers, as shown in Table 4.5, it operates independently of the RBM architecture and its
generative process. As such, it does not provide insight into model quality or reconstruc-
tion performance. Instead, this method serves primarily as a validation tool to confirm
that the injected outliers exhibit detectable structural inconsistencies. For evaluating the
effectiveness of RBM-based detection approaches, we therefore place greater emphasis on
energy-based and distance-based methods, which more directly reflect the model’s learned
representation.

For the normally distributed dataset Dyog, outlier detection is tested using outliers
that knowingly violate the defined relationships discussed in Section 4.2.1. As shown in

Table 4.6, all models exhibited relatively high detection counts across both energy- and
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Table 4.6: True positives and total detections at 90% threshold for all models using the
Dyor dataset.

Model Energy Distance Fusion Intersect TP
TP Detected TP Detected TP Detected

Mg 0 805 21 805 21 1605 0
Mg 0 805 12 805 12 1468 0
Mgt 0 805 6 805 6 1541 0
Mgst 2 805 0 0 2 805 0

distance-based thresholds, yet the number of true positives (TP) remained low overall. Mg
achieved the highest number of true positives (21) under the distance-based metric, suggest-
ing it is the most sensitive to constraint violations embedded within the outliers. Models
MFg and MEgg7 had limited success in identifying true anomalies, with Mg detecting 12 and
MEgst detecting only 2 true positives. Mgr also showed poor performance overall, with very
few or no constraint violations correctly identified under energy or distance criteria.

These results suggest that while RBMs can effectively flag unusual samples in struc-
tured normal data, only specific variations can reliably identify true constraint-breaking
samples. The limited success of the more complex ensemble and stacked models may be
attributed to the subtlety of the injected outliers, which require precise internal representa-

tions that may be diluted or distorted when model complexity increases.

Evaluation of Dataset Dgpp

Figure 4.2 presents the generation quality metrics for Dspg. As expected for this small
and highly structured dataset, reconstruction mean squared error (MSE) values are rela-
tively high across all models, with Mg and Mg showing comparable performance (Train
MSE = 0.2008, Test MSE = 0.2107). These elevated MSE scores reflect the inherent chal-
lenge of modelling this dataset’s limited and highly discrete patterns. All models produced
consistent results, with Mg and Mg achieving distances of 0.1553 and 0.1550, respectively.

The Ms7 and Mgsr models demonstrated similar or slightly elevated Hamming distances,
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Figure 4.2: Hamming Distance values for dataset Dgpr.

averaging 0.1566 and 0.1604. This suggests that while stacking may introduce minor vari-
ability in the generated outputs, it does not substantially degrade the structural consistency

of the generated data in this case.

Table 4.7: True positives and total detections at 90% threshold for all models using the
Dgpr dataset.

Outlier Type Model Energy Distance Fusion Intersect TP
TP Detected TP Detected TP Detected
Mg 5 11 4 5 9 16 0
2 11 6 10 8 21 0
Random Noi
andomOBe - yer 6 1 2 5 8 16 0
Mgst 6 11 1 2 7 13 0
Mg 1 11 7 8 8 18 0
) Mg 0 11 5 5 5 16 0
Anti-Feat

fh-Teature o 0 110 10 10 21 0
Mgsr 1 11 3 3 4 14 0

Table 4.7 shows the detection performance across all models for the Dgpr dataset at
the 90% threshold. Unlike Dgro, the relatively small size and low dimensionality of Dgpg

led to more constrained performance, with fewer total detections and a narrower range of
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true positives. Both energy-based and distance-based methods identified some outliers, but
neither consistently outperformed the other across models and outlier types. The distance-
based method showed modest success, with Mg and Mgr detecting up to 7 and 10 true
positives respectively for anti-feature outliers. Energy-based detection remained limited,
with most models capturing only a few true positives, and some registering none. The
fusion of detection methods provided broader coverage but did not significantly increase
the number of true positives, while the intersection failed to capture any shared outliers.
These results suggest that for small and discrete datasets like Dgpg, both detection signals
may struggle to isolate outliers reliably, though stacking models may provide some benefit

for specific outlier types.

4.3 Outlier Detection using Categorical Data

This section presents the experiments conducted using categorical data. The goal is to
evaluate how well the RBM performs in identifying outliers when trained on categorical
data using two different encoding techniques, one-hot and binary encoding. The results
are analyzed using both the energy-based and distance-based outlier detection approaches
described in Chapter 3, as well as evaluations of the quality of the generated data. Each

dataset and its associated results are discussed in the subsections that follow.

4.3.1 Datasets

Three datasets are used for evaluating the performance of the RBM-based outlier de-
tection approach on categorical data. These datasets included Car Evaluation (Dcagr)[14],
Mushroom (Dysys)[57], and Nursery (Dyygr)[52]. Each dataset contains only categorical
attributes and is commonly used in classification and pattern recognition tasks, making
them ideal for experiments involving categorical encoding schemes. A brief description of
each dataset is provided below, followed by a summary in Table 4.8.

The Dcag [14] dataset consists of 1,728 sample and 6 categorical attributes, originally
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derived from a hierarchical decision model. All attributes represent discrete features of
a car’s condition and user preferences, these include buying price, maintenance, doors,
persons, lug_boot, safety, and class. The dataset contains no missing values and is evenly
distributed across different combinations of attribute values.

The Dyys [57] dataset includes 8,124 samples with 22 categorical attributes, each de-
scribing various physical characteristics of mushrooms (e.g., cap shape, gill color, odor). It
is commonly used in binary classification tasks (edible vs. poisonous). For this study, miss-
ing values in the original dataset are handled by treating the missing value as an additional
option in the category.

The Dyyr [52] dataset contains 12,960 samples and 8 categorical attributes related to
the evaluation of nursery school applications. Attributes include parents, has_nur, form,
children, housing, finance, social, health, and class. The dataset is highly imbalanced in
terms of class labels but balanced in terms of attribute distributions.

Table 4.8: Summary of categorical datasets used in experiments.

Dataset Samples Categorical Attributes

Dcar 1,728 6
Dyus 8,124 22
Dnur 12,960 8

Categorical data is processed using two encoding techniques: one-hot encoding and bi-
nary encoding, both of which are discussed and visualized in Section 2.4. Both are applied
to the same datasets to allow a fair comparison of their impact on RBM-based outlier de-
tection. Table 4.9 shows the dimensionality changes that occur in the datasets using our

encoding techniques.

4.3.2 Experiment Parameters

The hyperparameters used to train each RBM is tuned individually for each dataset and

encoding scheme to optimize data generation quality and model stability. These values
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Table 4.9: Input dimensions resulting from one-hot and binary encoding.

Dataset Original Categorical Features Dimensions After Encoding

One-hot Binary
Dcar 6 21 15
Dyus 22 117 63
Dnur 8 27 19

Table 4.10: Training hyperparameters by categorical dataset and encoding scheme.

Dataset Encoding Learning Rate Hidden Units Epochs Gibbs Steps

5 One-Hot 0.01 300 500 1000
“AR " Binary 0.02 200 400 1000
b One-Hot 0.009 100 100 1000
NUR Binary 0.007 200 100 1000
b One-Hot 0.01 150 400 1000
MUS " Binary 0.02 250 200 1000

each variant.

are determined empirically through preliminary experiments and held consistent across all
model architectures applied to a given dataset-encoding pair. Table 4.10 summarizes the

learning rate, number of hidden units, training epochs, and Gibbs sampling steps used in

The structure of the models used for categorical experiments are kept the same as the bi-

nary data experiments, which can be referenced in Section 4.2.2. This section also discusses

the types of outliers we used, which is kept the same for categorical data.

4.3.3 Results, Analysis, and Discussion

This section evaluates the performance of several RBM based outlier detection models

Evaluation of Dataset Dc4p

One-Hot Encoding

on categorical datasets. Each model variation is tested on the same types of injected outliers

to perform an extensive comparative analysis.
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Table 4.11: Generation quality metrics for Dcagr (one-hot encoding).

Model Train MSE Test MSE Valid /Invalid Validity Rate

Mg 0.0000 0.0000 3155/ 1845 63.1%
Mg 0.0000 0.0000 31726/ 18274 63.5%
Mgt — — 3223 /17717 64.5%
MEgst — — 17688 / 7362 70.6%

Table 4.11 includes both raw sample counts and the corresponding validity rates for
each model. MSE score are omited for Mgy and Mggr as no full-stack decoding is per-
formed. While all models achieved extremely low reconstruction error, their effectiveness
in generating structurally valid samples varies. The stacked ensemble achieves the high-
est validity rate at 70.6%, suggesting improved structural generalization. In contrast, the
ensemble of RBMs produces the largest number of total samples but maintains a similar
validity rate to the single RBM. These findings suggest that stacking may improve the gen-

erative consistency of RBMs when handling categorical structure.

Table 4.12: True positives and total detections at 90% threshold for all models using One-
Hot Encoding on Dcyg.

Outlier Type Model Energy Distance Fusion Intersect TP
TP Detected TP Detected TP Detected

My 5 40 39 39 40 75 4
. Mg 4 40 37 37 39 75 2
Random N
andom o s 40 39 39 40 75 4
Mgy 12 40 35 35 38 66 9
My 2 40 33 33 34 72 1
. Mg 5 40 38 38 39 74 4
Anti-Feat
nh-teature o 6 40 33 33 36 170 3
Mgsr 9 40 34 34 39 70 4

Table 4.12 presents the number of true positives (TP) and total detections at the 90%
threshold for each RBM-based model using one-hot encoding on the Dcar dataset. Results

are reported across random noise and anti-feature outliers, and are evaluated using our scor-
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ing strategies: energy-based, distance-based, their fusion, and intersect scores. Across both
outlier types, distance-based detection consistently achieves higher TP values than energy-
based detection, highlighting its effectiveness in identifying outliers. Mgsr demonstrates
the strongest overall performance, particularly in the random noise setting, achieving 12
TPs via the energy method and 9 TPs in the intersection of energy and distance. While M7
and Mg show comparable performance, ensembles generally improved detection quality,
as reflected by higher fusion detections. The anti-feature outliers proved more challenging
across all models, with lower TP counts in the energy column. Nevertheless, Mgsr and Mg
still maintain relatively strong results. These findings suggest that ensemble and stacked
architectures, when combined with distance-based scoring or fusion aggregation, enhance

outlier detection capability in high-dimensional categorical data.

Binary Encoding

00yalidity Rates - Binary Encoding (Car Dataset)
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Figure 4.3: Data generation results for Dcgg using binary encoding.

Table 4.3 presents the data generation quality across all RBM-based models trained
on Dcag using binary encoding. Mg generated significantly more samples, achieving a

validity rate of 89.4%. Notably, both Mgy and Mgsr exhibited the strongest structural
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fidelity, with Mg achieving the highest validity rate overall at 92.7%, and Mgsr close
behind at 90.3%. These results suggest that stacked architectures are more consistent at
preserving the binary-encoded structure of categorical data during generation, even when

reconstruction performance is not explicitly measured.

Table 4.13: True positives and total detections at 90% threshold for all models using Binary
Encoding on Dcyg.

Outlier Type Model Energy Distance Fusion Intersect TP

TP Detected TP Detected TP Detected

My 4 40 18 18 22 58 0
. My 1 40 36 36 37 76 0
Random N

andom Aoy 9 0 19 26 27 65 1
Mesr 5 40 22 2 25 60 2
My 2 40 28 28 29 67 1
2 40 35 35 36 74 1

Anti-Feat E
nHi-eature o 4 40 24 24 28 64 0
Mgsr 5 40 34 34 36 71 3

The results in Table 4.13 evaluate the effectiveness of outlier detection across various
RBM-based models when applied to the Dc4r dataset using binary encoding. In both outlier
scenarios Mg and Mgt demonstrates consistently strong performance, particularly with the
distance-based detection metric. For instance, Mg achieved 36 true positives for random
noise and 35 for anti-feature outliers using distance scoring, outperforming all other mod-
els in both cases. While Mg and Mgy produced fewer true positives under energy scoring,
they still contribute meaningfully to fusion-based detection, which combines the strengths
of both scoring methods. The intersection scores, while low, indicate the small subset of
outliers confidently identified by both energy and distance methods. Overall, distance scor-
ing proves substantially more effective than energy scoring in this binary encoding setup,
and models leveraging ensemble diversity benefit more from broader and more consistent
outlier coverage.

Encoding Comparison for Dcar
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When comparing one-hot and binary encoding strategies for the Dcagr dataset, both
approaches yield strong performance in different areas. From a data generation perspective,
binary encoding exhibits higher structural fidelity, with validity rates exceeding 90% in Mgt
and Mggr, compared to 64—71% for one-hot encoding. This suggests that RBMs find it
easier to reproduce binary-encoded constraints, possibly due to reduced redundancy in the
representation.

However, in terms of outlier detection performance, one-hot encoding demonstrates
superior results, but this may be due to the injected outliers as discussed in Section 4.3.2.
The models such as Mgsr achieved significantly higher true positives using both energy and
distance methods when applied to one-hot encoded data, detecting up to 12 true positives
with energy-based scoring and 38 via fusion methods. In contrast, the same models under
binary encoding detected fewer outliers across all detection strategies. This indicates that
one-hot encoding, while structurally more demanding, may allow outliers to stand out more
distinctly in the learned feature space, especially when using energy and distance-based
scoring.

Overall, binary encoding performs better at structural consistency and generative re-
liability, while one-hot encoding appears to enhance anomaly separability, leading to im-

proved detection performance.

Evaluation of Dataset Dy
One-Hot Encoding

Table 4.14: Generation quality metrics for Dyyr (one-hot encoding).

Model Train MSE Test MSE Valid /Invalid Validity Rate

Mg 0.0001 0.0001 3272 /1728 65.4%
Mg 0.0001 0.0002 30796 / 19204 61.6%
Mgt — — 6191 /3809 61.9%
MEgst — — 13658 /17342 44.0%

Table 4.14 summarizes the generation quality for each RBM-based model trained on
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Dyyr using one-hot encoding. Mg achieves the highest validity rate at 65.4%, with near-
zero reconstruction error. Mg generates significantly more data but with a slightly lower
validity rate of 61.6%. The Msr model shows comparable structural fidelity to Mg, but
MEgst exhibited the lowest validity rate overall at 44.0%, indicating inconsistent adherence
to one-hot encoding constraints. These results suggest that, for the Nursery dataset, stacking
does not necessarily improve generative fidelity and may introduce structural degradation

when combined with ensembling.

co- Outlier Detection Results - D_NUR Dataset (One-Hot Encoding)
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Figure 4.4: Random noise outlier detection results for dataset Dgro.

Table 4.4 presents the true positives and total detections for all RBM-based models ap-
plied to the Dyyr dataset with one-hot encoding. Notably, Mg and Mggr yields the highest
true positive rates across random noise outliers, especially when using the distance-based
detection method. In particular, Mg achieves 50 true positives via distance scoring, suggest-
ing it effectively captured the broader structural deviations introduced by outlier injection.
While energy-based scores generally resulted in fewer detections, Mg still performs best
among the models in that category. Mg and Mgy produces more conservative results but
contributed meaningfully to the overall detection landscape, particularly when fusion-based

aggregation is used. The consistently high total detections from fusion scoring indicate that

57



4. OUTLIER DETECTION USING CATEGORICAL DATA

combining energy and distance methods improves coverage. Additionally, the higher in-
tersect true positives for Mg demonstrate that it is often able to confidently detect outliers
across both scoring strategies.

Binary Encoding

Table 4.15: Generation quality metrics for Dyyr (binary encoding).

Model Train MSE Test MSE Valid/Invalid Validity Rate

Mg 0.0072 0.0072 4549/ 451 91.0%
Mg 0.0064 0.0064 45800 / 4200 91.6%
Mgt — — 9435 /565 94.3%
MEgst — — 24818 /5182 82.7%

Table 4.15 presents the data generation quality for Dyyg using binary encoding. All
models achieves relatively low reconstruction error, with Mg obtaining the lowest average
train and test MSE values (0.0064 each). Validity rates across models are high, with Mgr
producing the most structurally accurate samples at 94.3%. Both Mg and Mg also main-
taining strong validity, exceeding 91%. The ensemble of stacked models (MEgsr), however,
showed a reduced validity rate of 82.7%, suggesting more variability in structure across the
individual stacks. These findings reinforce that binary encoding yields better data genera-
tion quality overall from the models when compared to one-hot encoding.

The binary-encoded Dypg results in Table 4.16 reveal a consistent pattern of stronger
performance by Mg and Mgsr compared to Mg and Mgy, particularly when using the
distance-based scoring method. Notably, Mg achieves the highest number of true positives
(TP = 46) in the random noise scenario, and Mgy achieves TP = 47 under the anti-feature
condition, both using distance scores. Despite high total detection counts, the number of
intersecting true positives remains low across models, highlighting the limited overlap in
samples deemed to be outliers by both scoring metrics. Interestingly, the energy-based
method by itself yielded very low TP values across all models, suggesting that the subtler

structure captured in binary encoding may not align as well with energy-based scoring. The
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Table 4.16: True positives and total detections at 90% threshold for all models using Binary
Encoding on Dyyg.

Outlier Type Model Energy Distance Fusion Intersect TP
TP Detected TP Detected TP Detected

Mg 0 653 31 433 31 1064 0
Mg 1 653 46 90 46 736 1
R

andomNoise /3 gs3 13 233 16 885 0
Mgy 1 653 41 384 41 997 1
My 2 653 38 38 38 1031 2
. Mg 1 653 48 48 49 701 0

Anti-Feat
nhi-beature o 2 653 47 496 47 1136 2
Mgy 2 653 21 143 22 791 1

overall trend indicates that while the binary representation allows for successful detection
under certain conditions, the choice of model and scoring method has a pronounced effect
on performance, with ensemble strategies and distance-based scores offering more reliable
detection capability.

Encoding Comparison for Dyyg

When evaluating encoding strategies for the Dyyg dataset, a clear distinction emerges
between generation quality and detection results. Binary encoding produced significantly
higher structural validity rates across most models, with Ms7 achieving 94.3% validity and
both Mg and Mg maintaining rates above 91%. In contrast, one-hot encoding resulted in
lower validity, with only Mg surpassing 65%, and Mgsr dropping to 44%. These findings
confirm that RBMs more easily preserve structural constraints when trained on compact
binary representations.

However, despite weaker generation fidelity, one-hot encoding led to superior outlier
detection performance, but this may be due to the nature of the injected outliers as dis-
cussed in Section 4.3.2. Models such as Mg and Mggsr consistently achieve the maximum
of 50 true positives under distance-based scoring for both outlier types. In contrast, the

best-performing binary models (Mg and Mg7) only reached 46 and 47 true positives, re-
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spectively. Moreover, one-hot encoding achieves higher intersect true positives in most
cases, indicating stronger agreement between energy and distance scoring. These results
suggest that while binary encoding improves generative quality, one-hot encoding better
amplifies the differences between normal and outlier samples in the RBM’s learned rep-
resentation, enhancing detection sensitivity. Consequently, the choice between encoding
schemes reflects a trade-off: structural accuracy versus discriminative clarity for outlier

detection.

Evaluation of Dataset Dy
One-Hot Encoding

Table 4.17: Generation quality metrics for Dysys (one-hot encoding).

Model Train MSE Test MSE Valid /Invalid Validity Rate

Mg 0.0015 0.0017 2024 /2976 40.5%
Mg 0.0018 0.0019 15777 /34223 31.5%
Mgt — — 1742/ 8258 17.4%
MEgst — — 6743 /23257 22.5%

Table 4.17 shows the generation quality of each RBM-based model trained on the Mush-
room dataset using one-hot encoding. My achieves a validity rate of 40.5%, with moderate
reconstruction error. Mg generated a larger volume of data but had a lower validity rate of
31.5%, indicating greater difficulty in maintaining structural integrity. Stacked models per-
form poorly in this setting, with Ms7 and Mgsr achieving only 17.4% and 22.5% validity
rates, respectively. These results suggest that Dy s poses a significant challenge for gener-
ative modelling under one-hot encoding, due to the number of features that are introduced
during the one-hot encoding process.

The results in Table 4.18 demonstrate a clear dominance of the distance-based scoring
approach across all models for detecting outliers using one-hot encoding with Dysy7s. While
energy-based method consistently failed to identify any true positives, the distance metric is

able to correctly flag all 50 injected outliers across most models and outlier types. Interest-
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Table 4.18: True positives and total detections at 90% threshold for all models using One-
Hot Encoding on Dyys.

Outlier Type Model Energy Distance Fusion Intersect TP
TP Detected TP Detected TP Detected

Mg 0 249 50 72 50 320 0

Rendom Nowe  ME 0249 S0 114 50 360 0

o 0 249 50 157 50 401 0

Mgy O 249 50 222 50 463 0

Mg 0 249 50 106 50 351 0

. Mg 0 249 50 88 50 334 0
Anti-Feat

nhi-beature o 0 249 50 8 50 332 0

Mgsr 0 25 24 24 24 49 0

ingly, the intersected true positives remained at zero for every model, indicating no overlap
between the two detection method, further emphasizing the shortcomings of energy-based
scoring in this context. Mggr still exhibits the broadest detection coverage, reaching the
highest total detections under the fusion approach. Overall, these findings suggest that for
Dyys, model performance is more dependent on the scoring method than on the underlying
RBM architecture, with distance-based detection offering a clear advantage.

Binary Encoding

Table 4.5 summarizes the generation quality of each model for the Mushroom dataset
using binary encoding. Mg achieves the highest validity rate of 73.8%. Mg followed
closely with a 71.9% validity rate, while Mg performs noticeably worse at 64.2%. Mgsr
produces a moderate validity rate of 65.8%, indicating that while ensemble methods im-
proved diversity, it may introduce inconsistencies into the structure. Overall, these results
show that binary encoding is more robust for Dysys than one-hot encoding, due to the lower
number of features, and the more forgiving structure of binary encoding.

As seen in Table 4.19, the binary encoding of Dy s led to an improved outlier detec-
tion performance across all models compared to the one-hot encoded variant. Most notably,

the distance-based method identified close to all 50 injected random noise and anti-feature
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Figure 4.5: Data generation results for Dyys using binary encoding.

outliers. The energy-based scores, however, remained largely ineffective, with nearly all
models failing to detect any true positives using this method. Only Mggr showed any
improvement, recording one true positive in both outlier types. This reinforces the no-
tion that energy scores may not be a suitable choice on its own in categorical or complex
binary-encoded use cases. Mgy offers the highest total detections under the fusion strategy
and is the only model to achieve a non-zero intersected true positive count in both outlier
types, suggesting some complementarity between the scoring approaches when leveraged
in deeper or aggregated architectures. Overall, the binary encoding showed measurable
benefits over one-hot encoding on D,y s, particularly when paired with distance-based de-
tection.

Encoding Comparison for Dy s

The Dy s dataset reveals significant contrasts in how encoding schemes influence gen-
erative fidelity and outlier detection effectiveness. In terms of generation quality, binary
encoding clearly outperforms one-hot encoding across all models. The highest validity rate
achieved under binary encoding is 73.8% by Mp, while the best one-hot encoded model,

Mg, reached only 40.5%. Notably, stacked models under one-hot encoding struggles to pro-
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Table 4.19: True positives and total detections at 90% threshold for all models using Binary
Encoding on Dyys.

Outlier Type Model Energy Distance Fusion Intersect TP
TP Detected TP Detected TP Detected

My 0 87 46 66 46 153 0
. Mg 0 87 50 8 50 171 0
Random N
andom RO 0 87 49 70 49 157 0
Mgsr 1 87 47 64 47 150 1
My 0 87 50 84 50 166 0
. Mg 0 87 50 79 50 166 0
Anti-Feat
fi-teature o 1 87 50 79 50 162 1
Mesr 1 87 50 8 50 173 1

duce valid samples, with Mg falling to 17.4% validity. This degradation is likely due to the
substantial feature expansion introduced by one-hot encoding, which complicates learning
the correct structural dependencies.

Outlier detection metrics further support the superiority of binary encoding for Dyys.
While both encoding strategies saw minimal contribution from energy-based scores, binary
encoding enabled the distance-based method to detect nearly all 50 injected outliers across
both noise and anti-feature types in every model. In contrast, one-hot encoding yields
consistently poorer results: though distance-based detection identified all 50 outliers in
most cases, it did so with fewer intersecting detections. Importantly, only binary encoding
enabled any model to produce intersecting true positives, reinforcing the idea that binary
representations not only preserve structure better but also support complementary detection
mechanisms.

Collectively, these findings indicate that binary encoding is markedly more effective for
both data generation and outlier detection on the Dy s dataset, especially when paired with

distance-based scoring and ensemble-stacked architectures.
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4.4 Summary

This chapter evaluates the performance of our proposed models for detecting outliers us-
ing RBMs across multiple datasets, encoding schemes, architectural variations, and types
of outliers. Through extensive experimentation on both binary and categorical data, key
insights emerged. First, distance-based scoring consistently outperformed energy-based
scoring across all datasets and outlier types, especially in detecting synthetically injected
outliers. Energy-based methods often failed to capture meaningful deviations, producing
few or no true positives despite high detection counts. Second, ensemble and stacked archi-
tectures offered measurable advantages in both data generation quality and outlier detection,
particularly when combined into the Mggr model. Third, the choice of encoding scheme
has a significant impact on model performance. One-hot encoding preserves explicit cat-
egorical structure, but introduces high dimensionality that hinders generative fidelity. On
the other hand, binary encoding yields more compact representations, resulting in higher
validity rates and more stable outlier detection.

Overall, these results demonstrate that the effectiveness of RBM-based outlier detection
is shaped not only by the model architecture but also by encoding strategy and detection
method. Taken together, the findings highlight that model architecture, encoding strategy,
and scoring method each play a critical role in RBM-based outlier detection. Among the
variations tested, approaches that combined binary encoding with ensemble-stacked models

and distance-based scoring generally produces the most reliable and consistent results.
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Chapter 5

Conclusion

5.1 Our Work

This final chapter concludes the thesis by reflecting on the limitations of the proposed
methodology and outlining opportunities for future research. The work began in Chapter 1
with an introduction to neural networks, culminating in a focus on Restricted Boltzmann
Machines (RBMs) and their potential application to outlier detection tasks. In Chapter 2,
we provide the background information to our work, so the reader may contextualizes our
approach within the field of outlier detection. We begin by introducing the Boltzmann Ma-
chine and its more practical variant, the RBM, which forms the foundation of our approach.
We then review a range of contemporary outlier detection techniques to situate our work
within the broader research landscape. This is followed by a discussion of data encoding
strategies used to convert categorical variables into binary representations, along with en-
semble learning methods designed to enhance the performance and robustness of individual
models.

In Chapter 3, the implementation of various RBM configurations was described in de-
tail, including single RBMs, ensemble of single RBMs, stacked RBMs, and ensemble of
stacked RBMs. The chapter also presented the outlier detection strategies employed, which
were based on free energy and reconstruction error for binary data, and extended to cate-
gorical data through encoding schemes and synthetic outlier injection.

Chapter 4 presented the experimental evaluation of these models across multiple binary

and categorical datasets. Results highlighted the strengths and weaknesses of each con-
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figuration under different encoding schemes and outlier types, offering insights into model
performance and data generation quality.

Collectively, this thesis contributes a systematic exploration of how RBMs and their ar-
chitectural variants can be adapted for unsupervised outlier detection. It introduces a novel
ensemble-based methodology that combines multiple RBM variants to enhance detection
robustness, investigates the effects of different encoding strategies on categorical data, and
proposes a synthetic data generation process to support evaluation in the absence of ground
truth labels. These contributions aim to broaden the applicability of RBMs within the field
of outlier detection and demonstrate their potential as competitive alternatives to existing
methods.

The rest of this chapter critically examines the limitations encountered throughout the
study and proposes directions for future work that can address these challenges and extend

the contributions of this research.

5.2 Limitations of Our Approach

While this research demonstrates the viability of applying Restricted Boltzmann Ma-
chines to outlier detection tasks, several important limitations emerged during experimen-
tation that constrain the generalizability and performance of the proposed methods.

One of the most significant challenges encountered was the inconsistent performance of
energy-based outlier detection. Although free energy is theoretically well-suited for identi-
fying inputs that stray from the learned distribution, in practice, its reliability varied across
datasets and RBM configurations. In particular, energy scores often failed to distinguish
subtle outliers from normal samples, especially in higher-dimensional spaces or when the
synthetic data did not fully capture the variability of the training distribution. This lim-
ited the overall effectiveness of energy as a standalone metric for outlier detection, and
in some cases, distance-based methods or reconstruction error provided more meaningful

separations.
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A second key limitation arose from the encoding schemes required to apply RBMs
to categorical data. One-hot encoding, while preserving category fidelity, significantly in-
creased the dimensionality of the input space. This expansion introduced sparsity, increased
training time, and made it more difficult for the RBM to learn meaningful feature dependen-
cies. Although binary encoding offered a more compact alternative, it sometimes distorted
the semantic structure of the original categorical features, leading to reduced performance.
The overall sensitivity of the models to the chosen encoding scheme highlighted the lack
of a native mechanism within standard RBMs to efficiently handle discrete data, forcing
compromises in either expressiveness or tractability.

Finally, although this thesis explored multi-layer RBM architectures, it did not imple-
ment a true stacked RBM as originally proposed in the deep learning literature. Instead, a
simplified approximation was used where each successive RBM was trained on the gener-
ated dataset from the previous RBM. A proper stacked RBM, where each layer is trained
using the hidden activations of the previous one and the full stack is then fine-tuned, could
offer deeper abstraction and improved modelling capacity. However, implementing such a
system would require additional mechanisms for backpropagation through layers or more
complex layer-wise training, since each RBM must first be trained independently on the
transformed feature space of the layer below, and subsequent fine-tuning demands propa-
gating learning signals across multiple stochastic layers. This process is computationally
intensive and less straightforward than training a single RBM, as it involves repeated sam-
pling, aligning distributions between layers, and carefully coordinating updates so that the
stacked model learns coherently as a whole.

These limitations do not diminish the overall findings but rather underscore the com-
plexity of applying generative models to outlier detection, particularly when working with
heterogeneous data types and layered model designs. Addressing these constraints offers a

clear path for future improvement and further research.
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5.3 Future Work

Addressing the limitations identified in this study presents several promising directions
for future research that could enhance the robustness and generalizability of RBM-based
outlier detection systems.

A key area for improvement involves refining the use of energy-based detection. Future
work could explore calibration techniques to better align energy scores with the underlying
data distribution, such as fitting thresholds based on statistical modelling of the free energy
distribution or combining energy with auxiliary metrics like reconstruction error or activa-
tion sparsity. Additionally, investigating ensemble aggregation strategies that incorporate
uncertainty or variance in energy across models may yield more stable detection thresholds.
Another direction is to revisit the way synthetic data is generated, as better-quality samples
may enhance the contrast between normal and anomalous instances when using energy as
a discriminative signal.

To mitigate the challenges posed by high-dimensional input spaces resulting from en-
coding schemes, future research should consider adapting or extending RBM architectures
to natively support categorical inputs. One possible direction is to incorporate architectural
modifications that allow RBMs to more effectively model categorical data. This may in-
volve integrating multinomial visible units, which enable the model to represent discrete
variables directly without relying on high-dimensional one-hot encodings [54], or explor-
ing the use of learned categorical embeddings, which reduce input dimensionality while
preserving semantic relationships between categories [61]. Another possibility is to com-
bine RBMs with dimensionality reduction techniques such as autoencoders or variational
bottlenecks prior to training, thereby reducing the burden of sparse, one-hot-encoded rep-
resentations without sacrificing feature interpretability.

The implementation of a true stacked RBM remains an important and unresolved area
for extension. A full stacked model would involve training each RBM layer sequentially us-

ing the hidden activations of the previous layer and optionally fine-tuning the entire network
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as a generative hierarchy. Such an architecture could better capture hierarchical patterns and
higher-order feature interactions, especially in more complex datasets. Implementing a true
stacked RBM would also allow for deeper insights into feature abstraction progresses across
layers and how this affects both generative quality and outlier detection performance. Fu-
ture studies could also evaluate whether pre-training and fine-tuning schemes drawn from
deep belief networks or deep Boltzmann machines improve convergence and model expres-
siveness.

Finally, these extensions should be evaluated on real-world outlier detection tasks,
where outlier are both rare and ill-defined. Such scenarios would test the generalizability
of the proposed improvements and help validate the practical utility of RBM-based outlier
detection in applied domains. Taken together, it is expected that these directions may offer

a clear path for enhancing both the theoretical depth and practical impact of this research.
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