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Abstract

The rise of the Internet of Things (IoT) has intensified the need for secure, low-power

cryptographic hardware capable of operating efficiently in constrained environments. This

thesis presents the design and implementation of reconfigurable and compact modular poly-

nomial multipliers over Galois Fields (GF), specifically tailored for the security demands of

IoT devices. Leveraging polynomial basis arithmetic in GF(2m), the proposed designs em-

phasize hardware efficiency, adaptability, and cryptographic robustness for Elliptic Curve

Cryptography (ECC) applications.

The proposed multipliers were synthesized and validated on multiple FPGA platforms

including Spartan-7, Zynq UltraScale+, and Artix-7 using the AMD Xilinx Vivado toolchain.

The Karatsuba reconfigurable multiplier achieved the best area-delay product (ADP) across

platforms. Analytical and experimental comparisons confirm that the reconfigurable ap-

proaches significantly outperform conventional designs in terms of efficiency and scalabil-

ity. This research provides a practical and versatile foundation for cryptographic accelera-

tors in future low-power and high-security IoT systems.
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Chapter 1

Introduction

The introduction outlines the motivation, challenges, and contributions of this thesis in the

context of securing Internet of Things (IoT). With the rapid growth of IoT applications, par-

ticularly in resource-constrained devices, ensuring efficient and robust cryptographic oper-

ations has become essential. The chapter begins by examining IoT security needs and the

computational challenges of cryptography, followed by an overview of key establishment

methods, the limitations of traditional public-key algorithms, and the advantages of ECC

for lightweight systems. It then highlights the performance bottleneck in ECC—finite-field

polynomial multiplication—and presents the proposed hardware-efficient, reconfigurable

multiplier architectures designed to enhance speed, flexibility, and scalability in FPGA im-

plementations.

1.0.1 IoT Security Needs and Computational Challenges

The IoT refers to a network of interconnected physical devices, embedded with sensors,

software, and communication technologies, that can collect, exchange, and process data

over the internet. IoT is widely used in various domains such as smart homes, healthcare,

industrial automation, transportation, and environmental monitoring due to its ability to im-

prove efficiency, enable real-time decision-making, and provide intelligent services. These

IoT devices can be broadly divided into two categories: resource-rich devices, which have

high processing power, memory, and energy availability, and resource-constrained devices,

which operate with limited computational capabilities, storage, and power supply. In this

thesis, the focus is on resource-constrained devices, as their limited resources make the

1



1. INTRODUCTION

implementation of secure and efficient cryptographic solutions particularly challenging.

The increasing reliance on IoT has led to a growing demand for efficient cryptographic

solutions. A critical challenge in cryptography is the intensive computational complexity

associated with large integer and polynomial multiplications, which form the backbone of

many encryption algorithms. Given the proliferation of IoT-based systems, ensuring data

security through lightweight cryptographic algorithms is critical to prevent network-based

attacks.

1.0.2 Key Establishment and Digital Signatures in IoT

IoT devices must securely create cryptographic keys (i.e. key establishment) and use

digital signatures to authenticate and validate messages. These defensive mechanisms aid in

securing private information and protecting against network-based threats such as spoofing,

data manipulation, and man-in-the-middle attacks.

Key establishment methods can be classified into two categories: symmetric and asym-

metric (Schneier, 1996). Symmetric key establishment requires that a shared secret key be

securely exchanged before any encrypted communication can begin.

1.0.3 Symmetric vs. Asymmetric Cryptography

Asymmetric key establishment cryptography uses a set of two key known as public/pri-

vate key pair, where the public key can be shared openly (e.g., posted on a website or sent

via email), while the private key is kept secret by its owner. This eliminates the need for

a secure channel to distribute keys, greatly simplifying key management. Public-key cryp-

tographic algorithms such as Diffie–Hellman (Diffie and Hellman, 2022), Rivest-Shamir-

Adleman (RSA) (Rivest, 1978), ElGamal (ElGamal, 1985), and Elliptic Curve Cryptogra-

phy (ECC) (Koblitz, 1987) are commonly used for this purpose.

2



1. INTRODUCTION

1.0.4 Limitations of RSA and Diffie–Hellman

RSA which was first proposed algorithm has relatively slow encryption and decryption

speeds, making it impractical to encrypt large messages, particularly on mobile devices. As

a result, RSA is primarily utilized for tasks such as key exchange and digital signatures,

while the actual data are secured using symmetric encryption algorithms with short-lived

session keys. Similarly, the security of Diffie–Hellman algorithm depends on the Discrete

Logarithm Problem (DLP) in finite fields. To achieve strong security, they require very

large key sizes (e.g., 2048-bit or higher).

1.0.5 Advantages of ECC for IoT

In contrast, ECC provides comparable or even superior security with significantly shorter

key lengths, making it more efficient in terms of computational performance and bandwidth

usage. ECC is the most suitable for IoT applications due to its ability to provide strong

security with shorter key sizes, making it efficient and lightweight for devices limited in

resources (Miller, 1985).

Figure 1.1: Different Types of Finite Field for Arithmetic Operations

The core arithmetic operations in ECC rely on finite-field (Odlyzko, 1984) GF(2n)

computations. As illustrated in Figure 1.1, finite fields can be broadly classified into three

main categories: prime fields GF(p), extension fields GF(pn), and binary fields GF(2n).

In this work, we will focus on examining binary fields GF(2n). A GF(2n) is a finite field

3



1. INTRODUCTION

containing exactly 2n elements, where n is a positive integer. It is constructed as an exten-

sion field of the prime field GF(2), whose elements are {0,1} with arithmetic performed

modulo 2. The elements of GF(2n) can be represented as polynomials of degree less than

n with coefficients in GF(2), and addition and multiplication are carried out modulo an

irreducible polynomial of degree n over GF(2). The computation of elliptic curve points

is heavily based on finite-field arithmetic operations, with finite-field multiplication being

the most critical task in the hardware implementation of ECC. The size and delay of the

multiplier significantly impact the area utilization, path delay, and throughput of the entire

system, making it a key factor in optimizing ECC hardware designs. These elliptic curves

are described by equations of the form,

y2 = x3 +ax+b (1.1)

where a and b are constants, and the curve is defined over a finite field. When plotted, an

elliptic curve exhibits a distinctive red symmetrical shape as shown in Figure 1.2. ECC is

built upon a branch of advanced mathematics involving elliptic curves.

One of the notable properties of elliptic curves is horizontal symmetry—reflecting the

curve across the x-axis produces a mirror image. Another important characteristic is that

any non-vertical straight line drawn through the curve intersects it at no more than three

points, typically labelled as (A, B, C) or (F, E, D). From the graph, the security of ECC

relies on the complexity of the ECDLP. Specifically, given a point A on the curve and a

scalar k, it is computationally infeasible to determinent B = k × A. On an elliptic curve, we

can take a point A and “multiply” it by a number k (this is scalar multiplication in ECC,

not normal arithmetic multiplication). Multiplying A by k means repeatedly adding A to

itself k times, the result is another point B on the curve. This problem is significantly harder

than factoring large numbers, which underpins the security of traditional algorithms such as

RSA. Due to this computational difficulty, ECC achieves strong security with much smaller

key sizes compared to RSA and other public-key cryptosystems, making it particularly well

4



1.1. KEY INNOVATIONS

suited for resource-constrained environments such as IoT devices.

Despite the efficiency of ECC for IoT applications, the underlying finite field arith-

metic—particularly polynomial multiplication—remains a bottleneck in hardware imple-

mentations. Existing architectures either lack reconfigurability, suffer from high area and

delay overhead, or are not optimized for recursive computation. Thus, there is a need for

a compact, flexible, and low-latency multiplier design that balances performance and re-

source usage. The scope of this work is limited to hardware implementation of polynomial

multiplication in GF(2n) fields used in ECC, with a specific focus on optimizing logic for

FPGA and ASIC platforms. Software-level cryptographic protocols, side-channel attack

resistance, and power analysis are considered outside the scope of this thesis.

Figure 1.2: Graph of Elliptic Curve Points on a Finite Field

1.1 Key Innovations

This study presents a hardware-efficient polynomial multiplier architecture with two key

innovations to overcome these limitations: a reconfigurable polynomial modular multiplier

and a reconfigurable karatsuba algorithm optimized using an overlap strategy.

5



1.1. KEY INNOVATIONS

1.1.1 Reconfigurable Polynomial Multiplier Algorithm

This architecture enables effective implementation without sacrificing performance. A

key advantage of the proposed design is its reconfigurability. The modulus polynomial is

treated as a flexible input parameter, enabling the multiplier to support a wide range of

modulus polynomials without any need for hardware changes. This adaptability makes

the architecture particularly valuable for applications that require dynamic or customizable

configurations. The architecture reduces the number of I/O pins needed while preserving

parallel output capabilities by serializing a single multiplicand.

1.1.2 Reconfigurable Karatsuba Algorithm

The optimized version of the reconfigurable algorithm incorporates an overlap-free

technique that effectively reduces the delay by half. This method employs a recursive n/2

strategy, dividing a n−bit multiplication into two concurrent n/2−bit operations, thereby

significantly minimizing latency. For example, in the case of an 8−bit multiplier, the crit-

ical path latency is reduced from n/2 clock cycles by executing two 4− bit operations in

parallel. The hierarchical reuse of processing elements not only enhances performance by

twofold but also maintains the simplicity of the hardware architecture.

In this thesis, Chapter 2 provides a comprehensive overview of finite field arithmetic,

mathematical foundations, and key concepts in ECC, particularly in the context of hard-

ware implementations. Chapter 3 includes related work, reviews existing approaches to

polynomial multiplier designs, and highlights the limitations of traditional architectures in

terms of performance tradeoffs and flexibility. Chapter 4 presents the proposed architec-

tures Reconfigurable and the Karatsuba reconfigurable algorithm, and discusses the RTL

schematics, theoretical analysis, and gate-level substitution strategy to further reduce delay.

Chapter 5 presents a comprehensive comparison between the proposed design and existing

multipliers, evaluating theoretical metrics such as area complexity, time complexity, tran-

sistor count, and delay performance. Finally, Chapter 6 concludes the thesis by highlighting

6



1.1. KEY INNOVATIONS

the key findings and outlining future research directions, including scaling the architecture

and extending its applicability to additional cryptographic primitives.

7



Chapter 2

Preliminaries

This chapter establishes the theoretical framework required for the reader to comprehend

the essential concepts of reconfigurable and compact modular polynomial multipliers in

Galois Fields for IoT security. This thesis incorporates the notation and definitions utilized

throughout the thesis.

2.1 Polynomial Basis Representation and Multiplication in GF(2n)

This section presents the representation and multiplication of field elements in the finite

field GF(2m) using the PB. The field GF(2n) is an extension of the binary field GF(2),

which consists of only two elements: {0,1}. Within this extension, field elements can be

represented as n-dimensional vectors on GF(2). In GF(2), arithmetic operations are defined

as follows: Addition and subtraction are performed using the logical XOR (exclusive-OR)

operation, while, multiplication is performed using the logical AND operation. However,

multiplication in GF(2n) is carried out by multiplying two polynomials and then reducing

the result modulo an irreducible polynomial to ensure that the result lies within the field.

Definition 1: Irreducible Polynomial over GF(2)

For every m≥ 1, there exists at least one irreducible polynomial of degree m. Trinomials

(xm + xk + 1) and pentanomials (xm + xk1 + xk2 + xk3 + 1) are preferred in cryptography

due to their sparse structure, which minimizes XOR operations during modular reduction

(Lidl and Niederreiter, 1994). To define the finite field GF(2m), we begin with a special

polynomial known as the irreducible polynomial, denoted here as P(z).

8



2.1. POLYNOMIAL BASIS REPRESENTATION AND MULTIPLICATION IN GF(2n)

P(z) = zm + pm−1zm−1 + · · ·+ p1z+ p0, (2.1)

where each coefficient pi belongs to GF(2), i.e., pi ∈ {0,1}. This polynomial cannot be

factored into polynomials of lower degree over GF(2), which makes it irreducible. It acts

as the modulus for the field, ensuring that polynomial operations wrap around and remain

within GF(2n).

Definition 2: Polynomial Basis and Field Generator

Let θ be a root of the irreducible polynomial P(z) in some extension field, (Lidl and

Niederreiter, 1994). Then the powers of θ form a set called the polynomial basis for GF(2n):

B = {1,θ,θ2, . . . ,θn−1}. (2.2)

Every element in GF(2m) can be expressed uniquely as a linear combination of these

basis elements, using coefficients from GF(2). The value θ essentially serves as the building

block or generator of the field under the polynomial basis.

Definition 3: Element Representation in GF(2m)

Using the polynomial basis B , any element E(z) in GF(2n) can be written as a binary

polynomial of degree at most n−1:

E(z) = e0 + e1z+ e2z2 + · · ·+ en−1zn−1, (2.3)

where each coefficient ei is either 0 or 1 (i.e., ei ∈GF(2)). These polynomials represent

the actual data elements in the field, and are manipulated using polynomial arithmetic.

Definition 4: Binary Vector Representation

The polynomial E(z) can also be directly mapped to a binary vector:

9



2.3. MODULAR ARTHEMETIC OPERATIONS

E = (en−1,en−2, . . . ,e1,e0), (2.4)

Where en−1 is the most significant bit (MSB) and e0 is the least significant bit (LSB).

This binary representation is commonly used in digital systems and hardware implemen-

tations because of its simplicity. This provides the framework for implementing efficient

arithmetic operations in GF(2n) and forms the basis of the sequential polynomial basis

multiplier described in the following section.

2.2 Hardware Implementation of GF(2)

The simplest finite field, GF(2), consists of just two elements: 0 and 1. Despite its

simplicity, GF(2) forms the foundation for a wide range of digital systems, error-correcting

codes (Peterson and Weldon, 1972), and cryptographic algorithms. In hardware, the opera-

tions of GF(2) are particularly attractive because they map directly onto basic digital logic

gates, enabling highly efficient circuit implementations. The simplest finite field is GF(2).

Its arithmetic operations are easily summarized:

Addition / Subtraction Multiplication Hardware Implementation

+/− 0 1

0 0 1

1 1 0

× 0 1

0 0 0

1 0 1

Addition: a⊕b

Subtraction: a⊕b

Multiplication: a∧b

2.3 Modular Arithmetic Operations

The finite field GF(23) is constructed using the irreducible polynomial f (x) = x3+x+1

over GF(2). Elements of this field are binary polynomials of degree at most 2, represented

as 3-bit strings (a2,a1,a0), where ai ∈ {0,1} correspond to coefficients of x2,x, and the

10



2.4. CONVENTIONAL ALGORITHM

constant term, respectively. For example: 001↔ 1, 010↔ x, 100↔ x2, 111↔ x2 + x+1,

and so on, enumerates products of all element pairs in GF(23). For k ≥ 3, where is the

degree:

x3 ≡ x+1 (mod f (x)) (2.5)

xk = xk−3 · (x+1),k ≥ 3 (2.6)

Table 2.1: Table for a(x)×b(x) (mod f (x)) in GF(23)

× 000 001 010 011 100 101 110 111
000 0 0 0 0 0 0 0 0
001 0 1 2 3 4 5 6 7
010 0 2 4 6 3 1 7 5
011 0 3 6 5 7 4 1 2
100 0 4 3 7 6 2 5 1
101 0 5 1 4 2 7 3 6
110 0 6 7 1 5 3 2 4
111 0 7 5 2 1 6 4 3

For example, 101×100≡ (x2+1)×(x2) (mod f (x))= x4+x2≡ x2+x+x2 = x, which

is 010 in binary representation (decimal number 2 in the table). Cryptographic primitives

like block ciphers (like AES) (Lai, 1992) and error-correcting codes (like Reed-Solomon)

(Peterson and Weldon, 1972) are based on finite field arithmetic over GF(2n), such as the

GF(23) operations discussed above. Effective hardware and software implementation is

made possible by the simplified representation of field operations provided by table such as

Table 2.1.

2.4 Conventional Algorithm

The conventional algorithm (CA) polynomial multiplication is the most straightforward

method used for multiplying two polynomials (Knuth, 1997). In this approach, each coef-

ficient of one polynomial is multiplied by every coefficient of the other polynomial, and the

partial products are summed accordingly. This section provides an overview of CA used for

11



2.4. CONVENTIONAL ALGORITHM

Figure 2.1: DFG for hardware implementation of (a) 2-bit and (b) 4-bit conventional binary
polynomial multiplier, modeled after Fig. 1 from (Heidarpur and Mirhassani, 2021).

multiplying binary polynomial multiplications. To begin, consider two binary polynomials

of degree one given by:

A(x) = a1x+a0, B(x) = b1x+b0

where a1,a0,b1,b0 ∈ GF(2). Using the Conventional Algorithm (CA), the product C(x) =

A(x) ·B(x) is obtained by multiplying each term of A(x) with each term of B(x) and sum-

ming the results modulo 2:

C(x) = (a1x+a0)(b1x+b0)

= a1b1x2 +a1b0x+a0b1x+a0b0

= a1b1x2 +(a1b0⊕a0b1)x+a0b0

where ⊕ denotes addition in GF(2), implemented as an XOR gate, and multiplication in

GF(2) corresponds to the AND operation. As an example, a 2-bit binary polynomial multi-

plier can be justified using four AND gates and one XOR gate. In general, to multiply two

binary polynomials of n bits using the CA, the total number of logic gates required is given

by: CAXOR(n) = (n−1)2, and CAAND(n) = n2. The propagation delay of the CA for poly-

nomial multiplication in GF(2m) can be analyzed by examining the critical path through

12



2.5. KARATSUBA ALGORITHM

the combinational logic. The delay profile of the CA is more complicated for the broader

situation of n-bit multiplication. Typically, the delays for these gates are denoted as TA for

a 2-input AND gate and TX for a 2-input XOR gate. For the subsequent summation, where

the number of XOR stages scales with a logarithmic depth adder tree structure is required

as shown in Figure 2.1. The logarithmic term ⌈log2 n⌉ arises because the n partial products,

generated in parallel using AND gates (delay TA), are summed using a binary tree of XOR

gates. In GF(2), addition is performed as a bitwise XOR, and at each level of the tree the

number of terms is halved until only one result remains. This requires ⌈log2 n⌉ levels, with

each level adding a delay of TX along the critical path. Therefore, the overall propagation

delay is:

TCA(n) = TA + ⌈log2 n⌉ ·TX

2.5 Karatsuba Algorithm

The Karatsuba Algorithm (KA) represents a significant advancement over conventional

polynomial multiplication techniques by employing a divide-and-conquer approach that

reduces computational complexity, (Karatsuba, 1963). As illustrated in Figure 2.2 – 2.3, the

algorithm decomposes the multiplication problem into smaller subproblems, particularly

effective for binary polynomial multiplication in GF(2n).

For two n-term polynomials, A(x) = ∑
n−1
i=0 aixi and B(x) = ∑

n−1
i=0 bixi, where n = 2m,

the KA begins by partitioning each polynomial into higher and lower segments: A(x) =

AHxn+AL, and B(x) =BHxn+BL. This partitioning strategy enables the computation of the

product through three carefully designed sub-multiplications rather than the four required

by conventional methods. The fundamental KA identity expresses the product as:

C(x) = A(x).B(x) =
(
AHxn +AL

)(
BHxn +BL

)
= AHBH︸ ︷︷ ︸

P2

x2m +
(
(AH +AL)(BH +BL)

)︸ ︷︷ ︸
cross term

xm +ALBL︸ ︷︷ ︸
P0

. (2.7)
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2.6. OVERLAP-FREE KARATSUBA ALGORITHM

Figure 2.2: Three submultipliers of OFKA are used in the DFG hardware implementation
of a 4-bit Karatsuba binary polynomial multiplier, modeled after Fig. 2 in (Heidarpur and
Mirhassani, 2021).

where the three critical subproducts are:

P2 = AHBH (2.8)

P1 = (AH +AL)(BH +BL) (2.9)

P0 = ALBL (2.10)

Thus, if we could obtain the cross term P1 directly, three m-bit polynomial multiplica-

tions would suffice: one for AHBH , one for ALBL, and one for the cross term. The com-

putational advantage of KA becomes evident in its complexity analysis. The algorithm

achieves a sub-quadratic growth rate, requiring only nlog2 3 AND gates compared to the n2

gates needed by the CA. The XOR gate count follows a more complex relationship given by

6nlog2 3−8n+2, reflecting the overhead from polynomial additions and subtractions. The

propagation delay, characterized by TKA(n) = TA +(3log2 n− 1)TX , demonstrates a loga-

rithmic scaling with operand size, though with a larger constant factor than the conventional

approach due to the additional recombination steps.
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Figure 2.3: Three submultipliers of OFKA are used in the DFG hardware implementation
of a 4-bit overlap-free Karatsuba binary polynomial multiplier, modeled after Fig. 3 in
(Heidarpur and Mirhassani, 2021).

2.6 Overlap-Free Karatsuba Algorithm

The Overlap-Free Karatsuba Algorithm (OKA) is an optimized variant of the classical

Karatsuba multiplication method, specifically designed to minimize critical path delays in

hardware implementations. In the standard Karatsuba recombination (2.7), overlap refers to

the event that, after applying the shifts by xn or x2m, coefficients from different subproducts

contribute to the same power of x in C(x) and therefore must be summed (XORed) together.

Overlap-free Karatsuba arranges the subproducts so these collisions do not occur, reducing

recombination XOR depth and improving latency while preserving the three-submultiplier

structure.

Unlike the standard Karatsuba approach, which partitions polynomials into higher and

lower segments, OKA employs an innovative decomposition strategy based on grouping

odd and even coefficients. For two polynomials A(x) and B(x) in GF(2n) with n = 2m

15



2.6. OVERLAP-FREE KARATSUBA ALGORITHM

where y = x2, OKA expresses them as:

A(y) =
m−1

∑
i=0

a2iyi + x
m−1

∑
i=0

a2i+1yi = Ae(y)+ xAo(y)

B(y) =
m−1

∑
i=0

b2iyi + x
m−1

∑
i=0

b2i+1yi = Be(y)+ xBo(y)

Three sub-multipliers are utilized, as in the conventional Karatsuba method. In OKA,

the product P0(y) = Ae(y)Be(y) contains only even powers of x, where the three critical

subproducts are as follows:

P2(y) = Ao(y)Bo(y) (2.11)

P1(y) = (Ae(y)+Ao(y))(Be(y)+Bo(y)) (2.12)

P0(y) = Ae(y)Be(y) (2.13)

This decomposition reduces overlap and optimizes the critical path in hardware im-

plementations. This separation eliminates any overlap between these terms, allowing the

removal of one XOR gate from the critical path compared to the standard Karatsuba imple-

mentation. The product becomes:

A(x)B(x) = P2(y)y+[P1(y)−P2(y)−P0(y)]x+P0(y) (2.14)

An important characteristic of OKA is that the term P0(y)+ yP2(y) contains only odd

exponents (x2n+1), whereas P1(y) is composed entirely of even exponents (x2n). Because

there is no overlap between these two sets of terms, one XOR operation can be eliminated

from the critical path compared to the conventional Karatsuba multiplier. This overlap-free

structure results in a more efficient hardware implementation. For instance, in a 4-bit OKA

multiplier, the critical path is shortened by one XOR gate delay relative to its Karatsuba

counterpart 2.1. While the DFG of a first-order OKA multiplier closely mirrors that of
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2.6. OVERLAP-FREE KARATSUBA ALGORITHM

Figure 2.4: Comparison of hardware implementations for Conventional, Karatsuba , and
Overlap-Free Karatsuba algorithms in (Heidarpur and Mirhassani, 2021) © IEEE.

the original Karatsuba, this key difference in the recombination stage delivers measurable

performance gains.

The computational complexity of OKA can be analyzed in terms of logic gate usage

and propagation delay. In hardware-oriented implementations, the two most relevant logic

components are XOR and AND gates. The XOR gate complexity of OKA for an n-bit

operand is given by OKAXOR(n) = 6nlog2(3) − 8n + 2. and OKAAND(n) = nlog2(3). The

overhead counts for XOR gate: forming Ae+Ao and Be+Bo: n XORs, combining P1⊕

P2⊕ P0: (n− 1) + (n− 1) = 2n− 2 XORs, and alignment/placement without collisions

(overlap-free): n−2 XORs. Thus the per-level XOR overhead is

L(n) = n+(2n−2)+(n−2) = 4n−4.

Letting (n) denote total XORs,

(n) = 3
(n

2

)
+(4n−4), (1) = 0. (2.15)

This expression indicates that the number of XOR gates grows asymptotically with

n log2(3), which is approximately 1.585n, but the constant terms demonstrate a notable

reduction in gate usage when compared to the conventional karatsuba algorithm. The op-

timization comes from eliminating overlapping XOR combinations that would otherwise

be needed to merge intermediate results. The number of AND gates required by the OKA
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algorithm remains the same as in the traditional Karatsuba method: OKAAND(n) = nlog2(3).

This is because the core multiplication operations still involve the same number of multi-

plicative terms; the reduction in complexity is purely due to optimized recombination of

the partial results using XOR operations. In terms of delay, assuming that the propagation

delay of an AND gate is Ta and the delay of an XOR gate is Tx, the total delay for OKA is

modeled as:

TOKA(n) = TA +(2log2(n)−1)TX (2.16)

This reflects a key advantage over Karatsuba’s delay model:

TKA(n) = TA +(3log2(n)−1)TX (2.17)

Let n = 2k, k times:

T(2k) = 3k TX +T(1) = 3k TX +TA = TA +
(
3log2 n

)
TX .

Accounting that the very last XOR layer counted above is absent at the base (where there

is no recombination, just the terminal AND), we subtract one TX :

T(n) = TA +
(
3log2 n−1

)
TX .

Analogously for OKA:

T(2k) = 2k TX +T(1) = 2k TX +TA ⇒ T(n) = TA +
(
2log2 n−1

)
TX .

The OKA represents a significant advancement in efficient binary polynomial multiplica-

tion. By eliminating overlapping terms in the recombination phase of the recursive multi-

plication process, OKA reduces the number of XOR operations while maintaining the same
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number of AND operations as classical karatsuba. Figure 2.4 it can be noticed that as the

operand size increases, the gate count for the conventional approach grows significantly

faster compared to the karatsuba and OKA methods. Although the karatsuba algorithm

exhibits higher latency growth than both the conventional and OKA methods, its delay be-

comes increasingly comparable to the other two as operand size grows. This confirms that

OKA offers reduced delay compared to karatsuba by minimizing overlap and thereby op-

timizing the critical path. Thus, a total of three XOR gate delays, i.e., 3TX , are required

besides the cost of recursively computing the three partial products.
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Chapter 3

Background

This chapter provides the theoretical foundations required to understand the cryptographic

techniques and hardware architectures discussed in this thesis. It begins with an overview

of cryptography and its importance in securing data over insecure communication chan-

nels. The chapter then introduces fundamental concepts of finite fields, polynomial arith-

metic, and finite-field multiplication algorithms, along with their relevance to elliptic curve

cryptography (ECC) for resource-constrained IoT devices. Different multiplication algo-

rithms, hardware architectures, and implementation techniques are outlined, highlighting

their performance trade-offs. The discussion sets the stage for the proposed design and

implementation in later chapters.

Cryptography ensures data security by protecting information from unauthorized access

or leaks during transmission over insecure channels. Heidarpur and Mirhassani (Heidarpur

and Mirhassani, 2021) introduced a finite-field multiplier optimized for FPGA platforms,

achieving a 25% better area-delay product (ADP) than cellular automata (CA), 30% over

Karatsuba, and 25% over overlap-free Karatsuba (OKA). The intuition behind the focusing

ADP is the combined efficiency metric that balances two important (and often competing)

goals in hardware design: Area shows how much hardware resource the circuit consumes on

FPGA. Delay represents how long it takes for the circuit to produce an output (the critical-

path latency). Thirumoorthi and Madhan (Thirumoorthi et al., 2023) developed a hybrid

design combining low-time CA and low-space Karatsuba techniques, improving ADP by

15% over traditional Karatsuba-Ofman multipliers (KOM) while reducing delay by 25%,
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3. BACKGROUND

Table 3.1: Comprehensive Overview of Finite Field Multiplication Techniques

Category Subcategory Characteristics Performance
Tradeoffs

Ref.

Algorithm

Karatsuba-
Ofman

Divide-and-conquer
approach with com-
plexity: O(n1.585)

40% faster than
conventional ap-
proach but can cause
recursive overhead

(Karatsuba,
1963)

Montgomery Division-free mod-
ular reduction and
residue number sys-
tem

Efficient for
RSA/ECC but
can lead to conver-
sion overhead

(Morales-
Sandoval
et al., 2011)

Cantor Polynomial interpo-
lation leads to op-
timal for extension
fields

Pairing-friendly
with complex con-
trol logic

(Cantor,
1989)

FFT-based Frequency domain
conversion, which
requires root of
unity

O(nlogn) speed but
complex and large
prime requirements

(Von zur
Gathen and
Gerhard,
1996)

Architecture
Systolic Parallel processing

units
High speed with
high complexity

(Meher,
2008) (Guo
and Wang,
1998)

Non-
Systolic

Single processing
unit

Low complexity
with slow speed

(Meher,
2009) (Wu
and Hasan,
1998)

Semi-
Systolic

Hybrid structure Moderate speed with
moderate complex-
ity

(Tsai and
Wang,
2000)
(Fournaris
and
Koufopavlou,
2008b)

although with an increase in resource usage 11%. Meher’s (Meher, 2008) proposed a mul-

tiplication method for GF(2n) using irreducible AOP, which simplifies modular reduction

via cyclic-left-shift operations, minimizing redundant logic. In contrast, Pillutla and Bop-
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3.2. HARDWARE IMPLEMENTATION TECHNIQUES

pana (Pillutla and Boppana, 2019) designed a serial digit multiplier tailored for trinomials,

allowing simultaneous input processing digit by digit to increase throughput.

3.1 Finite Field Multiplication Algorithms & Architectures

Table 3.1 outlines many methodologies employed for finite field multiplication, classi-

fied into principal categories: Algorithms and Architectures. Each category breaks down

key subcategories, including their essential characteristics, performance compromises, and

corresponding references. The Algorithms category covers computational approaches such

as Karatsuba-Ofman, Montgomery, Mastrovito, Cantor, and FFT-based methods, highlight-

ing their complexity, suitability for certain cryptographic schemes (e.g., RSA/ECC), and

their efficiency in specific contexts. The Architecture category differs between processing

unit topologies (Systolic, Non-Systolic, and Semi-Systolic), focusing on trade-offs between

performance and complexity. Finally, Table 3.2 illustrates the different input/output fash-

ions (Bit-Serial, Bit-Parallel, and Digit-Serial), considering the balance between area needs

and processing speed which is further discussed below.

3.2 Hardware Implementation Techniques

A Bit-serial architecture sequentially input/output one bit of the operand at a time (per

clock cycle). Due to its high area efficiency and low hardware resource requirements, this

method is ideal for low-cost or low-power devices like RFID tags or embedded systems

with tight space constraints. This advantage, however, comes at the expense of performance

because bit-serial multiplication requires a number of clock cycles, which is equivalent to

the operand size. For instance, it would take eight cycles to multiply two 8-bit values in

GF(28), with each cycle handling a single-bit partial product. Bit-parallel architecture, on

the other hand, processes every bit concurrently in a single cycle to accomplish multiplica-

tion. Since it uses full parallelism, this approach is the quickest of the three, but it comes at

a far larger cost in terms of size and hardware complexity. Full-width multiplication logic
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is implemented using bit-parallel multipliers, which enable nearly instantaneous computa-

tion of the result. High-throughput cryptographic processors and applications requiring the

highest speed, such as FPGA-based high-speed networking devices, are ideal candidates

for such architectures.

Between these two extremes lies the digit-serial architecture, which processes many

bits, or digits, every clock cycle. Depending on the design, this can be 2, 4, or more bits.

By using less space than bit-parallel implementations and providing faster speed than bit-

serial solutions, this architecture offers a balanced trade-off. It works especially well for

systems that require a trade-off between hardware resources and performance, like embed-

ded cryptography applications with modest space and performance needs. In contrast to

bit-parallel designs, a digit-serial multiplier with a digit size of 2 in GF(28) would accom-

plish a multiplication in four cycles, increasing speed while preserving a smaller footprint.

In conclusion, bit-serial designs focus minimal area at the sacrifice of speed, bit-parallel

architectures emphasize maximum speed with substantial hardware consumption, whereas

digit-serial systems provide a pragmatic compromise, balancing resource utilization and

performance. The selection among these is primarily contingent upon the application’s

limitations and performance objectives.

3.3 Complexity Analysis of Different Multiplier Types

Performance in GF(2n) multipliers is commonly evaluated using two main criteria:

space complexity and time complexity. Space complexity refers to the total number of 2-

input XOR and AND gates required for the implementation, while time complexity refers

to the longest delay a signal experiences through these XOR and AND gates.

A Bit-parallel multipliers for GF(2n) can be broadly categorized into three groups

based on their asymptotic space complexity: quadratic, subquadratic, and hybrid multipli-

ers (Grabbe et al., 2003) . Quadratic multipliers are the most straightforward form, based

on conventional algorithms, further discussed in Section 2.4. In these designs, the mul-
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Table 3.2: Overview of Hardware Architecture Finite Field Multiplication Techniques

Category Subcategory Characteristics Performance
Tradeoffs

Ref.

Bit-Serial Sequential bit pro-
cessing

Small area with slow
speed

(Fournaris
and
Koufopavlou,
2008a),
(Kitsos
et al., 2003)

Hardware
Architec-
ture

Bit-Parallel Full-bit parallelism Fast speed with large
area

(Reyhani-
Masoleh
and Hasan,
2002),
(Imaña
et al., 2006),
(Meher,
2009)

Digit-Serial Digit-level process-
ing

Balanced speed and
moderate area

(Meher,
2009),
(Meher,
2008), (Guo
and Wang,
1998)

tiplication of two n-bit operands is done by generating all possible partial products using

AND gates and summing them with XOR gates. This direct approach results in a time and

space complexity of O(n2), which makes it simple and practical for small field sizes, typi-

cally up to 64 bits. The reduction step, where the product is reduced modulo an irreducible

polynomial, is also hard-wired into the circuit, often using a matrix-based approach like the

Mastrovito multiplier (Halbutogullari and Koç, 2000). Beth and Gollmann (Beth and Goll-

mann, 1989) examined methods for implementing public-key algorithms based on modular

integer arithmetic based on Bit-Level Serial-In-Parallel-Out. Their work emphasized ar-

chitectures suitable for VLSI implementations, focusing on optimizing performance and

efficiency in hardware designs for cryptographic applications.

To address the inefficiencies of quadratic designs at larger operand sizes, subquadratic
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multipliers employ more advanced algorithms that reduce the number of partial multipli-

cations needed. The most well-known among these is the Karatsuba-Ofman algorithm,

(Karatsuba, 1963) which is explained in Section 2.5, which recursively splits operands into

halves and performs only three multiplications (instead of four) for each recursive level.

This reduces the total complexity of multiplication to approximately O(n1.585).

Hybrid multipliers, attempt to combine the strengths of both quadratic and subquadratic

methods. These architectures typically apply a few levels of recursive subquadratic mul-

tiplication to break down the operands into smaller chunks. Once the size of these sub-

operands becomes manageable, typically in the range of 8 to 16 bits, a base-case quadratic

multiplier (such as a Mastrovito’s structure) is used to complete the multiplication. This

hybrid approach allows designers to fine-tune the trade-offs between hardware area, speed,

and design complexity.

Quadratic multipliers, extensively studied in the literature, employ various basis repre-

sentations of elements in GF(2n), including polynomial, shifted polynomial, normal, dual,

weakly dual, and triangular bases (Lee and Lim, 1999). While quadratic multipliers typ-

ically exhibit lower time complexities, subquadratic multipliers excel in having reduced

asymptotic space complexity, making them especially suitable for VLSI implementations

when dealing with large operand sizes. However, for smaller operand sizes, such as 32 bits,

space complexity might not be as critical. In these scenarios, computational speed tends to

dominate design considerations. Consequently, a sub-quadratic or hybrid approach is fre-

quently adopted to achieve optimal performance in practical cryptographic processors (Von

Zur Gathen and Gerhard, 2003), (von zur Gathen and Shokrollahi, 2005).

The choice of basis for representing elements in GF(2n), where two important bases

are the normal basis and the dual basis (Cohen and Niederreiter, 1996; Menezes, 1993). A

normal basis is formed by taking an element α ∈GF(2n) and its powers:

{α,αq,αq2
, . . . ,αqn−1

}.
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This representation makes operations like squaring and exponentiation very efficient, which

is helpful for cryptographic applications.

A dual basis is another basis related to the original one, which allows easy extraction of

coefficients and supports efficient multiplication. It is defined using the field trace function,

and is particularly useful for designing fast hardware circuits. Using normal and dual bases

can significantly improve the speed and efficiency of cryptographic algorithms, such as

those used in elliptic curve cryptography and key exchange protocols.

3.4 Cryptographic Relevance and NIST Recommendations

The NIST plays a critical role in standardizing cryptographic operations, particularly

polynomial multiplication over GF(2n), to ensure both security and computational effi-

ciency. For elliptic curve cryptography, NIST recommends using irreducible trinomials of

the form xn+xk+1, where the middle term xk is chosen with the smallest possible degree k.

This minimizes computational complexity during field arithmetic. For example, the trino-

mial x233+x73+1 is standardized for GF(2233), with k < n/2 to optimize efficiency (PUB,

2000). Such trinomials are not only prevalent but also account for over 50% of practical

implementations (Meher, 2008).

When selecting optimal polynomials, the underlying processor architecture must be

considered to maximize hardware performance. This raises questions about the necessity of

standardizing specific irreducible polynomials, as alternatives may offer better compatibil-

ity with modern computational systems (Scott, 2007). In particular, there are no irreducible

trinomials for certain values of n. In such cases, the next best choice is an irreducible pen-

tanomial (a polynomial with five non-zero terms). Despite their slightly higher complexity,

pentanomials still enable efficient modular reduction operations, ensuring practicality in

cryptographic implementations.
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Chapter 4

Architectures

This chapter presents a detailed exploration of multiple modular polynomial multiplier ar-

chitectures, emphasizing their structural designs, computational strategies, and practical

hardware implications. These architectures adopt bit-level serial input techniques to mini-

mize I/O complexity while leveraging parallel computation pathways for output generation.

By introducing modular reduction mechanisms and incorporating shift register-based pro-

cessing elements, these designs achieve compactness without compromising correctness.

Furthermore, this chapter explores techniques such as the Karatsuba-Ofman algorithm in-

tegrated into a reconfigurable framework. This combination significantly reduces the clock

cycle O(n) to approximately O(n/2), allowing high-performance polynomial arithmetic

suitable for large field sizes used in modern cryptography. This reduction in number of

clock cycles is due to its parallelism nature instead of sequential, resulting in operations

being performed simultaneously. Gate-level optimizations, including NAND substitutions,

are also introduced to further reduce transistor count, critical path delay, and overall sil-

icon area. The proposed architecture is evaluated through a combination of RTL design,

gate-level synthesis, and theoretical analysis using standard logic gate delay models. Two

architectures—including a Reconfigurable, and Karatsuba are implemented and compared

using performance metrics such as gate count, delay, and area-delay product.
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4.1. RECONFIGURABLE BL-SIPO

Figure 4.1: Proposed 4-bit Modular Polynomial Multiplier for a(x).b(x) mod f (x)

4.1 Reconfigurable BL-SIPO

A serial-in parallel-output LSB-first modular polynomial multiplier was proposed in the

paper of (Beth and Gollmann, 1989); however, it was limited to fixed modulus polynomi-

als. We extend the multiplier to propose a reconfigurable modular polynomial multiplier in

which the modulus polynomial is one of the input parameters and it can be easily changed

without the hardware modification. The proposed low-cost and reconfigurable modular

polynomial multiplier is optimized for hardware efficiency in terms of area and flexibil-

ity, making it particularly suitable for resource-constrained environments, such as security

services in IoT applications. The multiplier consists of n processing elements (PEs), each

equipped with a 2-input AND gate and a 2-input XOR gate. Additionally, the design in-

cludes 2n registers, n XOR gates, n AND gates, and n 2-to-1 multiplexers. To minimize I/O

overhead, one of the input polynomials is fed serially into the architecture. After n clock

cycles, the modular product is produced in parallel. The modulus polynomial is provided as

an input parameter, allowing for easy reconfiguration without any hardware modification.

4.1.1 Architecture

The proposed modular polynomial multiplier is illustrated in Figure 4.1 (for n= 4). The

partial product is stored in the registers p[0] to p[3], with the coefficients of b(x) serially

inputting the least significant bit b[0], while the coefficients of b(x) and f (x) are loaded in
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parallel. Multiplexers select between their two inputs based on a clock counter signal. Dur-

ing the first clock cycle, the coefficients of a(x) (denoted an−1:0) are loaded into the shift

registers SR, and the output of the AND gate is selected, resulting in SR = a(x). In sub-

sequent clock cycles, the shift registers are iteratively updated as SR← a(x) · x mod f (x),

where modular reduction is computed using the coefficients of f (x). The corresponding

DFG for the proposed architecture can be found in Figure 4.2 which shows the data path-

way through different modules.

In the depicted diagram, the data flow begins with the input polynomial a[3 : 0] and

the serial input b. The right side of the diagram features a modular reduction pipeline,

where each bit of a is processed through a series of multiplexers (MUX0–MUX3) and logic

gates (AND, XOR) that implement the modular reduction with respect to the irreducible

polynomial f (x). The outputs of these multiplexers are loaded into a set of shift registers

(SR0–SR3), which store the intermediate reduced values of the polynomial. These values

are then fed into the left side of the diagram, where each shift register output (SR[0] to

SR[3]) is connected to a corresponding processing unit (PE0–PE3). Each processing unit

multiplies its input bit by the serial input b and combines it with the previous accumulated

result using XOR logic, effectively performing the modular multiplication. The outputs

of the processing units are then stored in another set of shift registers (R0–R3), which

accumulate the final product bits p[3 : 0].

Throughout this process, the control logic (counter and select signal) orchestrates the

timing and selection of data paths, ensuring that the correct values are processed and stored

at each clock cycle. This pipelined structure allows for efficient, sequential modular mul-

tiplication and reduction, with data flowing from the input registers, through the reduc-

tion and multiplication stages, and finally to the output registers. The processing element

(PE) calculates p[i] = p[i] + a[i] · xi · b(x) mod f (x) at each clock cycle, and the final re-

sult P(x) = A(x)B(x) mod f (x) is obtained after n clock cycles. A similar algorithm was

proposed in (Fournaris and Koufopavlou, 2008b); however, it was limited to fixed modulus
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Figure 4.2: DFG of Reconfigurable Modular Polynomial Multiplier

polynomials and lacked critical implementation details such as shift register initialization

and multiplexer control logic. The algorithm 1 describes the detailed operations for the

proposed reconfigurable modular polynomial multiplier.

4.1.2 Summary

The Reconfigurable BL-SIPO modular polynomial multiplier presents a notable en-

hancement over the conventional SIPO architecture by introducing runtime reconfigurabil-

ity of the modulus polynomial f (x), thereby improving flexibility in cryptographic appli-

cations. Unlike the fixed-modulus SIPO, which is limited to specific irreducible polynomi-

als and lacks adaptability, the reconfigurable variant allows dynamic selection of modulus

without altering the hardware, supporting a broader range of field operations in GF(2n).

Furthermore, by incorporating parallel output and modular control via multiplexers and

clock-driven shift registers, it maintains hardware efficiency while enabling more general-

ized modular arithmetic.

However, despite its advantages, this architecture still retains the bit-serial input struc-

ture, which imposes a linear latency proportional to the operand size n, making it less

suitable for high-throughput or real-time cryptographic operations. Moreover, although

the modular reduction logic is adaptable, the architecture processes polynomial multiplica-
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Algorithm 1 GF-based Reconfigurable Modular Polynomial Multiplier
Input: Polynomial A(x) coefficients a[0 : n−1]
Polynomial B(x): coefficients b[0 : n−1]
Modulus f (x) = xn + xm +1
Output: Polynomial P(x) coefficients p[0 : n−1] = A(x)B(x) mod f (x)

Load a[0 : n−1] into shift registers SR[0 : n−1]
for (i = 0; i≤ n−1; i++) {

p[i]← b[0]∧a[i]
}
for ( j = 1; j ≤ n−1; j++) {

SR[0]← SR[n−1]∧ f [0]
for (i = 1; i≤ n−1; i++) {

SR[i]← SR[i−1]⊕ (SR[n−1]∧ f [i])
}
Right Shift SR
for (i = 0; i≤ n−1; i++) {

p[i]← p[i]⊕ (b[ j]∧SR[i])
}
}

tions in full width, which may result in increased time complexity for larger operand sizes.

These limitations are addressed in the subsequent algorithm, which introduces overlap-free

decomposition of polynomial inputs (based on the Karatsuba-Ofman method) to reduce

computational complexity and hardware overhead, enabling faster and more scalable poly-

nomial multiplication while preserving reconfigurability.

4.2 Reconfigurable Karatsuba Modular Polynomial Multiplier

The Reconfigurable Karatsuba multiplier extends traditional BL-SIPO polynomial mul-

tiplication technique by integrating the Karatsuba-Ofman algorithm, significantly enhanc-

ing performance through complexity reduction. The Reconfigurable Karatsuba architec-

ture can also be known as K-Method. Traditionally, polynomial multipliers operate with

quadratic complexity O(n2), which quickly becomes impractical for larger field sizes re-

quired for modern cryptographic systems. In this design, the polynomial A(x) is partitioned

into two subsets—odd-indexed coefficients and even-indexed coefficients—represented as
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Figure 4.3: Architecture of K-Method Reconfigurable BL-SIPO for 8-bit coefficients.

Aeven(x) and Aodd(x). These subsets undergo independent multiplication with correspond-

ing subsets of polynomials B(x), denoted similarly as Beven(x) and Bodd(x). Specifically,

the product is computed by decomposing it into three sub-multiplications.

4.2.1 Architecture

Figure 4.3 illustrates the proposed Karatsuba polynomial multiplier for n=8 with f (x) =

x8+1. The top module implements an 8-bit modular polynomial multiplier over the binary

field GF(24), based on the Karatsuba-Ofman algorithm. The design accepts an 8-bit input

polynomial A(x), and two 1-bit serial inputs Ub and Vb corresponding to bits from another

polynomial B(x) each consisting of 4-bit. The input polynomial A(x) is first partitioned

into two subsets: evenA comprising the even-indexed coefficients {A[6],A[4],A[2],A[0]},

and oddA comprising the odd-indexed coefficients {A[7],A[5],A[3],A[1]}. An interme-

diate sum, Asum, is calculated as the bitwise XOR of evenA and oddA. These compo-
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nents serve as the basis for the three required sub-multiplications in the Karatsuba scheme:

evenA×evenB, oddA×oddB, and Asum×Bsum. It specifically highlights the flow of indi-

vidual coefficient bits through various hardware blocks, including shift registers, processing

elements, and multiplexers. This modular structure not only supports reconfigurability for

arbitrary modulus polynomials but also efficiently manages the bit-level computation of

partial products and their modular reduction. The coefficients of b are passed serially into

the system, undergo parallel processing within dedicated units, and are finally recombined

to produce the modular polynomial product. Three 4-bit modular multiplier modules are in-

stantiated to compute the partial products where f (x) = x4+1 is the irreducible polynomial

used for modular reduction.

This architecture introduces a hierarchical and overlap-free computation scheme that

effectively reduces latency by decomposing the n-bit modular multiplication into 2 con-

current n
2 -bit operations. This strategy enables parallel processing and significant delay

reduction. For example, for an 8-bit multiplier, three 4-bit multiplications are performed in

parallel, reducing the critical path latency from n to n
2 clock cycles.

4.2.2 Summary

The Reconfigurable Karatsuba architecture offers a significant improvement over both

the conventional BL-SIPO and the second proposed architecture on reconfigurable mod-

ular multipliers by combining Karatsuba decomposition with modular reconfigurability.

Unlike the standard BL-SIPO design, which suffers from linear latency growth and rigid

modular reduction logic, the K-Method structure efficiently decomposes polynomial mul-

tiplications into smaller, parallelizable sub-multiplications using even and odd coefficient

groupings. This results in a reduced computational complexity of approximately O(n1.585),

compared to the quadratic complexity O(n2) of traditional approaches. Additionally, while

the standard reconfigurable BL-SIPO supports flexible modulus configuration, it still relies

on full-width multipliers and high latency. The K-Method mitigates this limitation by lever-
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aging smaller 4-bit modular polynomial submodules, which recursively handle polynomial

products and modular reductions with lower area and clock cycle. As a result, this archi-

tecture achieves a superior balance between hardware efficiency, modular adaptability, and

computational speed, making it ideal for resource-constrained cryptographic systems that

require both flexibility and performance. Table 4.1 presents a comparative analysis of area

and time complexity for various modular polynomial multipliers over GF(2n). The table

lists key hardware metrics, including the number of AND, XOR, flip-flop (FF), and mul-

tiplexer (Mux) components, along with the latency (in clock cycles) and the critical path

delay (based on AND, XOR, and multiplexer delays).

In contrast, designs such as the (Pillutla and Boppana, 2020) and (Imaña, 2010) multi-

pliers have quadratic growth in AND and XOR counts, which increases area consumption

significantly for large n. The Reconfigurable GFPM offers a balance between flexibility

and area usage, although it requires additional multiplexers for configurability.

In terms of time performance, the (Selimis et al., 2009) architecture achieves a low de-

lay of 2TX +TMUX due to its efficient parallel processing, while maintaining moderate area

requirements. The K-Method demonstrates competitive latency (n/2 cycles) but introduces

higher multiplexer usage, potentially impacting routing complexity. The Reconfigurable

GFPM share base delay of TA+TX +TMUX , making it attractive for design prioritizing pre-

dictable timing. The optimal choice depends on the target application’s constraints—low-

power IoT devices benefit from small-area designs, while high-throughput cryptographic

processors favor low-latency multipliers.

4.3 Performance Comparison

This section examines the performance of the proposed multiplier and compares it with

other studies in this field. Theoretical metrics such as area (number of gates, FF, Mux),

delay, and ADP (Area x Delay) are used to assess algorithm efficiency. FPGA synthesiza-

tion is done on various bit sizes from 4-bit to 233-bit multipliers and was created using
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Table 4.1: Area and Time Complexity Comparison of GF(2n) Polynomial Multipliers

Design #AND #XOR #FF #Mux Latency Delay

(El and Reyhani-M., 2015) 2n−1 2n+N2
α−1 3n−2 0 n max{T 2

α +TX , TA +2TX}
(Pillutla and Boppana, 2020) n2 n2−1 1.5n2 +n 0 n

2 +2 TA +TX

(Imaña, 2010) n2+n
2

n2+n
2 5n−1 4n 2kt +1 TA + ⌊log2 n⌋TX +2TMUX

(Selimis et al., 2009) 3n 2n 4n+2 2n 0.664n 2TX +TMUX

Reconfigurable GFPM 2n 2n 2n n n TA +TX +TMUX

K-Method 3n 4n 3n 1.5n n
2 TA +TX +TMUX

Note: k: digit size; t: max exponent of nonzero terms; Latency = number of clock cycles; Area and time

complexities are assumed equal for XOR and XNOR gates. PB = Polynomial Basis.

irreducible trinomials to verify this methodology. The work in (El and Reyhani-M., 2015)

introduced a most-significant-bit (MSB)-first fully bit level serial-in parallel-out polynomial

basis (PB) multiplier based on a definition of the field elements. Pillutla et al. designed a

systolic polynomial basis finite field multiplier based on a class of trinomials (Pillutla and

Boppana, 2020). A parallel-in and parallel-out sequential polynomial basis multiplier was

proposed in (Imaña, 2010). Our proposed architecture for reconfigurable and K-method

accepts any modulus polynomial f (x) as input. This eliminates hardware redesign costs

for different standards, making it ideal for WSN devices that require cryptographic agility.

Design (El and Reyhani-M., 2015) employs 2n− 1 AND gates and a significantly higher

number of XOR gates, expressed as 2n+N2
α− 1, along with 3n− 2 flip-flops. It uses no

multiplexers, indicating a purely combinational implementation. However, the delay, given

as max{T 2
α +TX ,TA + 2TX}, may become substantial depending on the complexity of the

α2 module. In contrast, the K-method design offers better balance, with lower FF and XOR

counts and a predictable delay of TA + TX + TMUX. Pillutla et al. utilized n2 AND gates

and n2− 1 XOR gates, with a high storage requirement of 1.5n2 + n flip-flops, (Pillutla

and Boppana, 2020). Although it has no MUX overhead and maintains a moderate latency

of n
2 +2, its quadratic hardware complexity limits scalability. The proposed Karatsuba ar-

chitecture improves upon this by reducing all components to linear growth with respect to

n, making it more hardware-efficient. Similarly (Imaña, 2010), features a hardware cost

of n2+n
2 for both AND and XOR gates and uses 5n− 1 flip-flops and 4n multiplexers. Its
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latency, 2kt + 1, is the highest among all designs due to shift and addition cycles, and the

delay is relatively complex: TA+⌊log2 n⌋TX +2TMUX. While it introduces logarithmic effi-

ciency in delay, its significant resource demands and high latency make it less suitable for

efficient implementations compared to the proposed design. The work in (Selimis et al.,

2009) is relatively efficient, with 3n AND and 2n XOR gates, and uses 4n+ 2 flip-flops

and 2n multiplexers. It achieves a low latency of 0.664n and a straightforward delay of

2TX +TMUX. The proposed design is comparable in terms of gate usage and delay but uses

fewer flip-flops and multiplexers, improving area efficiency. In conclusion, the proposed

design achieves a well-balanced trade-off between hardware complexity and performance

with 3n AND gates, 4n XOR gates, 3n flip-flops, and 1.5n multiplexers, it delivers reduced

latency (n
2 ) and consistent delay (TA +TX +TMUX).

Figure 4.4: AND and NAND gate substitution gate level modelling for module processing
elements (PEs)

4.3.1 Gate-level Substitution

The modification of digital algorithms to employ NAND and XNOR gates instead of

conventional AND and XOR logic gates achieves significant reductions in area and delay

complexities due to inherent efficiencies in transistor-level design and algorithmic restruc-

turing. A primary advantage stems from the transistor efficiency of NAND gates compared

to AND gates. A CMOS NAND gate requires only 4 transistors (with two NMOS in series

and two PMOS in parallel), whereas an AND gate is typically implemented as a NAND
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gate followed by an inverter, totaling 6 transistors. Similarly, while XOR and XNOR gates

have comparable transistor counts (around 6 transistors in static CMOS), strategic use of

XNOR logic in arithmetic operations (e.g., partial product accumulation or carry propaga-

tion) can simplify interconnects and reduce the need for additional inverters or logic stages,

further optimizing area. Figure 4.4 illustrates the use of NAND gates for gate-level mod-

eling within the processing elements (PEs), demonstrating how conventional logic can be

optimized for improved area and delay efficiency.

In summary, the proposed reconfigurable designs outperform existing approaches by

a wide margin in terms of area-time efficiency. By leveraging gate-level optimization

strategies such as NAND substitution and logic restructuring, these architectures achieve

more improvement in ADP, making them highly suitable for high-performance and area-

constrained cryptographic hardware implementations.

4.4 Theortical Anaylsis

This thesis employs realistic standardized delay values of logic gates from common

ICs produced by STMicroelectronics (e.g., M74HC08, M74HC86). Measure real-world

performance accurately: This gives realistic delay estimates for hardware implementations

that are feasible. By employing a uniform baseline for every kind of logic gate (AND,

XOR, OR, etc.), it guarantees a balanced comparison. The theoretical delay in the critical

path at the gate level of the design was calculated using discrete component delays for

the 2-input AND gates (TAND = 6ns), the XOR gates (TXOR = 12ns), and the 2:1 MUXes

(TMUX = 11ns). To estimate the quantity of CMOS transistors utilized, conventional counts

have been employed: 6 transistors for an AND gate, 6 for an XOR gate, 6 for an OR gate,

6 for a 2:1 multiplexer, 8 for SR-latch, and 6 for a NAND gate.

The proposed architectures demonstrate substantial improvements in both performance

and hardware efficiency, particularly in terms of transistor count, delay, and the ADP. The

Reconfigurable GFPM architecture utilizes 466 AND gates, 466 XOR gates, 466 flip-flops,
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and 233 multiplexers, resulting in a total of 10,718 transistors. It completes computation in

233 clock cycles with a delay of 29 ns per cycle, yielding a total execution time of 6,757 ns.

This leads to an ADP of 72.421× 106. The another proposed architecture, K-Method is

optimized through a logic structure using 699 AND gates, 932 XOR gates, 699 flipflops,

and 350 multiplexers. Despite a higher transistor count of 17,475, it completes computation

in just 117 clock cycles with a 29 ns delay, resulting in a total time of 3,393 ns. The ADP

for this architecture is 59×106, which is the lowest among the proposed designs and when

compared with state-of-the-art multiplier designs.

The proposed design for K-method and reconfigurable described in Section 4.1– 4.2

is similarly divided into two main stages: The modular reduction stage, which consists

of an AND gate, an XOR gate and a 2:1 multiplexer, resulting in a total gate-level delay

of TAND +TXOR +TMUX = 6+ 12+ 11 = 29ns; and the product accumulation stage (PE),

which includes an AND gate followed by an XOR gate, leading to a delay of TAND+TXOR =

6+ 12 = 18ns. Since the modular reduction stage involves an additional multiplexer, it

defines the critical path of the design. However, by employing gate-level substitution tech-

niques discussed in 4.3.1, specifically replaces AND gates with faster and more efficient

NAND gates—the critical path delay can be reduced to 27ns, offering improved perfor-

mance with reduced hardware overhead. Table 4.2 presents the overall transistor count

and latency of the proposed multiplier compared with existing designs for NIST GF(2233).

Compared to existing designs to demonstrates substantial improvements in key metrics

such as area, delay, and latency, where ADP is cacaluated with base 106. In particular,

the proposed design of K-method reduces total ADP count by 24.04% compared to El and

Reyhani-M. (2015), 97.87% compared to Pillutla and Boppana (2020), 99.06% compared

to Imaña (2010), and 36.66% compared to Selimis et al. (2009).
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Table 4.2: Analyzing the transistor count and delay of the proposed multiplier and compar-
ing it with related studies for NIST GF(2233).

Design #AND #XOR #FF #Mux #Clocks Delay Trans. ADP % Reduction

(El and Reyhani-M., 2015) 465 467 697 0 233 30 11,168 78 24.04

(Pillutla and Boppana, 2020) 54,289 54,288 81,666 0 119 18 1,304,794 2,794 97.87

(Imaña, 2010) 27,261 27,261 1,164 932 149 124 342,036 6,319 99.06

(Selimis et al., 2009) 699 466 934 466 155 35 17,258 93 36.66

Reconfigurable GFPM 466 466 466 233 233 29 10,718 72.42 18.53

K-Method 699 932 699 350 117 29 17,475 59 —

Note: All values are reported for field size GF(2233). Delay is per cycle. Time = number of clocks × delay.

Area × Time = number of transistors × time.

4.5 Summary

In summary, the proposed modular polynomial multiplier architectures—ranging from

the basic BL-SIPO to the reconfigurable and Karatsuba-based designs—demonstrate signif-

icant improvements in hardware efficiency, flexibility, and computational speed for cryp-

tographic applications. By leveraging bit-serial input, modular reduction pipelines, and

advanced decomposition techniques such as the Karatsuba-Ofman algorithm, these ar-

chitectures achieve lower area, reduced latency, and improved area-delay product (ADP)

compared to conventional designs. Gate-level optimizations, including the substitution of

NAND gates, further minimize critical path delay, making the designs highly suitable for

resource-constrained environments. Theoretical analysis, supported by standardized gate

delay values and transistor counts, confirms that the proposed multipliers outperform ex-

isting approaches in both area and time complexity, particularly for large field sizes such

as NIST GF(2233). These results highlight the practicality and scalability of the proposed

architectures for modern cryptographic hardware, where efficiency, adaptability, and per-

formance are paramount.
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Chapter 5

Comparison

5.1 Tools and Hardware Setup

This section outlines the hardware platforms and software tools used for the implemen-

tation, simulation, and evaluation of the modular polynomial multipliers. The selection of

tools was guided by their compatibility with the target devices and their ability to support

synthesis and implementation within the available resources.

5.1.1 FPGA Development Platforms

The modular polynomial multipliers were synthesized and tested on the following FPGA

development boards:

• Xilinx Artix-7 (Basys 3 Board)

• Xilinx Zynq-7000 SoC (ZedBoard)

• Spartan-7 SP701 Evaluation Platform (xc7s100fgga676-2)

• Artix-7 AC701 Evaluation Platform

• Zynq UltraScale+ ZCU104 Evaluation Board (xczu7ev-ffvc1156-2-e)

• Zynq UltraScale+ ZCU106 Evaluation Platform (xczu7ev-ffvc1156-2-e)
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5.1.2 Software Tools

• AMD Xilinx Vivado Design Suite (Version 2023.1)

Used as the primary environment for RTL design, simulation, synthesis, implemen-

tation, and bitstream generation. Vivado’s IP catalog was optionally employed for

integrating reusable components.

• ModelSim (Optional)

Used for waveform-level simulation and behavioral verification of Verilog modules

prior to hardware deployment.

• Operating System:

Development was conducted on Windows 10 Pro (64-bit), supporting both Vivado

and ModelSim in a GUI-based environment.

5.1.3 Summary of Usage

The development process adhered to a conventional FPGA design workflow. Verilog

was used for hardware description, and simulations were carried out in Vivado to verify

correctness. Functional correctness was further validated by comparing simulation outputs

against equivalent C models. After successful verification, the designs were synthesized

and deployed on various FPGA boards, using multiple operand sizes to evaluate perfor-

mance, area, and timing metrics. The proposed Karatsuba 8-bit modular polynomial multi-

plier was implemented and synthesized on the Xilinx Spartan-7 SP701 Evaluation Platform.

Figure 5.1 illustrates the post-synthesis logic and module-level visualization of the design

as mapped onto the FPGA device. The colored regions in the figure correspond to dis-

tinct functional modules, including the core sequential logic and the parallel submodules

responsible for partial product computation. This visualization demonstrates the modular

and hierarchical structure of the architecture, as well as the efficient utilization of FPGA

resources. The use of the Spartan-7 platform validates the practicality and scalability of the

proposed design for real-world cryptographic applications.

41



5.2. SYNTHESIZATION AND COMPARISON METRICS

Figure 5.1: Module-level visualization of the Karatsuba 8-bit multiplier on a Spartan-7
SP701 FPGA.

5.2 Synthesization and Comparison Metrics

The comparison of various multiplier designs across different FPGA platforms reveals

key insights into their efficiency, flexibility, and resource consumption. The K-method

consistently demonstrates the best performance in terms of ADP. This design also supports

modularity and reconfigurability, making it highly suitable for applications that require

adaptability and optimized performance. In the case of the algorithm from (Heidarpur

and Mirhassani, 2021), modular reduction was not applied for operand sizes 8 and 24, as

it is generally not recommended for operand sizes below 113 bits. In contrast, both the

Reconfigurable GFPM and the K-method incorporate built-in modular reduction as part of

their design for flexibility purposes.

The Reconfigurable GFPM also offers reconfigurability and modularity but often at

the expense of increased delay and area usage, resulting in the highest ADP on Artix-7

(171,428.818). Reconfigurable GFPM is further optimized for the K-method. Platform-

wise, the Spartan-7 platform is associated with lower resource usage and faster perfor-
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Table 5.1: Comparison of Different Multiplier Designs by FPGA Implementation

Algorithm Size LUTs Slices Total Delay ADP Modular % Reduction Device & Tool

(Samanta et al., 2014) 62 36 13.95 1,367 N/A 74.16 Spartan-7

(Heidarpur and Mirhassani, 2021) 8 46 24 11.01 770 N/A 54.12 Spartan-7

Reconfigurable GFPM 19 21 28.5 1,140 Yes 69.01 Spartan-7

K-Method Reconfigurable 27 45 4.906 353.232 Yes – Spartan-7

(Arish and Sharma, 2015) 1,018 972 13.00 25,870 N/A 91.52 Virtex 4

(Heidarpur and Mirhassani, 2021) 24 360 184 12.51 6,805 N/A 67.78 Virtex 4

Reconfigurable GFPM 51 54 36.984 3,883.32 Yes 43.55 Zynq UltraScale+ MPSoCs

K-Method Reconfigurable 79 130 10.488 2,191.992 Yes – Zynq UltraScale+ MPSoCs

(Imana, 2017) 5,501 2,354 20.56 1,61,498 Yes 74.71 Artix-7

(Heidarpur and Mirhassani, 2021) 113 3792 1084 10.52 51,295 Yes 20.40 Artix-7

Reconfigurable GFPM 232 234 397.873 171,428.818 Yes 76.18 Artix-7

K-Method Reconfigurable 355 585 43.434 40,827.96 Yes – Artix-7

mance, whereas Artix-7 supports more complex designs but with significantly higher re-

source demands and latency. The Zynq UltraScale+ MPSoCs represent a balanced middle

ground in terms of both performance and resource usage. Overall, the K-method reconfig-

urable multiplier emerges as the most efficient and flexible design.

5.3 Summary

This chapter presented a detailed comparison of multiple modular polynomial multi-

plier architectures synthesized and tested on a range of FPGA platforms. The evaluation

focused on key performance metrics such as LUT and slice utilization, total delay, and

area-delay product (ADP), while also considering the modularity and reconfigurability of

each design. A key feature of the table is the ”% Reduction” column in Table 5.1, which

quantifies the improvement in ADP achieved by the K-method relative to other referenced

architectures. Specifically, this percentage represents how much the K-method reduces the

ADP compared to each baseline design, highlighting its superior efficiency. For instance,

on the Artix-7 platform, the K-method achieves up to 76.18% ADP reduction compared

to the Reconfigurable GFPM, and similar substantial reductions are observed across other

platforms and reference designs. The results demonstrate that the K-method consistently

delivers the best trade-off between area and speed, owing to its optimized architecture and
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support for modular reduction. In contrast, traditional and literature-based designs, such as

those of (Heidarpur and Mirhassani, 2021) and (Samanta et al., 2014), generally exhibit a

higher ADP and lack the modularity or reconfigurability of proposed solutions. The chapter

concludes that careful architectural choices and platform-aware optimization are essential

for achieving high-performance, scalable, and resource-efficient cryptographic hardware,

with the K-method emerging as the most effective solution for a wide range of practical

applications.
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Chapter 6

Conclusion

This work presents a modular multiplier architecture tailored for efficient polynomial arith-

metic in GF(2n). The proposed design integrates lightweight processing elements, serial

shift registers, and fixed modular reduction logic to perform recursive multiplication with

high hardware efficiency. The design also supports modularity and reconfigurability, mak-

ing it highly suitable for applications that require adaptability and optimized performance.

This reinforces the effectiveness of our design, especially in space and power constrained

environments. These results confirm that the proposed architecture not only meets the

requirements of compact and low-power cryptographic hardware but also provides scal-

able and high-throughput performance suitable for practical deployment. Its subquadratic

growth with respect to operand size, combined with modular structure and low-latency

characteristics, makes it highly suitable for secure hardware in resource-constrained envi-

ronments such as embedded systems, WSN devices, and hardware security modules.

The results demonstrate that the proposed multiplier achieves an effective balance be-

tween hardware efficiency and performance. Compared to prior works, it significantly re-

duces area and latency while maintaining competitive delay. The architecture also sup-

ports arbitrary modulus polynomials, enabling cryptographic agility without hardware re-

design—ideal for resource-constrained environments like WSNs. Table 5.1 illustrates the

simulation performance with different FPGA boards by AMD Vivado Design Tool and

compares it with other work. It can be seen that our proposed polynomial multiplier re-

duces ADP and logic usage greatly.
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Future work on GF(2n) multiplier architectures can focus on several promising direc-

tions. One approach is the adoption of hierarchical designs that employ recursive block

structures to reduce latency and enable logic reuse, thereby improving scalability and main-

tainability. Another area is gate-level optimization, where refining logic depth can shorten

the critical path delay. Furthermore, extending multiplier architectures to support addi-

tional cryptographic primitives—such as AES, hash functions, and post-quantum cryptog-

raphy—would enhance their versatility and ensure long-term applicability in evolving se-

curity environments.
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