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Abstract

The ubiquity and dependence on software systems by people, businesses and organizations
in the 21st century has resulted in an upsurge in cyber-attacks in recent times. These
attacks are generally characterized by different levels of sophistication, occurrence and
complexity that makes it difficult for conventional cybersecurity approaches to adequately
mitigate them. Although cybercriminals, including hackers, are usually blamed for most
cyber-attacks, the fundamental cause is, however, typically associated with the inherent
security weaknesses. These weaknesses are the loopholes in the software source code
programs through which hackers exploit systems in ways that constitute cybercrimes. Hence,
in recent years, various Al-based approaches have been proposed or explored in studies
to address this challenge. These innovative methods are aimed at complementing the
conventional approaches (including awareness training, malware scanning, and manual
code inspection) that have been adopted over the years. In our research, we experimented
with the use of emerging Al models called Large Language Models (LLLMs) in the detection
of vulnerabilities in a software system. As a case study, I used Android software since
current statistics reveal that over 71 percent of all mobile phones across the world are based
on this software. In my experiment, I utilized LVDAndro: a recently released open-source
Android vulnerabilities-dataset for training my selected LLMs, which were CodeBERT and
GraphCodeBERT. The goal was to detect vulnerabilities in Android code bases. Overall,
my approach achieved better performance (0.99 Accuracy, 0.99 F1) in Android vulnerability
detection compared to the classical Machine Learning (ML) (0.94 Accuracy, 0.94 F1) model

used in the previous study.
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Chapter 1

Introduction

Since the advent of the Information Age in the 20th century to the current era, the ubiquity
and dependence on software systems has changed the world [12]. Almost all critical
infrastructure powering every sector of the economy including transportation, commerce,
banking and energy are managed by modern software applications [13]. The recent
Cloudstrike IT outage which affected the daily operations of thousands of businesses,
organizations and governments across the world underscores the critical role software plays
in driving the economy of the modern world [14]. Furthermore, due to their widespread
usage, software systems have become the targets of cyber-attacks from various threat actors
including state-sponsored hackers [15]. Consequently, people and businesses continue to
incur both financial and non-monetary losses including ransom payments, regulatory fines
and reputational damage [16]. Several factors are frequently attributed to the occurrence
and prevalence of modern cyber-attacks. One of the leading factors is the exploitation of
vulnerabilities in software systems [17].

Vulnerabilities are inherent weaknesses in the software source code that compromise
its security [18]. Weaknesses are caused by unintended errors or flaws in the design
and development of a piece of software. If a weakness could be exploited by hackers, it is
termed a vulnerability. Asexploitation approaches become more sophisticated, conventional
approaches for mitigating vulnerabilities are no longer adequate. For instance, Figure 1.1

shows how common vulnerabilities have increased progressively over a period of 10 years

[7].
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Figure 1.1: Increasing vulnerabilities over a period of 12 years [7].

1.1 Motivation

Recent trends in industry and academia include the accelerated adoption of various
Artificial Intelligence (Al) approaches in complementing existing strategies for addressing
software vulnerabilities [19, 20, 21]. The classical Al approach typically involves the use
of Machine Learning (ML) and Deep Learning (DL) [20, 21]. However, the outcomes
of previous studies show that further work may be required to improve the performance
of existing Al-based methods [5, 19]. For instance, the source code datasets used in
some studies are largely synthetic and therefore do not reflect real-life software systems. An
example is the Software Assurance Reference Dataset (SARD) [22], which is commonly used
in many Al-based vulnerability detection studies. In certain cases where real-life datasets are
available, such as Big-Vul [23], they contain vulnerabilities pertaining only to C/C++ source
code and are therefore not optimal for training models for other software systems written
in other programming languages. Although LL.Ms could generalize to other languages that
weren’t used in their pre-training, their understanding of such languages may be limited due

to nuances specific to those languages. Hence, for optimal results especially in tasks such as
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vulnerabilities detection, fine-tuning LLLMs on specific languages is better. In another study,
[19] observed that vulnerabilities detection results on real datasets such as Big-Vul are not as
good as synthetic datasets such as SARD and therefore recommended that future work should
use more real vulnerabilities datasets. We hypothesize that one of the reasons for the poor
performance in their approach could be due to the use of only models which were originally
designed for natural language and not programming languages. Similarly, in other cases, the
models adopted for developing vulnerability detection tools are still sub-optimal despite their
promising performance when used on some realistic datasets such as the recently released
Android-based datasets called LVDAndro [5]. For instance, in their experiments [5] utilized
three traditional ML models to develop vulnerability detection tools using the LVDAndro
datasets. While their results were acceptable, our hypothesis was that Large Language
Models (LLMs) specifically optimized for programming languages will perform better than
[S]’s classical ML approach when trained on the same real-life source code datasets. This is
because LLMs are specifically designed for performing language or text-based processing
tasks such as text comprehension, generation, classification, summarization and sentiment
analysis, just to mention a few. Furthermore, LLMs are pre-trained on vast amounts of
text-based data from various sources including the Internet, books and articles. In addition
to these, all LLMs contain a special feature in their architecture called transformers which
enables them to better understand the semantics and context in natural language unlike
classical ML models that lack this capability. Since both natural language and programming
language are text-based, the capabilities of LLMs in the former can be practically extended
to the latter. Another reason is that vulnerability detection in software source code is
related to text classification in human natural language. Thus, the potential improvements
in software vulnerabilities detection through the adoption of code-based LLMs is the major
motivation for this work. Our work will involve the selection and use of appropriate models
and real-life source code datasets. In this study, LLMs that are pre-trained in programming

languages are referred to as Code Large Language Models (CLLMs). This study is aimed
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at exploring how these models can be used to detect vulnerabilities in source code. Our
implementation uses the Android Operating System (OS) as a case study. The following

outlines our reasons for choosing vulnerabilities within the Android OS as our dataset:

* First, current statistics reveal that Android is the most widely used mobile OS in the

world [24].

* Android OS is used across a broad range of devices including smartphones and

embedded systems [25].

* Various Android applications which are released to end users everyday are known to

have vulnerabilities that could be exploited by hackers and other cyber criminals [5].

* Finally, the availability of the recently released real life Android-based dataset called
LVDAndro allows for the training of LLM models to detect vulnerabilities in this

software [5].

1.2 Contributions

Overall, this study aims at improving software security via the use of code LLMs for
detection of vulnerabilities in source codes. By using these LLM-based approaches, we

intend to achieve the following Research Objectives (RO):

* RO1: Determine the effectiveness of LLM approach in software vulnerability

detection using Android-based source code as a case study.

* RO2: Determine the extent to which emerging LLM approaches are better than the

conventional ML/DL approaches.

e RO3: Determine the extent to which code-based LLMs are better than natural

language-based LLMs in vulnerability detection.
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1.3

RO4: Ascertain whether graph-based code LLMs are better than pure code-based

LLMs in vulnerability detection.

ROS5: Utilize the outcome of the study to recommend how code-based LL.Ms can be
used to improve software security through the detection of vulnerabilities in source

code.

Organization of Thesis

In Chapter 1, we discussed the motivation and hypothesis of this research.

Chapter 2 focuses on a literature review of core concepts upon which this
study is based.  This includes the overview of various language models,
transformer architecture, steps for language model processing and software security

vulnerabilities.

In Chapter 3, we discuss the methodology adopted for our work. This includes
implementation design, compute infrastructure, data acquisition, data preparation

and data processing. We also discussed model selection, fine-tuning and evaluation.
Chapter 4 describes the experiments that were conducted and their associated results.
Chapter 5 offers some discussion about the results presented in Chapter 4.

We conclude this thesis by summarizing the work done and offering recommendations

for future study.



Chapter 2

Background and Literature Review

2.1 Language Models

Language models (LMs) are machine learning and deep learning models specially
designed to understand and process human language [?]. These models use various
techniques for processing textual information. Language models are the foundation of all
Natural Language Processing (NLP) models, including Large Language Models (LLMs).
They are also used to develop various Al applications such as chat bots, language translators
and text summarizers. The recent success of popular tools such as ChatGPT, Deepseek and
other similar chat bots are attributed to language models. Historically, these models evolved

over the years from the area of Al called Natural Language Processing (NLP) [?].

2.2 How Language Models Evolved

In 1913, Andrey Markov pioneered the concept of probability distribution of words
in a text by examining the distribution of vowels in a book called Eugene Onegin [26].
This basic idea is the foundation of all n-gram language models which are based on the
assumption (Markov assumption) that the probability of a word depends only on the previous
word. Claude Shannon expanded this statistical technique in 1948 by demonstrating how
to quantify information and randomness (entropy) [27]. This statistical principle is the
foundation of other popular models like Bag of Words (BOW) and Term Frequency - Inverse
Document Frequency (TF-IDF) that are used in classical NLP for processing texts. Another

major milestone in language models was the development of rule-based models which were
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pioneered with the introduction of the first chat bot called ELIZA in 1967 [28]. In the 1980s,
Recurrent Neural Networks (RNNs) [8, 29] emerged as another major improvement in the
development of language models. RNNs are designed to process sequential data (speech,
text) by using recurrent connections to form a memory in a hidden state. However, due
to the limitations of RNN, an improved model called Long Short-Term Memory (LSTM)
[8, 29] was introduced in 1997. LSTMs require high computational costs, high training
time and large data requirements for training [8]. The next major leap in language models
was the introduction of vector space models such as Word2Vec which was developed
by Google in 2013 [30]. An improved model called Gated Recurrent Units (GRU) was
developed in [31]. It performed faster and had a less complex architecture compared to the
LSTM. These gates also help GRU capture long range dependencies (improved contextual
understanding) in text sequences unlike RNN models [31]. However, the development of
the first transformer model by a team of researchers at Google in 2017 [32] brought the most
significant improvement in the evolution of all language models. Transformer models are
designed based on the concept of the attention mechanism and encoder-decoder architecture
[32]. The encoder component of transformers is the foundation of all Bidirectional Encoder
Representation from Transformers (BERT) models [10] while the decoder component is the

basis of all Generative Pre-trained Transformer (GPT) models [33].

2.3 Type of Language Models

There are various types of language models. These include N-gram, rule-based, vector
space, neural network, sequence to sequence, transformer-based, large language models and

code language models [8].

2.3.1 N-gram Language Models

N-gram language models are models in which probabilities are assigned to upcoming

words or word sequences in order to predict them [34]. These include bigrams and trigrams.
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Figure 2.1: Chronological evolution of Language Models [8].

They are typically based on Markov’s assumption which states that the probability of the
next event in a sequence (e.g. next word in a sentence) depends only on the current event

(word) but not past events (words) [35]. In NLP, this can be expressed as follows:

s=(wp,wa...wy) Sentence of words
P(s) =P(wi,wa...wy) Probability distribution o f sentence o f words
P(w) =P(wilwy...wi1) Probability o f next word

w; = Discrete words in a sentence sequence

2.3.2 Rule-based Language Models
Rule-based language models are based on handcrafted words or sentence patterns which
have been pre-described in scripts provided to the system. Their performance is limited to

the scripts called the knowledge base [8, 36]. Thus, they are domain specific. Examples

include PARRY, ALICE and ELIZA [8, 28].
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2.3.3 Vector Space Language Models
Vector space models are based on the concept of representing words in space dimensions
called vectors or embeddings. In these models, the closer the words are together in the vector

space, the closer their meanings and vice versa. Examples include Word2Vec and GloVe [8].

* Word2Vec: is a vector space model developed in 2013 by researchers at Google as a
method to create vector representations of words called embeddings [26]. The model
uses the cosine similarity between words to capture some level of semantic similarity.
Word2Vec uses two types of architectures to produce word embedding. The first
is Continuous Bag of Words (CBOW) while the second is Continuous Skip-Gram
Model [37]. CBOW predicts the target word based on its surrounding context while
Continuous Skip-Gram predicts the surrounding context words based on the target
word. Word2Vec uses these two mechanisms as strategies for converting ordinary

texts to numeric vectorized forms that are more meaningful.

* GloVe: is a vector space model developed at Stanford University in 2014 to
create vector representations of words. Unlike Word2Vec that uses predictions for
generating word representations, GloVe uses co-occurence counts to produce vector
representations of the words in a corpus [38]. Co-occurrence count refers to the
number of times two words appear together within a particular context in a corpus.

GloVe also uses unsupervised learning of the word representations [38].

2.3.4 Sequence to Sequence Language Models

The development of the Sequence to Sequence (Seq2Seq) language models was required
by the need to translate words and sentences from one language to another [39]. Seq2Seq
utilizes an encoder-decoder architecture which are designed using earlier models such
as LSTM and GRU. However, this architecture is different from the encoder-decoder
architecture of transformer models which incorporates an improved technique called an

attention mechanism as explained in Section 2.4. The LSTM/GRU encoder is responsible

9
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for reading the input sequence and generating its equivalent vectors while the LSTM/GRU

decoder converts these vectors to the corresponding output sequence [39].

2.3.5 Recurrent Neural Network Language Models

Recurrent Neural Network (RNN) language models are implemented using a type
of Neural Network (NN) called Recurrent Neural Network (RNN) [8]. A NN consists
of an interconnected network of nodes called neurons which work together to process
information [40]. An RNN consists of layers of NNs that are connected in a recurring
manner to enable them to process sequential time series information. However, due to its
architectural (memory) limitations, these models are not effective in processing long term

interdependence between words in sentences [8].

2.3.6 Transformer-based Language Models

The Transformer model was introduced through a research paper called “Attention is All
You Need” in 2017 [9]. The model contains key design components including self-attention,
encoder-decoder stacks, word embedding and positional embedding. This innovative design
gives it the ability to outperform the Seq2Seq model by processing token embeddings in
parallel. Most of the current popular pre-trained language models are based on a transformer

architecture [9]. We describe this in further detail in the following section.

2.4 Transformer Architecture

Unlike the Seq2Seq models, a transformer model does not utilize LSTM or GRU in its
encoder-decoder architecture. Rather, it consists of an encoder stack, a decoder stack, a
positional encoding layer, a feed forward layer, an input embedding layer, a linear layer, and

a softmax layer [9]. Figure 2.2 shows the basic architecture of a transformer model.

10
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Figure 2.2: Transformer architecture [9].

2.4.1 Encoder Stack

The encoder stack processes any input sequence by breaking it down into meaningful
representations. This is achieved by creating semantic or contextualized representations of
the tokens in which each token also contains information from other tokens through a process
called self-attention [9]. Self-attention enables a transformer to determine the relevance of
different parts of an input sequence whenever it is processing a specific part of the sequence.
Self-attention is implemented in the encoder stack using a layer called multi-head attention.
In addition to the multi-head attention layer, the encoder stack consists of two additional

layers called the feed-forward layer and the add & nom layer.

* Multi-Head Self Attention Layer: This layer captures the relationships and
interdependencies between words in any sequence [9]. It achieves this through the
use of three important components called the query (Q), key (K) and value (V) vector

sets. These components collectively help the transformer to focus on the most relevant

parts of any input sequence during text processing. The query vector for any given
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element (word or phrase) represents what the element is searching for (focused on)
in the entire sentence. The key acts as a label to represent information that can be
pulled from other elements. The value is the actual information that each element
contains based on their attention scores whenever there is a match between query and

value [9].

Feed-forward Layer: This is a Neural Network (NN) layer that is connected to
the output of the attention layer. It performs non-linear transformations for learning
complex patterns in textual data and position-wise processing so that each token
can be processed independently [9]. The NN layers are trained on textual datasets
using multiple parameters. Parameters are the internal variables that the model
uses to achieve learning during training. Parameters include weights and biases,
and are adjusted iteratively during training to minimize loss and control the model’s
behaviour [41]. Weights and biases are usually initiated with random values at the
commencement of training. Weights are numerical values, which help in determining
the strength of the neural network connections. In other words, weights determine
the influence an input has on the neuron’s output. A neuron is a computational unit
in each layer of a neural network that accepts inputs and returns an output [42].
Weights are automatically adjusted during training to minimize loss [42]. Biases are
numerical constants that are added to each neuron to provide additional flexibility to
the model during training [42]. Collectively, both weight and bias help in controlling
the neuron’s output. The relationship between weight and bias required for a model’s

prediction can be expressed as follows:
Y=wxX+Db

where Y is the predicted value, X is the input, w is weight and b is bias. Weights

corresponds to the gradient while bias represents the intercept.
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* Add & Norm Layer: This layer helps to combine residual connections and layer

normalization in order to achieve stability during training [9].

2.4.2 Decoder Stack

The decoder stack is responsible for receiving the representations and converting them
into output sequences. Similar to the encoder stack, the decoding stack also contains a
multi-head self attention layer, a feed-forward layer, and an Add & Norm layer. However,

the decoder stack also contains another layer called the masked multi-head attention layer

[9].

* Masked Multi-Head Attention Layer is a multi-head attention layer with a masked
position. The masking is included to prevent positions from focusing on subsequent
positions [9]. Using this strategy, predictions for a position depend only on the known

outputs before that position.

2.4.3 Softmax Layer

The softmax layer is the final output layer. Its purpose is to convert the raw attention
scores (logits) to a probability distribution by using the softmax function [9]. Softmax is a
mathematical function that converts a vector of real numbers into a probability distribution
where every output lies between 0 and 1. For instance, supposing the input to the transformer
is an incomplete sentence such as the following: “The pilot flew an .....” . In order for the
transformer to predict the best word that completes the sentence, it will first convert the entire
sentence to contextualized embeddings (vectorized tokens with semantic information).

After processing through the transformer’s layers, the contextualized embedding is then
converted to logits at the linear layer. At the output, the softmax layer will convert the logits
to probabilities ranging fron O to 1. These could be potential words such as (aircraft : 0.85,
bird: 0.10, insect: 0.05). The highest probability will be selected by the transformer as the

best output to complete the sentence. In this case, this would be 0.85.
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2.5 Types of Transformer-based Language Models

Transformer-based language models can be classified into three general types based on
the layer of the transformer architecture (encoder, decoder or combination of both) that is

primarily used for their operation [9]. The following sections describe the three types:

2.5.1 Encoder Transformer Models

Encoder-based language models are designed to use only the encoder component of
transformers [43]. These models are optimized for Natural Language Understanding (NLU)
tasks such as text classification and sentiment analysis. The most popular encoder-based

model is Bidirectional Encoder Representations from Transformers (BERT) [10].

* BERT: This encoder model was designed by Google in 2018 to improve the
understanding of contextual information in unlabeled texts. BERT achieves this
by predicting text that may come either before the text or after the text. This is the
reason why it is bidirectional [10]. Figure 2.3 shows the official architecture of BERT

during pre-training. Internally, it contains transformer features such as embedding
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Figure 2.3: Architecture of BERT [10].

and encoder stacks. It also has a tokenizer which converts human language text to
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token sequences. The embedding component converts the token sequences to vector
array representations. The model uses the same architecture and parameters for both
the pre-training and fine-tuning. Pre-training and fine-tuning are explained in detail
in sub-sections 2.7.4 and 2.7.5. Using text data from Wikipedia and BookCorpus,
BERT is pre-trained through two main techniques called Masked Language Modelling
(MLM) and Next Sentence Prediction (NSP) [10]. MLM is used to randomly mask and
predict some percentage of input token. Through MLM, BERT is able to achieve word
level comprehension. A classification symbol (CLS) is added in front of every input
sample and a separator token (SEP) is added to separate the questions and answers.
Masked language modelling is a technique used in Natural Language Processing (NLP)
where a model is trained to predict a masked (missing) word in a given sentence based
on the surrounding context [10]. In MLM, the model learns a bidirectional context.
This is because words on the left and right sides of the masked token are used to derive
the context. In this way, the relationship between two sentences can be captured.
Next Sentence Prediction (NSP) is used to predict whether two sentences follow
each other. Through NSP, BERT is able to achieve sentence level comprehension.
BERT automatically carries these two processing tasks internally using its multiple
transformers and neural networks. In Figure 2.3, a two sentence pair X and Y are fed
into the BERT model. Some tokens (Tok1...TokN) are randomly masked. The entire
sequences are converted to embeddings E; ... Ey that are passed through BERT’s
multiple internal transformer layers and neural networks. BERT then uses MLM and

NSP algorithms to predict those masked tokens and next sentences at the output.

2.5.2 Decoder Transformer Models

Decoder-based models are designed using only the decoder component of transformers.
Decoder models consist of layers of decoders optimized for Natural Language Generation

(NLG) tasks. The most popular decoder-based model is Generative Pre-trained Transformer
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(GPT) [33]. Decoder models are autoregressive because they can predict the next word in
a sentence based on the previously generated word in the sequence. Decoder models are
also unidirectional because they process text in one direction only. Decoder models such as

GPT are the reasons for the rapid growth of generative Al technologies.

* Generative Pre-trained Transformer: The first decoder-based model was developed
by OpenAl in 2018 and was called GPT-1 [1]. This decoder-based transformer
model uses self-supervised learning to train on large amounts of textual data in order
to produce various natural language-based outputs [33]. Subsequently, other GPT

models have been released yearly until 2023 [1] as shown in Table 2.1.

Table 2.1: GPT-based models [1].

GPT Model Parameters Year
GPT-1 117M 2018
GPT-2 1.5B 2019
GPT-3 175B 2020

GPT-3.5 1.3B, 6B, 175B | 2022
GPT4 100T 2023

2.5.3 Encoder-Decoder Models

Encoder-decoder-based models are designed by incorporating both encoders and
decoders in their architecture. They are optimized for text processing tasks that involve
understanding sequences of input texts as well as the generation of sequences of output
texts. They are good at capturing interrelationships between the elements of input and
output sequences. These include tasks such as text translation and text summarization. The

most popular encoder-decoder model is Bidirectional and Auto-Regressive Transformer

(BART) [44].

* Bidirectional and Auto-Regressive Transformer (BART): This encoder-decoder

transformer model combines the bidirectional encoder method of BERT and the
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unidirectional technique of GPT. Hence it is capable of performing both natural

language comprehension like BERT and language (text) generation like GPT [45].

Table 2.2: Uses of encoder, decoder and encoder-decoder models.

Model Type Use Cases
Encoder (BERT) Sentiment Analysis, Text Classification
Decoder (GPT) Text Generation, Language Translation
Encoder-Decoder (BART) | Machine Translation, Summarization

2.5.4 Large Language Models

Large Language Models (LLMs) are extensions of the transformer-based pre-trained
language models which have been trained on massive (gigabytes and petabytes) corpora of
textual data from various sources including Wikipedia, books and the Internet. LLLMs are
capable of performing general purpose human language tasks such as question answering,
text generation, text classification and document summarization [8]. LLMs also use billions
of parameters. Parameters are the variables or underlying relationships that LLMs learn
from their training data in order to perform prediction. The availability of faster parallel
processors (GPUs, TPUs), massive datasets and storage devices are some of the reasons
for the recent accelerated improvement in the development of various LLMs [46]. Popular
LLMs include ChatGPT by Open Al, Llama by Meta and Gemini by Google [8]. LLMs
have the ability to learn various statistical interrelationships from very large textual datasets
through self-supervised and semi-supervised training. In self-supervised learning, a model
learns from unlabeled data (such as text or audio) during pre-training by automatically
generating its own labels directly from those data [32]. However, in semi-supervised
learning, the model is trained with labelled and unlabelled data simultaneously [47]. A
LLM architecture consists of several layers of feed-forward neural networks and transformers

specifically optimized for processing vast amounts of text datasets from various sources.
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2.5.5 Challenges Associated with Language Models

Despite their increasing popularity in recent years, language models including LLMs

still face several challenges, some of which are highlighted below.

» Language models could amplify or reinforce biases associated with some races, ethnic
groups or cultures across the world [8]. Hence, human agents may be required to fact

check and correct misinformation associated with some LLM outputs.

* The massive and prolonged computations associated with LLMs contribute to global

warming through their carbon footprints [48].

* Training of language models, especially LLMs, is expensive and have huge hardware

requirements. Hence, only large companies have the capacity to train LLMs [49].

2.5.6 Code Language Models

Code Language Models are specialized language models that are pre-trained on the
source code of various computer programming languages including C++, C, Python, Java,
JavaScript and Go. Pre-training is the process whereby the model is first trained on massive
unlabelled data. Pre-training is discussed later in detail in Section 2.7.4. Examples of
code language models include CuBERT [50], CodeBERT [2], GraphCodeBERT [11] and
PLBART [51].

2.6 Overview of selected Code Language Models

Before the introduction of code language models, various types of source code
embedding techniques were developed. Source code embedding is a representation of
software code with high-dimensional vectors created by using deep neural networks to train
on large volumes of software source code samples [52, 53]. Unlike raw texts of source code
which cannot be processed directly by ML/DL models, embeddings provide the numeric

vector equivalents of the text which the models take as inputs. An example of a source code
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embedding is code2vec which was developed by researchers at Facebook and Technion [54].
However, the development of code language models such as CuBERT, CodeBERT and
GraphCodeBERT helps to achieve the task of generating improved contextual source
code embedding without having to manually craft the required features from the source

code [2, 50, 11].

2.6.1 CuBERT

CuBERT (Code Understanding BERT) is the first transformer-based model that is
specifically trained to understand software source code [50]. This was achieved by
pre-training the original BERT architecture on Python code samples which were collected
from GitHub. The corpus that was used contained 9.3 billion tokens in 7.4 million Python
files. CuBERT was evaluated on a benchmark of five classification tasks, one localization
task and one repair task. The five classification tasks are: a variable-misuse, a wrong binary
operator, an exception type, a swapped operand, and a function-docstring [50]. The purpose
of a localization task is to detect where a bug lies in the sequence, while the goal of a repair
task is to find a suitable replacement for the bug [50]. CuBERT performance was found
to outperform the LSTM model, the BILTSM-Word2Vec model and the first transformer
model [50].

2.6.2 CodeBERT

CodeBERT is a BERT-based code language model developed by researchers at Microsoft
in 2020. It is the first bimodal model for multiple programming languages including Python,
Java, JavaScript, PHP, Ruby and Go. CodeBERT is considered bimodal because it is
trained to understand the semantic relationship between human natural language (NL) and
programming language (PL) [2]. CodeBERT is a general-purpose code model because it
can perform varieties of NL-PL understanding tasks, including code search. It can also
perform NL-PL generation tasks, including code documentation. CodeBERT can also

generalize (extend) its capabilities to other programming languages that are not included in
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its pre-training [2]. Like all transformer models, CodeBERT architecture consists of several
stacked layers of transformers. It is designed to achieve two training tasks called Masked
Language Modelling (MLM) and Replaced Token Detection (RTD). MLM was explained
earlier in Section 2.5.1. Replaced Token Detection is the process of intentionally corrupting
an input text sequence by replacing some tokens with sampled possible alternatives from a
generator and predicting whether or not each token in the corrupted input was replaced by
a generator sample [10]. The goal of RTD is not to predict the original corrupted token but
to determine if each token was replaced. Unlike CuBERT, which was trained on a single
programming language (Python), CodeBERT is trained on six programming languages.
Table 2.3 shows the information about data used in training CodeBERT. The bimodal data
consists of natural language and programming language code pairs while the unimodal data
consists of only programming language samples. CodeBERT has a total of 125 million

parameters.

* CodeBERT Architecture: CodeBERT is based on an optimized BERT architecture
called RoBERTa [55] which uses a multi-stack layer of transformers. Because it
requires bimodal data for training, CodeBERT has two dedicated generators as shown
in Fig 2.4. The first generator is the Natural Language (NL) Generator while the
second is the Code Generator. The two generators are specialized language models
for generating probable tokens for the masked positions depending on the surrounding
contexts [2]. Another important component is the NL-Code Discriminator which is
the targeted pre-trained model. It is trained by detecting potential alternative tokens

that are randomly sampled from the NL and PL generators.
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Figure 2.4: Architecture of CodeBERT including its RoOBERTa foundation [2].

* Components of CodeBERT
1. RoBERTa model: This is the natural language optimized BERT model from which
CodeBERT was derived. RoBERTa has more parameters (355M) than the classical
BERT model (340M).
2. NL Generator: This component generates potential possible tokens for the masked
positions of human text.
3. PL Generator: This component generates potential possible tokens for the masked

positions of code text.
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4. NL-Code Generator: This component detects potential replacement (alternative)

tokens sampled from NL and PL generators to achieve training.

Table 2.3: Datasets used in training CodeBERT [2].

Training Data | Bimodal Data (Code Pairs) | Unimodal Code Samples

PHP 662,907 977,821
Java 500,754 500,754

Python 458,219 1,156,085
Go 319,256 726,768

JavaScript 143,252 1,857,835
Ruby 52,905 164,048

Total 2,137,293 6,452,446

2.6.2.3 Applications of CodeBERT

Because of its encoder-based architecture and pre-training on programming and natural

language, CodeBERT is capable of the following tasks.

* Code Search: This involves searching for code statements that are semantically

related within a collection of code space [2].

* Code Generalization: CodeBERT is capable of generalization to programming
languages that were not utilized in its pre-training [2]. However, this capability is

limited. Hence, fine-tuning with additional datasets is ideal to improve this capability.

* Clone Detection: CodeBERT can be optimized to detect code clones (identical code
or copied code). This is because a code clone will produce a contextual embedding

identical to or closely similar to the original code even if it is slightly modified [56].

* Unified Code Encoder: CodeBERT is capable of representing both natural language
and code in the same shared embedding space thereby allowing natural language to

code translation and vice versa [2].
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* Defect Prediction: CodeBERT is capable of predicting defects in software codes [57].

2.6.3 GraphCodeBERT

GraphCodeBERT is a transformer-based model for programming languages. Like
CodeBERT, it was derived from an optimized BERT model called RoBERTa by a team of
Microsoft researchers [11]. However, GraphCodeBERT differs from CodeBERT because it

leverages the structure of code through data flow to learn code representation.

* GraphCodeBERT Architecture: As shown in Figure 2.5, GraphCodeBERT uses
the concept of data flow in its architecture. A data flow is a graph which represents the
interdependence between variables [11]. The variables are represented by the nodes
while their origin is represented by the edges. According to Guo [11], data flow is
always the same even if a source code is parsed under different abstract grammars. This
is unlike Abstract Syntax Tree (AST) which varies with different abstract grammars.
This is because the data flow feature of GraphCodeBERT enables it to focus on code
semantics and not just the syntactic-level structure of the code. In the following sets
of formulas, GraphCodeBERT takes the source code C, comments W, and the data

flow G (C) as necessary input to its pre-training [11].

W= (wi,wo,ws,...,wp) Comment
C=(c1,¢2,C3,...,Cpn) Source Code

G(C)=(V,E) Data Flow
V=i,v,vs,... V) Set of variables
E =(E,E»,E3,...Ep) Set of edges
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Figure 2.5: Architecture of GraphCodeBERT [11].

2.7 Steps in Code Language Model Processing

There are four stages involved in preparing a code language model for specific tasks.

2.7.1 Dataset Acquisition
Dataset acquisition is the first step in the code LLM workflow. It involves obtaining
relevant datasets from appropriate sources. These include public repositories such as

GitHub, Gitlab and Kaggle.

2.7.2 Dataset Preparation

Dataset preparation refers to all preliminary activities that are carried out to make the data
suitable for model training, including data cleaning, data transformation and data validation.
Data cleaning includes identifying and removing duplicates, errors and inconsistencies while

data transformation includes conversion of data to appropriate formats using techniques
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such as normalization, and feature engineering. Other dataset preparation activities include

Exploratory Data Analysis (EDA) for pattern searching or statistical inferences [58, 59].

2.7.3 Tokenization

Tokenization is the conversion of the dataset texts into smaller units called tokens. These
tokens could be unit characters, subwords or words. Common techniques include byte pair
encoding (BPE), wordpiece and n-gram [1]. In LLMs, tokens are further converted into
integer units called numerical IDs that directly map those token indexes to the embedding
table of that model. In this way, the vocabulary of the model is derived. Embeddings are the
arrays of dense vectors that encode syntactic information (structure and rules) and semantic
information (meaning or interpretation) about the tokens [9, 10]. Embeddings are not the
final output of LLMs but are used to build the internal vocabulary of the LLM which are

later used for various forms of language processing with contextualized meaning.

2.7.4 Pre-training

During pre-training, self-supervised learning is used to train the model on a large
corpus of textual data. Self-supervised learning is the process by which the model learns
directly from the data without any additional need for labeling the data. The goal of
self-supervised learning is to automatically learn useful representations (labels) within the
data. Self-supervised learning is usually carried out in LLMs through Masked Language
Modelling (MLM) and Next Sentence Prediction (NSP) [10]. In code LLMs, Replaced
Token Detection (RTD) is used instead of NSP [2]. Pre-training enables the model to

acquire general understanding of the language.

2.7.5 Transfer Learning and Fine-tuning

Transfer learning is the process of enabling a pre-trained model to transfer some aspects
of their general knowledge to a specific but related task. This is achieved through a technique

called fine-tuning [60]. Fine-tuning is achieved by selectively training (optimizing) an
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already trained model to perform a specific task. This is usually done by using a smaller
dataset, usually in a supervised manner. The supervised manner refers to the training of a
model with labelled data. During fine-tuning, the relevant weights in the neural network
layers of the LLM are automatically updated to improve its performance on a particular
downstream task. In LLMs, the term “downstream” is typically used to refer to a specific
practical application of a trained model in the real world such as text classification, sentiment

analysis, or question answering [61].

2.8 Source Code Weaknesses and Vulnerabilities

Vulnerabilities in source code continue to pose a significant challenge across the world.
According to the globally recognized not-for-profit organization called MITRE Corporation,
a weakness is a condition in a software that, under certain circumstances could contribute
to the introduction of vulnerabilities, and are in many cases caused by the developer during
the software development process [62]. Similarly, the US National Vulnerability Database
(NVD) defines a vulnerability as a weakness in the computational logic of software that if

exploited results in a negative impact to confidentiality, integrity, or availability [63].

2.8.1 Software Defects

Software defect is a generic term used to refer to unintended flaws in a program that
causes it to behave incorrectly such as giving a wrong output. Defects are usually loosely
referred to as bugs, errors or faults [64]. A defectis notnecessarily or automatically a security
issue unlike vulnerabilities which are mainly security risks. However, if uncorrected, defects

could serve as starting points for weaknesses that lead to vulnerabilities.

2.8.2 Reporting Frameworks for Software Vulnerabilities
There are various standard vulnerability reporting frameworks that are used across

the world. These include: Common Weakness Enumeration (CWE) [62], Common
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Vulnerabilities and Exposures (CVE) [65], Open Worldwide Application Security Project
(OWAPS) Top 10 [3], and the Common Vulnerabilities Scoring System (CVSS) [66].

2.8.3 Common Weakness Enumeration (CWE)

CWE provides a uniform measuring technique both for software security analysis tools
as well as a generic baseline to identify weaknesses and their mitigation procedures. CWE
contains thousands of identified software weaknesses. Each weakness is assigned a unique

numeric identifier (ID) which contains specific information about the weaknesses. Table

2.4 shows the CWE Weaknesses (CWE-ID) for 2023.

Table 2.4: 2023 CWE Weaknesses for 2023 [41].

CWE-ID | Name Rank
CWE-787 | Out-of-bounds Write 1
CWE-79 | Cross-site Scripting 2
CWE-89 | SQL Injection 3
CWE-416 | Use After Free 3

CWE-20 | Improper Input Validation | 4

CWE-125 | Out-of-bounds Read 5

CWE-78 | OS Command Injection 6

2.8.4 Common Vulnerabilities and Exposures (CVE)

CVE is a standard security database of known cybersecurity vulnerabilities and
exposures [67]. CVE provide standard names, identification numbers and other parameters
for identifying known vulnerabilities. This makes it faster and easier for IT security

professionals to track them and collaborate with others.
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2.8.5 Open Worldwide Application Security Project (OWAPS)

OWAPS Top 10 is a continually updated list of top 10 web application security risks
maintained by an online IT and research community called OWAPS [3]. Table 2.5 shows

the list of the top 10 critical web application security risk and vulnerabilities [3].

Table 2.5: OWAPS Top 10 List [3].

Rank | ID Name

1 A01:2021 | Broken Access Control

2 A02:2021 | Cryptographic Failures

3 A03:2021 | Injection

4 A04:2021 | Insecure Design

5 A05:2021 | Security Misconfiguration

6 A06:2021 | Vulnerable and Outdated Components

7 AQ07:2021 | Identification and Authentication Failures

8 A08:2021 | Software and Data Integrity Failures

9 A09:2021 | Security Logging and Monitoring Failures

10 A10:2021 | Server-Side Request Forgery (SSRF)

2.8.6 Common Vulnerabilities Scoring System (CVSS)

Common Vulnerabilities Scoring System (CVSS) is a standard metric used to
qualitatively measure the severity of vulnerabilities [4]. CVSS provides a uniform, consistent
and accurate measurement of vulnerability severities across organizations, industries and
governments, thereby enabling them to prioritize remediation activities based on the severity
of the vulnerability. There are five vulnerability severity ratings (none, low, medium, high,

and critical) with their corresponding severity score range as shown in Table 2.6. The higher
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the severity score range of a particular vulnerability, the higher the severity rating of that

vulnerability.

Table 2.6: CVSS Severity Rating Scale [4].

Rating | Severity Score Range

None 0.0

Low 0.1-3.9

Medium | 4.0-6.9

High | 7.0-8.9

Critical | 9.0-10.0

2.9 LVDAndro Dataset

The LVDAndro dataset we used in our study contains some of the standard vulnerability
reporting metrics including CWE, CVSS and OWAPS (detailed in sections 2.8.3, 2.8.5 and
2.8.6).

2.9.1 Data Fields in the LVDAndro Dataset

The LVDAndro dataset contains several data fields as shown in Table 2.7. The most
important fields required for training a model for our classification task are the processed
code and the vulnerability status fields. The processed code field is derived from the
code field (raw source code samples) after performing data cleaning. Data cleaning
includes identification, correction or removal of duplicates, missing values and other data

inconsistencies.
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Table 2.7: Data fields in the LVDAndro dataset [5].

Field Meaning

Index Numeric identifier generated automatically
Type Vulnerability type

Pattern Vulnerable code pattern

Code Unprocessed source code

Severity Vulnerability severity

CVSS Common Vulnerability Scoring System
CWE_ID Common Weakness Enumeration ID
CWE_Desc Common Weakness Enumeration Description

OWASP _Mobile

OWAPS for mobile security threats.

OWAPS_MASVS

OWAPS for Mobile Security Verification Standards

Reference

Reference URL for the CWE vulnerability

Processed_Code

Pre-processed source code

Vulnerability Status

Safe code (0), Unsafe code (1)

2.9.2 CWE-IDs of the Dataset

Several CWE-IDs are available in the LVDAndro dataset. CWE-ID was explained earlier
in section 2.8.3. The CWE-IDs assist in identifying the type of security weaknesses based
on MITRE Corporation’s standard and the open-source community guidance. Table 2.8

lists some of these CWE-IDs and their description.

Table 2.8: Examples of CWE-IDs in the LVDAndro dataset [5].

CWE-ID | Description

CWE-926 | Improper exploit of Android application components
CWE-327 | Use of broken or risky cryptographic algorithm

CWE-200 | Exposure of sensitive information to an unauthorized actor
CWE-299 | Improper check for certificate revocation

CWE-312 | Cleartext storage of sensitive information

CWE-532 | Insertion of sensitive information into log file

CWE-921 | Storage of sensitive data in a mechanism without access control
CWE-749 | Exposed dangerous method or function
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2.9.3 Examples of Vulnerable Code Samples

Some examples of vulnerable code samples based on their standard CWE-IDs (available

in the LVDAndro dataset) are as follows:

1. CWE-327 (Use of Broken or Risky Cryptographic Algorithm) [68].

The following code is vulnerable due to its use of risky encryption algorithm called

the Data Encryption Standard (DES).

Cipher des = Cipher.getInstance("DES...");

des.initEncrypt(key2);

2. CWE-532 (Insertion of Sensitive Information into Log File) [69].
The following code is vulnerable due to the inclusion of very sensitive personal

information such as a credit card number in the log file.

logger.info("Username: " + usernme + ", CCN: " + ccn);

3. CWE-749 (Exposed Dangerous Method or Function) [70].

The following code is vulnerable because a critical database operation (DROP) is
written inside a Java method that is already declared public. This sensitive operation

is supposed to be restricted and not exposed to every class in that application.

public void removeDatabase(String databaseName) {try
{ Statement stmt = conn.createStatement();
stmt.execute ("DROP DATABASE " + databaseName) ;

} catch (SQLException ex) {...}

}
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2.10 Related Work

Due to the unique ability of LLMs to understand the contextual, semantic and syntactic
inter-relationships in source code, various research projects have explored how these models
could be optimized to perform various static analysis tasks on code.

Pan et al. explored the use of CodeBERT in 2021 for the prediction of software defects
using standard metrics such as naturalness, size and complexity [66]. However, Pan’s study
was not focused on software security or vulnerabilities detection.

Huang et al. carried out a study in 2022 on the detection of vulnerabilities in C/C++
source code using natural language-based BERT models including ROBERTa, DistillBERT
and MobileBERT and recommended the use of more real-world datasets to improve the
effectiveness of the models [19]. Moreover, this study by Huang’s team adopted only
natural language-based models and C/C++ datasets.

In 2019, Zhou et al. developed a graph neural network-based model called Devign
for software vulnerabilities detection by training the model on manually curated datasets
which were obtained from large-scale open-source C projects [71]. However, this model
lacked transformers in its architecture which limited the models’ contextual and semantic
understanding of source code.

In 2023, Senanayake et al. explored the use of conventional ML models such as Support
Vector Classifier (SVC), Random Forest (RF) and Multilayer Perceptron (MLP) as proof of
concept for the detection of Android vulnerabilities [S]. Senanayake et al. also produced
a dataset called LVDAndro from thousands of Android applications for training ML/DL
models. A limitation in this work was their use of conventional ML models which cannot

be optimized for language (text) processing or code understanding.
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Chapter 3

Methodology

3.1 Methodology

This chapter is divided into three main sections. In the first section, we discuss the
infrastructure, computation resources and libraries used in the implementation of the
project. In the second section we focus on dataset related activities including dataset
acquisition, dataset preparation and various dataset preprocessing stages necessary for
ensuring optimal training of the selected model. In the third section, we discuss the selected
models, and the strategies used in re-training (fine-tuning) them for the downstream task
of code vulnerabilities detection via binary classification. The high-level flow chart of
the implementation is shown in Figure 3.1. In order to have access to state-of-the-art
computational resources such as high-performance GPUs and storage, Google Colab [72]
was adopted for the implementation of the project. Overall, the design is subdivided into
the infrastructure provisioning, data acquisition, data preparation, model selection, model

fine-tuning, model inference and model evaluation phases.
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Figure 3.1: Implementation flow chart.
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3.2 Infrastructure Provisioning

In order to take advantage of the high-performance computing infrastructure and storage
necessary for implementing the project, two Google cloud services were adopted. These are
Google Colab, Google Drive [73] and Hugging Face [74]. Google Colab is a cloud-based
Jupyter [3] notebook service, while Google Drive is a file storage service where the datasets

used in the project were stored. Hugging Face is a cloud service for LLM training.

3.2.1 Computation Resources

The hardware accelerator used in the project is the A100 Graphic Processing Unit (GPU)
provided via the paid subscription platform of Google Colab. The A100 GPU is a Tensor
Core GPU developed by NVIDIA [75]. This GPU uses the NVIDIA Ampere Architecture
providing about 20 times performance improvement over previous GPUs. It also has a fast
memory bandwidth of over 2 terabytes per second. This gives the GPU the capability of

running the huge datasets and models [75].
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3.2.2 ML/DL Libraries and Frameworks

Several data analysis and ML/DL libraries were used in the project. These include:
Pandas [76], Mathplotlib [77] and scikit-learn [78]. Pandas was used to perform various
exploratory data analysis, data cleaning and data cleaning tasks on the datasets. Mathplotlib
was used in performing data visualization on the datasets such as plotting graphs. scikit-learn
and Hugging Face were used for performing the deep learning tasks on the models and

datasets.

3.3 Dataset Acquisition and Overview

The recently released LVDAndro dataset was acquired for training the selected models
[5]. This dataset contains real-life Android source codes curated by scanning more than
15,000 apps and classifying the results into safe or vulnerable based on the Common
Weakness Enumeration. Android OS and applications are generally developed using a
combination of several languages including Java, C and C++ [79]. However, in 2017 another
programming language called Kotlin which compiles to Java bytecode was announced by
Google as its official programming language for Android [80]. The LVDAndro dataset
contains more than 2 million unique code samples which are provided for open-source
usage on GitHub by the curator and publisher [S]. Figure 3.2 shows how the LVDAndro
dataset was synthesized by Senanayake et al. [5]. It involves scraping of Android APK
(Application Package) and source files from various repositories, scanning and annotating
them with Android vulnerability scanners (Mobile Security Framework (MobSF) [81] and
Quick Android Review Kit [82]), and finally aggregating them into a dataset of safe and
vulnerable code. We believe the reason Senanayake er al. used two separate Android
vulnerability scanners during the dataset preparation rather than one was to reduce the
margin for errors because no single scanner is 100% perfect. By training our code LLMs
on the LVDAndro datasets, the model should be able to learn the vulnerability detection

capabilities of these scanners.
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Figure 3.2: How LVDAndro dataset was created [5].

Overview of Scanners used in producing LVDAndro dataset

MobSF and QARK are the two vulnerabilities scanning tools originally used in producing

the LVDAndro datasets [5].

MobSF is an open-source automated vulnerabilities scanner for mobile apps including
Android and i0S [83]. According to [84], MobSF is one of the security assessment
tools recommended by the OWAPS Mobile Security Testing Guide [83]. MobSF uses
static and dynamic analysis for the identification of vulnerabilities. Static analysis
involves examination of a code without executing it [85]. Dynamic analysis focuses
on the behaviour of the software during runtime. MobSF also ranks the identified

vulnerabilities based on the severity levels [84].

QARK is a vulnerabilities scanner that uses static code analysis technique to identify
vulnerabilities in Android applications. According to [86], the interpretation of QARK
findings is more difficult for users that are not familiar with Android application
development platform [86]. Based on the study conducted by [6], a comparison of

the performance of MobSF and QARK is shown in Table 3.1.
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Table 3.1: Co

mparison of MobSF and QARK vulnerabilities detection performance [6].

Metrics  MobSF QARK
Accuracy 091 0.89
Precision  0.93 0.92
Recall 0.95 0.93
F1 0.94 0.92

3.3.2 Dataset Composition

The LVDAnNdro dataset consists of three main datasets: Dataset 1, Dataset 2, and Dataset

3. We have maintained the same names for our adopted datasets and subdatasets to ensure

consistency with their original names and to easily compare our model’s performance

with theirs. Datasets 1 and 2 are further sub-divided into QARK, MobSF and Combined

subdatasets based on the scanning method that was used in synthesizing and annotating

them. Figure 3

Subdatasets <

.3 shows the composition of the LVDAndro dataset.
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Figure 3.3: LVDAndro dataset composition [5].
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The Combined dataset was produced from both the QARK and MobSF scanner. Each
subdataset is further divided into three smaller subdatasets APK, Source files and All (APK
and Source). The APK subdatasets contain compiled Android installation files, the Source
subdatasets contain Android source code, and the All subdatasets contain both [5]. All
of the subdatasets contain various types of Android vulnerabilities which will enable our
selected models to learn a wide variety of vulnerabilities.

Dataset 1 consists of 511 Android apps from all of the major open-source APK and
Android projects in FossDroid repository [5]. Dataset 2 consists of 5,503 open Android
APK and Android projects in the FossDroid app repository across 17 project categories,
including the internet, systems, games, and multimedia [5]. Dataset 3 consists of 15,021
Android APK from three major repositories including FossDroid, AndroVul and Android.

Dataset 3 is composed of only APK Combined subdatasets [5].

3.4 Data Preparation

We performed various data preparation activities to ensure the LVDAndro dataset is
well suited for training our models. These data preparation activities are explained in the

following sections.

3.4.1 Exploratory Data Analysis

The first step in the data preparation phase involves exploratory data analysis where
Pandas functions were used to read the dataset from CSV format into a data frame in
memory. The data was stored as data frames to allow the presentation of the data in tabular
rows and columns. Various Pandas functions such as head, tail, shape, describe, column,
nunique, and value counts were used in exploring the dataset further to extract preliminary

information about its structure and composition.
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3.4.2 Data Cleaning

The second task in the data preparation phase is the data cleaning. This is typically
necessary for removing inaccuracies, errors, incomplete data or empty rows in the dataset.
Rows with missing values and unnecessary columns were removed appropriately. Data
cleaning generally helps in mitigating undesirable conditions such as overfitting and
underfitting [87]. Overfitting is an undesirable condition in which models perform very well
on training data but poorly on unseen data such as test data [87]. Conversely, underfitting is

the situation where the model performs poorly on both the training and unseen data [87].

3.4.3 Data Balancing

Another vital step in the data preparation process is the data balancing. This is used
for addressing cases of class imbalance in machine learning and deep learning. Class
imbalance is common in most software vulnerability datasets because the majority class
(safe code) typically has a higher proportion than the vulnerable code. This is because
a standard or good quality software application is expected to have fewer vulnerabilities,
bugs or weaknesses in real life environments. Consequently, each of the subdatasets in the
LVDAndro dataset contains a significantly higher proportion of safe Android code samples
(labelled as 0) than vulnerable code (labelled as 1). This is shown in Figure 3.4 where one
of the subdatasets in the LVDAndro contains more than 5,000,000 safe code samples but
just 61,241 vulnerable code samples.

Class imbalance in datasets can lead to inaccuracies, bias or poor generalization in the
performance of any machine learning or deep learning model [88]. To avoid this, data
balancing was performed once on each of the subdatasets in the LVDAndro dataset. Data
balancing was also performed in the previous study [5]. We used a standard technique
called random undersampling [89]. This technique involves matching the minority class by
randomly deleting rows from the majority class. Afterwards, both the majority class and

the minority class have a balanced data proportion in each subdataset. An advantage of this
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Figure 3.4: Proportion of Android safe code (0) and vulnerable code (1).

approach is that the size and data of the minority class (vulnerable code samples) always
remain the same even if random undersampling is performed multiple times. This is vital
because vulnerable code samples are the main target of our models. Figure 3.5 shows the
outcome of the data balancing via random undersampling. Both the majority and minority
class now have equal proportion. Table 3.2 shows the outcome after data balancing has been

performed on each of the imbalanced subdatasets of the LVDAndro dataset.
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Figure 3.5: Balanced proportion of Android safe (0) and vulnerable samples (1).
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Table 3.2: Proportion of safe and vulnerable code samples before and after data balancing.

Before Data Balancing After Data Balancing
DATASET 1 Safe Vul Total Safe Vul Total
APK QARK 2754233 | 22594 | 2776827 | 22594 | 22594 | 45188
Source QARK 589317 5745 595062 5745 5745 11490
All QARK 3310569 | 28141 | 3338710 | 28141 | 28141 | 56282
APK MobSF 1875229 | 28221 | 1903450 | 28221 | 28221 | 56442
Source MobSF 609594 10916 | 620510 10916 | 10916 | 21832
All MobSF 2411087 | 37916 | 2449003 | 37916 | 37916 | 75832

APK Combined | 4441089 | 49853 | 4490942 | 49853 | 49853 | 99706

Source Combined | 847721 12738 | 860459 12738 | 12738 | 25476

All Combined 5201348 | 61241 | 5262589 | 61241 | 61241 | 122482
TOTAL 22040187 | 257365 | 22297552 | 257365 | 257365 | 514730
DATASET 2
APK Combined 12228925 | 127366 | 12356291 | 127366 | 127366 | 254732
Source Combined | 4324827 | 52286 | 4377113 | 52286 | 52286 | 104572
All Combined 14481215 | 162649 | 14643864 | 162649 | 162649 | 325298
TOTAL 31034967 | 342301 | 31377268 | 342301 | 342301 | 684602
DATASET 3
APK Combined 15279029 | 191949 | 15470978 | 191949 | 191949 | 383898

3.5 Data Conversion to Hugging Face format

The LVDAndro dataset was originally provided in a CSV format which cannot be used
directly for training with Hugging Face LLMs. Hence, the dataset library within Hugging
Face was used to load and convert each of the subdatasets of the LVDAndro dataset into the

standard dataset dictionary format of Hugging Face by using the load dataset method.

3.6 Dataset Splitting

Each of the subdatasets in the LVDAndro dataset was split once into training, test and
validation data by using a 60:20:20 ratio respectively [5, 90]. The training data is used for
training the model by adjusting its weights and biases to minimize loss. The validation

data is used for adjusting the model’s hyperparameters, guides its performance and prevent
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overfitting. The testing data is used to test the performance of the trained model on unseen
data. The division of the dataset into different sections helps to ensure that the selected
models are not trained on the same data points which could lead to bias, overfitting or other

inaccuracies.

3.7 Data Tokenization

Similar to Natural Language Processing, the Android source code datasets cannot be
used directly in their raw text formats in training the code LLMs. Hence, they were
converted into suitable tokens and numeric IDs by using the Hugging Face Autolokenizer
class and model checkpoint. A checkpoint is a saved snapshot of a specific model type and
state during its initial pre-training by its developer [74]. A checkpoint typically contains
unique parameters such as weights and logs which allow other users to utilize the model
for fine-tuning later. Since some models may have several versions, a checkpoint is used to
identify different versions available for pre-training [74]. The checkpoints that we used for
CodeBERT and GraphCodeBERT in this study are codebert-base and graphcodebert-base
respectively. Both models were developed by Microsoft [11]. Similarly, bert-base-uncased
is the official checkpoint of the BERT version that was selected for our experiment [74].

The output of the tokenization is automatically stored in PyTorch tensor format.

3.8 Model Selection

Two code-based LLMs (CodeBERT and GraphCodeBERT) and one natural language
LLM (BERT) were selected for the experiments. Unlike the previous work that adopted three
classical ML models (SVC, RF and MLP) [5], we chose CodeBERT and GraphCodeBERT

for the following reasons:

* Both CodeBERT and GraphCodeBERT are transformer-based models. Hence, we

hypothesize that both models will comprehend the syntax and semantics in text-based
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data (such as source code) better than classical ML models. This is enabled by their

attention mechanism explained earlier in section 2.4.3.

* Both CodeBERT and GraphCodeBERT were pre-trained on source code from six
programming languages and thus possess a general understanding of structure for

these languages.

3.9 Model Re-training (Fine-tuning)

As described in Chapter 2, the selected code-based LLMs (CodeBERT,
GraphCodeBERT) have already been trained on source code from six programming
languages (Go, Java, JavaScript, PHP, Python and Ruby) by their developers. The
computational cost and other technical resources required to train another LLM from
scratch would have made it impossible to achieve within the scope of this work. Thus,
the typical standard in most LLM-based projects is to retrain the models on a smaller dataset
optimized for a particular domain. In this work, the datasets for retraining are the Android
datasets containing both the safe and vulnerable code samples. This process of re-training
a model for a specialized task in a supervised manner is called fine-tuning. Figure 3.6
and Figure 3.7 show a high-level description of the fine-tuning process for CodeBERT and
GraphCodeBERT respectively.

Trained CLLM Model

CodeBERT Android Vulnerabilities
Java Java
Python Python
JavaScript JavaScript
PHP PHP
LLM (ROBERTa) Ruby Ruby
Go Go
Human language Natural language Natural language
(English) > —l
Wikipedia
Book Somus RoBERTa RoBERTa

Figure 3.6: Fine-tuning CodeBERT with Android source code datasets.
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Trained CLLM Model

GraphCodeBERT Android Vulnerabilities
Java Java
Python Python
JavaScript JavaScript
PHP PHP
Ruby Ruby
Go Go
LLM (ROBERTa)
Graph data flow Graph data flow
H I '
ur';;:;;;?‘?age Natural language Natural language
Wikipedia
Book Corpus RoBERTa RoBERTa

Figure 3.7: Fine-tuning GraphCodeBERT with Android source code datasets.

3.9.1 Trainer Class

A special class called Trainer in the Hugging Face library was used to perform the
fine-tuning of the code LLMs for this task. It is an Application Programming Interface
(API) that is available in the Hugging Face library to simplify the training, evaluation and
saving of the transformer models used during fine-tuning. The trainer class uses PyTorch in
the backend for its processing [74]. The trainer class accepts the parameters in Table 3.3 as

input for fine-tuning of CodeBERT, GraphCodeBERT and BERT.
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Table 3.3: Parameters for fine-tuning CodeBERT, GraphCodeBERT and BERT.

Type Parameter

AutoTokenizer from pre-trained CodeBERT
Tokenizer AutoTokenizer from pre-trained GraphCodeBERT

AutoTokenizer from pre-trained BERT

Microsoft/codebert-base
Model Checkpoint Microsoft/graphcodebert-base

Microsoft/bert-base-uncased

Training dataset Tokenized training dataset
Validation dataset Tokenized validation dataset
Test dataset Tokenized validation dataset
Computation metrics Compute metrics

These parameters are described below:

* Model Checkpoint: A model checkpoint in the Hugging Face library represents the
particular LLM model version that is used to perform the fine-tuning task. This is

explained in detail in Section 3.7.

* Tokenizer: Tokenizer is a function in the Hugging Face library that performs two
processing steps. It first converts the raw text into tokens before converting those
tokens into numerical IDs that represent information in the model’s vocabulary.
There are several types of tokenizers, but the selection of each depends on the type
of model being used for a fine-tuning task. In this study, we used the AutoTokenizer
which automatically selects the appropriate tokenizer for each of our models
(RoBERTaTokenizer for CodeBERT and GraphCodeBERT and BERTTokenizer for
BERT). [74].
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* Training Arguments: The training arguments are discussed in Subsection 3.9.2.

* Tokenized Training Dataset: This is the subset of the tokenized dataset used for

training purposes.

¢ Tokenized Validation Dataset: This is the subset of the tokenized dataset that is

used for validation purposes.

* Tokenized Testing Dataset: This is the subset of the tokenized dataset that is used

for testing purposes.

* Compute Metrics: These are discussed in Section 3.11 (e.g. accuracy, precision,

recall, and F1).

3.9.2 Training Arguments
The fine-tuning of CodeBERT, GraphCodeBERT and BERT was performed using the

standard training arguments shown in Table 3.4.

Table 3.4: Training arguments for fine-tuning CodeBERT, GraphCodeBERT and BERT.

Type Actual Description
Output directory Training directory
These are standard values
Evaluation strategy Epoch
typically used in
Number of training epochs 4

Hugging Face for fine-tuning

Per device training batch size | 16
these models.

Per device eval batch size 64

* Output Directory: The output directory represents the path to the directory where the
training outputs are saved. The outputs include the training logs, model checkpoints

and other vital information [74].
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* Evaluation Strategy: Evaluation strategy is a technique used to control how often
evaluation is performed during fine-tuning. For instance, when the evaluation strategy
is epoch, evaluation will be done at the end of each epoch. An epoch is a complete
pass through the entire training dataset by the model during the training. Evaluation
is crucial during fine-tuning because it helps to measure the performance of the model

with unseen data [74].

* Number of Training Epochs: This is an integer number that determines the number

of epochs that will be executed by the model [74].

* Per Device Training Batch Size: Per device training batch size is used to
determine the number of training samples from the dataset that would be processed

simultaneously in the processing unit (GPU or CPU) during each training step [74].

¢ Per Device Eval Batch Size: Per device eval batch size is used to determine the

number of evaluation samples [74].

3.10 Model Prediction Task

The goal of using the selected models is to perform the task of differentiating vulnerable
code from safe code. This is the model prediction task. Predictions can be safe code (0) or
vulnerable (1). After fine-tuning CodeBERT, GraphCodeBERT and BERT models with the
tokenized training and validation datasets, we used each of our trained models to perform

vulnerability prediction on the unseen (test) data.

3.11 Model Evaluation

To evaluate the performance of the trained code LLMs, four standard metrics were used:
accuracy, precision, recall and F1 [91]. The compute metrics function in the Hugging Face
library was used to calculate each of these metrics [74]. Accuracy is used to determine

the proportion of predictions that were correct out of all the predictions performed by the

47



3.11. MODEL EVALUATION

model [40]. Both true correct positives and true negatives are vital in the calculation of
the metrics as shown in Equation 3.1, Equation 3.2, and Equation 3.3. True positives are
predictions of 1 that are correct while false positives are predictions of 1 that should be
0. Similarly, true negatives are predictions of O that are correct while false negatives are

predictions of O that should be 1.

True Positive + True Negative

Accuracy = — — - .
Y True Positive + False Positive + True Negative + False Negative

(3.1)

Precision measures the proportion of a model’s positive classifications that are true

positives [40].

o True Positive
Precision = — — (3.2)
True Positive + False Positive

Recall is used to measure the proportion of the correct predictions out of all the actual

true predictions [40].

True Positive
Recall = — - (3.3)
True Positive + False Negative

F1 combines both precision and recall as a harmonic mean [40].

3 2 * Precision * Recall

Fl = (3.4)

Precision + Recall

Figure 3.8 shows a screenshot of one of our model’s output during training.
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° Run data is saved locally in /content/wandb/run-28256182_643654-qdidbhg5

~— Syncing run training_dir to Weights & Biases (docs)

2 View project at https://wandb.al/oladokunbox-university-of-lethbridge/huggingface
View run at hitps://wandb.ai/oladokunbox-university-of-lethbridge/hugqingface/runs/qdidbhgs
I (24500124500 2:15:18, Epoch 4/4]

Epoch Training Loss Validation Loss Accuracy Recall Precision F1

1 0.133700 0.136576 0.963096 0961920 0.964431 0.963174
2 0.113200 0.128921 0.965954 0969406 0962981 0.966183
3 0.099100 0.130139 0970771 0971196 0970564 0.970880
4 0.070700 0.127983 0971179 0974288 0.968457 0.971364

TrainOutput(global_step=24500, training_loss=0.11136889711067044, metrics={'train_runt
41.657, 'train_steps_per second': 2.604, 'total flos': 1.831237470377984e+17, "train_l

Figure 3.8: Fine-tuning selected code LLMs with Android source code datasets.
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Chapter 4

Experiments and Results

In this chapter, we present the various experiments and their outcomes. These experiments
are divided into three main sections: Experiment 1, Experiment 2 and Experiment 3.
As mentioned earlier in Chapter 3, there are three main datasets (Dataset 1, Dataset 2,
and Dataset 3) used in this study. Dataset 1 contains nine subdatasets. These are APK
QARK, Source QARK, All QARK, APK MobSF, Source MobSF, ALL MobSF, APK
Combined, Source Combined and All Combined. Dataset 2 comprises three subdatasets.
These are APK Combined, Source Combined, and All Combined. Dataset 3 contains one
subdataset called APK Combined. The subdatasets have similar names based on the manual
vulnerability scanning tools used in preparing and annotating them by the dataset creator
[S], but they differ in sizes and in the type of Android software repositories from which
they were prepared [5]. These datasets of Android code samples were used to train the
selected LLMs for code vulnerability detection through binary classification where a safe
code sample is classified as 0 and vulnerable code as 1.

Since these models were originally trained on much larger datasets of six programming
languages, we aim to extend their generic understanding of programming languages to the
related task of comprehending specifically Android source code. This process of enabling
a pre-trained model to transfer some aspects of their general “knowledge” to a specific but
related area is the transfer learning earlier mentioned in Subsection 2.7.5. To optimize the
models for the detection of vulnerabilities in Android source code, we further trained the

selected models on a labelled dataset of safe and vulnerable Android code. This is the

50



4.1. MODEL TRAINING, VALIDATION AND TESTING

supervised fine-tuning process. In this way, the pre-trained models are optimized through
their transformer attention mechanism to learn the unique patterns (syntax, semantics or
structure) associated with the safe and vulnerable code samples.

Unlike the previous work [5] which used only two metrics (accuracy and F1), we used
four standard metrics (accuracy, recall, precision and F1) across the three experiments to
quantitatively measure the performances of the code LLM models. Since F1 is a harmonic
average of precision and recall, obtaining precision and recall separately helps to get a
more comprehensive result for the model’s performance. The results of the fine-tuned
LLM models (CodeBERT and GraphCodeBERT) in the vulnerabilities detection tasks were
compared with the AutoML models (Random Forest — RF, Support Vector Classifier — SVC

and Multi-layer Perceptron -MLP) used in the previous study.

4.1 Model Training, Validation and Testing

In the three experiments, each of the subdatasets were split into training, validation and
testing datasets. We used a split ratio of 60:20:20 on each of the subdatasets to obtain
60% training, 20% validation and 20% test data sets. The training datasets were used in
fine-tuning the pre-trained LLLMs to adjust its parameters (neural weights and biases) for the
required downstream binary classification task (vulnerability detection) through supervised
learning. This was achieved by comparing the result of the code LLM’s prediction with
the target and correspondingly adjusting its parameters automatically during the training
process to produce a trained model for vulnerability detection. The validation dataset
was used to evaluate the performance of the code LLM during each epoch of the training
process to prevent overfitting and underfitting. An overly complex model and inadequate
training data can cause overfitting [87]. Overly complex models are associated with bias
and variance problems and can be caused by the use of incorrect training parameters such
as learning rate, regularization and drop-out [92]. Underfitting can be caused by factors

including using an overly simple model, poor training data or poor parameter tuning [87].
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An overly simple model may lack adequate parameters, neurons, proper architecture or
algorithms necessary for capturing complex patterns in the data during training. We used
the test dataset to measure the performance (generalization) of the trained code LLM on
unseen data. To prevent overfitting and underfitting, the hyperparameter must be optimal in
the training arguments before the model fine-tuning begins. We utilized the training class in
the Hugging Face library to load the code LLM model, training arguments, training datasets,
validation datasets, tokenizer and metrics into Google Colab notebook to achieve the entire

fine-tuning workflow in each of the experiments.

4.2 Experiment 1

In Experiment 1, the nine subdatasets in Dataset 1 were used in fine-tuning the two
selected code LLMs (CodeBERT and GraphCodeBERT) and one natural language LLM
(BERT). The reason for the inclusion of BERT was to discover how a LLM which was
originally trained on natural language only would perform in vulnerabilities detection after
fine-tuning on datasets consisting of Android code. We found that the three LL.Ms performed
well in the detection of vulnerabilities across the nine subdatasets. Based on the four metrics
used in Experiment 1, the highest recorded performances (0.992 accuracy, 0.995 recall, 0.989
precision, 0.992 F1) exceeds the best performances of the previous work (0.92 accuracy,

0.99 F1) [S]. We discuss each model’s performances in the following subsections.

4.2.1 Performance of CodeBERT

The performance of CodeBERT on vulnerabilities detection across each of the nine
subdatasets in Dataset 1 is shown in Table 4.1. In the APK QARK, Source QARK and
All QARK subdatasets, the lowest and highest accuracy are 0.950 and 0.961 respectively
while the recall ranges between 0.958 and 0.966. The lowest and highest precision are

0.944 and 0.960 respectively. Similarly, the F1 also ranges between 0.951 and 0.962. In the
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MobSF subdatasets, the model recorded the highest performance of three experiments. The
accuracy, recall, precision and recall ranges between 0.989 and 0.992.

However, in the combined subdatasets, the accuracy dropped slightly to 0.974 while the
recall varies between 0.973 and 0.980. Similarly, the precision ranges between 0.962 and
0.968 while the F1 ranges between 0.968 and 0.974. Overall, the general performance of
CodeBERT as shown in Table 4.1 is better than the performance of all of the ML models
(RF, SVC and MLP) used in the previous study [5] as shown in Table 4.2. For instance, the
lowest recorded accuracy and F1 are 0.95 and 0.95 respectively for CodeBERT unlike the
ML models (RF, SVC) which had 0.90 for accuracy and 0.90 for recall.

Table 4.1: Performance of CodeBERT on Android vulnerabilities detection in Dataset 1.

Dataset 1 CodeBERT Binary Classification

Subdataset Name Size (MB) Accuracy Recall Precision F1

APK QARK 305.3 0.961 0.966 0.957 0.962
Source QARK 70.5 0.950 0.958 0.944  0.951
All QARK 373.5 0.962 0.963 0.960  0.962
APK MobSF 242.4 0.993 0.996 0.989 0.992
Source MobSF 77.3 0.983 0.984 0.982 0.983
All MobSF 312.1 0.992 0.995 0.989 0.992
APK Combined 558.9 0.974 0.980 0.968 0.974
Source Combined 111.1 0.967 0.973 0.962  0.968
All Combined 661.1 0.973 0.980 0.967 0.973
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Table 4.2: Performance of AutoML with Dataset 1 in previous study [5].

Dataset 1 AutoML Binary Classification

Subdataset Name Accuracy F1 Top Classifier

APK QARK 0.91 0.90 RF
Source QARK 0.91 0.90 RF
All QARK 0.91 0.90 MLP
APK MobSF 0.91 0.90 RF
Source MobSF 0.91 0.90 SVC
All MobSF 0.91 0.90 MLP
APK Combined 0.92 0.91 MLP
Source Combined 0.92 0.90 MLP
All Combined 0.92 0.90 MLP

4.2.2 Performance of GraphCodeBERT

The second model we used in Experiment 1 across the nine subdatasets is
GraphCodeBERT. Its performance is presented in Table 4.3. In the QARK subdatasets
(APK QARK, Source QARK, and All QARK), the accuracy and F1 of the model ranges
between 0.960 and 0.966. The recall ranges between 0.957 and 0.972 while the precision
varies between 0.954 and 0.959. Similarly, in the MobSF subdatasets, the best results
were recorded with the All MobSF subdatasets where the accuracy and F1 were 0.990 each
while the recall and precision were 0.994 and 0.987 respectively. Regarding the Combined
subdatasets, the accuracy varies between 0.965 and 0.976 while the recall ranges between
0.966 and 0.981. Similarly, the precision ranges between 0.971 and 0.974 while the F1
varies between 0.965 and 0.976. Overall, the best performance of GraphCodeBERT in

Experiment 1 was recorded in the MobSF subdatasets while the worst performance was
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recorded in the QARK subdatasets. However, these are still better than the performance
(0.92 accuracy, 0.91 F1) of the AutoML models (RF, SVC and MLP) used in the previous
study [5] as shown in Table 4.2.

Table 4.3: Vulnerability detection performance of GraphCodeBERT with Dataset 1.

Dataset 1 GraphCodeBERT Binary Classification

Subdataset Name Size (MB) Accuracy Recall Precision F1

APK QARK 305.3 0.966 0.972 0.959 0.966
Source QARK 70.5 0.956 0.957 0.954 0.956
All QARK 373.5 0.960 0.966 0.955 0.96
APK MobSF 242.4 0.992 0.995 0.989 0.992
Source MobSF 77.3 0.983 0.987 0.979 0.983
All MobSF 312.1 0.990 0.994 0.987 0.990
APK Combined 558.9 0.976 0.981 0.971 0.976
Source Combined 111.1 0.965 0.966 0.964 0.965
All Combined 661.1 0.975 0.976 0.974 0.975

4.2.3 Performance of BERT

The third model used in Experiment 1 is BERT. Its performance is presented in Table
4.4. In the QARK subdatasets (APK QARK, Source QARK, and All QARK), the accuracy,
precision and F1 of the model ranges between 0.950 and 0.959 while the recall varies
between 0.943 and 0.959. However, in the Combined subdatasets, the accuracy ranges
between 0.965 and 0.971. The precision ranges between 0.966 and 0.973 while the recall
ranges between 0.63 and 0.970. Despite being a natural language-based LLM, BERT shows
a good performance which exceeds that of the AutoML models used in the previous study [5]
as shown in Table 4.2. Having confirmed that BERT can be optimized through fine-tuning

to perform the downstream task of vulnerability detection, it is excluded from the remaining
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two experiments (Experiment 2 and Experiment 3) where the main focus of our study is the

two code LLMs (CodeBERT and GraphCodeBERT).

Table 4.4: Vulnerability detection performance of BERT with Dataset 1.

Dataset 1 BERT Binary Classification

Subdataset Name Size (MB) Accuracy Recall Precision F1

APK QARK 305.3 0.959 0.955 0.963 0.959
Source QARK 70.5 0.950 0.943 0.953 0.948
All QARK 373.5 0.956 0.959 0.953 0.956
APK MobSF 242.4 0.992 0.995 0.989 0.992
Source MobSF 71.3 0.982 0.987 0.977 0.982
All MobSF 312.1 0.989 0.993 0.985 0.989
APK Combined 558.9 0.969 0.969 0.969 0.969
Source Combined 111.1 0.965 0.963 0.966 0.964
All Combined 661.1 0.971 0.970 0.973 0.971

4.3 Experiment 2

In Experiment 2, three subdatasets (APK Combined, Source Combined and All
Combined) from Dataset 2 were used in fine-tuning the two selected code LLMs. This
is to allow a common level of comparison with the previous study [5] where only these
three subdatasets were used in training the AutoML models. Generally, the two code LLMs
performed well in the detection of vulnerabilities across the three subdatasets. Based on the
four metrics used in Experiment 2, the highest recorded performances (0.98 accuracy, 0.97
recall, 0.98 precision, 0.98 F1) exceed the best performances of the AutoML model (RF)

used in the previous work (0.93 accuracy, 0.92 F1).
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4.3.1 Performance of CodeBERT

The performance of CodeBERT on vulnerabilities detection across each of the three
subdatasets (APK Combined, Source Combined and All Combined) in Dataset 2 are shown
in Table 4.5. In the APK Combined subdataset, 0.975 was recorded for the accuracy, recall
and F1 while the precision was 0.976. In the Source Combined subdataset, 0.970 was
recorded for the recall while 0.967 was recorded for accuracy and F1. The precision was
0.964. Finally, in the All Combined subdataset, 0.973 was recorded for accuracy, recall,
precision and F1. In summary, based on the highest recorded metric (0.975 for accuracy,
recall, F1, and 0.976 precision) CodeBERT outperformed the AutoML model (RF 0.93

accuracy, 0.92 F1) used in the previous [5] study as shown in Table 4.6.

Table 4.5: Vulnerability detection performance of CodeBERT with Dataset 2.

Dataset 2 CodeBERT Binary Classification

Subdataset Name Size (MB) Accuracy Recall Precision Fl1

APK Combined 1560.7 0.975 0.975 0.976 0.975
Source Combined 538.6 0.967 0.970 0.964 0.967
All Combined 1864.7 0.973 0.974 0.973 0.973

Table 4.6: Performance of AutoML with Dataset 2 in previous study [5].

Dataset 2 AutoML Binary Classification

Subdataset Name Accuracy F1 Top Classifier

APK Combined 0.93 0.92 RF
Source Combined 0.93 0.91 RF
All Combined 0.93 0.91 RF
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4.3.2 Performance of GraphCodeBERT

The performance of GraphCodeBERT on vulnerabilities detection across each of the
three subdatasets (APK Combined, Source Combined and All Combined) in Dataset 2
is shown in Table 4.7. In the APK Combined subdataset, we recorded 0.978 accuracy,
0.975 recall, 0.980 precision and 0.977 F1. In the Source Combined subdataset, 0.966 was
recorded for the accuracy and F1. Precision was 0.969 while the recall was 0.964. Finally,
in the All Combined subdataset, the 0.974 was recorded for accuracy and F1 while the
precision and recall were 0.976 and 0.973 respectively. In summary, based on the highest
recorded performance metric (0.978 accuracy, 0.975 recall, 0.980 precision and 0.977 F1),
CodeBERT exceeds the AutoML model (RF 0.93 accuracy, 0.92 F1) used in the previous

[5] study as shown in Table 4.6.

Table 4.7: Vulnerability detection performance of GraphCodeBERT with Dataset 2.

Dataset 2 GraphCodeBERT Binary Classification

Subdataset Name Size (MB) Accuracy Recall Precision F1

APK Combined 1560.7 0.978 0.975 0.980 0.977
Source Combined 538.6 0.966 0.964 0.969 0.966
All Combined 1864.7 0.974 0.973 0.976 0.974

4.4 Experiment 3

In Experiment 3, the APK Combined subdataset from Dataset 3 was used in fine-tuning
the two selected code LLMs (CodeBERT and GraphCodeBERT). This is the only subdataset
that was used in the previous work [5] and released to the public by the producer of the
dataset. Generally, the two code LLMs performed well in the detection of vulnerabilities
in Dataset 3. Based on the four metrics used in the experiment, the highest recorded
performances (0.966 accuracy, 0.960 recall, 0.972 precision, 0.966 F1) exceed the best

performances of the AutoML model (RF) used in the previous work (0.94 accuracy, 0.94
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F1). Note that while we report our metrics using three significant digits, the work in [5]

reported to only two significant digits.

4.4.1 Performance of CodeBERT

The performance of CodeBERT for the vulnerabilities detection task on Dataset 3 is
shown in Table 4.8. Overall, 0.966 was recorded for accuracy, 0.960 for recall, 0.972 for
precision and 0.966 F1. This result is again better than the performance of the AutoML

model (RF 0.94 accuracy, 0.94 F1) used in the previous study [5] as presented in Table 4.9.

Table 4.8: Vulnerability detection performance of CodeBERT with Dataset 3.

Dataset 3 CodeBERT Binary Classification

Subdataset Name Size (MB) Accuracy Recall Precision Fl1

APK Combined 2220.4 0.966 0.960 0.972 0.966

Table 4.9: Performance of AutoML with Dataset 3 in previous study [5].

Dataset 3 AutoML Binary Classification

Subdataset Name Accuracy F1 Top Classifier

APK Combined 0.94 0.94 RF
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4.4.2 Performance of GraphCodeBERT

The performance of GraphCodeBERT on the vulnerabilities detection task on Dataset
3 is shown in Table 4.10. 0.966 was recorded for the accuracy, 0.972 for precision, 0.959
for recall and 0.966 for F1. This result is better than the performance of the AutoML model

(RF 0.94 accuracy, 0.94 F1) used in the previous study [5] as shown in Table 4.9.

Table 4.10: Vulnerability detection performance of GraphCodeBERT with Dataset 3.

Dataset 3 GraphCodeBERT Binary Classification

Subdataset Name Size (MB) Accuracy Recall Precision F1

APK Combined 2220.4 0.966 0.959 0.972 0.966
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Chapter 5

Discussion

The research objectives (RO) that we set to achieve are:

* RO1: Determine the effectiveness of a LLM approach in software vulnerability

detection using Android source code as a case study.

* RO2: Find out the extent to which a LLM approach is better than the conventional

ML/DL approaches.

e RO3: Determine the extent to which code-based LLMs are better than natural

language-based LLMs in vulnerability detection.

* RO4: Ascertain whether pure code-based LLMs are better than graph-based code

LLMs for vulnerability detection.

* ROS: Collectively utilize the outcome of the study to recommend how code-based
LLMSs can be used to improve software security through the detection of vulnerabilities

in source code.

To achieve these, we conducted three experiments where we fine-tuned two pre-trained
code LLMs (CodeBERT and GraphCodeBERT) and one natural language LLM (BERT)
with nine different Android source code vulnerability datasets. Overall, all of the selected
LLMs performed better than the AutoML approach [5]. In discussing the performance of
the models, we will revisit the four metrics (accuracy, recall, precision, F1) presented earlier

in Chapter 3.

61



5.1. WHICH METRIC IS THE MOST IMPORTANT?

* Accuracy: Accuracy is usually used for preliminary assessment of the model’s
performance. Because of its simplicity, accuracy is easy to understand. Hence it can be
used to explain a model performance to non-technical people such as business leaders
and non-technical audience. Accuracy also makes more sense if the datasets utilized

in the experiments are already well balanced but not very useful if otherwise [93, 94].

* Precision: Precision focuses on the reduction of false positives. The fewer false
positives, the more precise the model. In vulnerability detection, because a false
positive implies wrongly identifying safe code as vulnerable code, low precision
could lead to waste of time and resources for the technical team. This is because
additional manual inspection or use of complementary scanning tools by subject
matter experts may be required to validate the result. Consequently, this could lead

to end users and developers losing confidence in a model.

* Recall: The goal of recall is to identify as many actual vulnerabilities as possible
in the entire code base. In other words, detection systems (models) with a good
recall must have very low false negatives. This is desirable because the consequences
of classifying a vulnerable sample as safe might be very costly. For instance, in a
vulnerability scanning and detection system used for protecting a city energy grid, if a
model wrongly classified vulnerable code as safe code, the presence of the vulnerable
code might adversely impact the normal operation of an energy grid system serving

millions of people if bad actors were to take advantage of the vulnerability.

* F1: F1 is recommended as a metric when there is a need to balance precision with
recall thereby ensuring a more reliable vulnerability detection model. In other words,
F1 is ideal in situations where the cost of wrongly identifying a safe code segment as

being vulnerable is as important as missing an actual vulnerable code sample.
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5.1 Which metric is the most important?

Which metric is most important depends on the context, use case or the situation where
the vulnerability detection model is deployed. For example, if the model is deployed to detect
vulnerabilities in a game played for fun by teenagers, low precision (high false positives)
may not be a significant concern. However, if the model is deployed to catch vulnerabilities
in mission critical software used in a satellite rocket, even a single false positive detection
might cause a launch to be suspended temporarily such that staff and resources are deployed
to investigate the mis-identified vulnerability. The time, effort and resources wasted to
scrutinize the false detection may be very expensive in this scenario. Similarly, with recall,
if the model is deployed to identify vulnerabilities in military software designed to monitor
incoming ballistic missiles from an enemy nation, a low recall (high false negative) implies
that a real vulnerability might be wrongly classified as safe. Consequently, this unseen
vulnerability might be used by threat actors to maliciously attack the normal operation of
the military application. In essence, recall is very important if the goal is to identify as many
actual vulnerabilities as possible existing in the software system because missing any could
be very costly or disastrous. However, the use of F1 helps to achieve a balanced trade-off for
both precision and recall. In the previous work [5], Senanayake ef al. used only two metrics
(accuracy, F1) to evaluate the performance of the classical machine learning models (SVM,
RF, MLP) in the detection of vulnerabilities. Senanayake et al. noted that minimizing both
false positives and false negatives is important in enhancing the performance of any machine
learning model but reducing false negatives is more critical in a vulnerability detection task
[4]. Other researchers including Schaad and Binder used three metrics (precision, recall

and F1) in their vulnerability detection model [5].

5.2 Why we used four metrics

In this study, we believe using all four metrics will give better insights regarding the

performances of the models. Because it is easier to understand, accuracy can be used to
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provide a high-level explanation of the model’s performance to a non-technical audience like
senior managers or customers. However, for a security analyst in charge of the deployment
and monitoring of a vulnerability detection model, recall, precision and F1 are crucial. A
model with very high recall implies that it will detect most of the vulnerabilities present
in a software system. Also, a model with very high precision will not produce many false
alerts (false positives) which could lead to wastage of resources. Furthermore, the inclusion
of F1 in our evaluation helps to provide a balanced assessment regarding which model
performs best in minimizing both false positives and false negatives (undetected actual

vulnerabilities).

5.3 Relationship between metrics and performance

Metrics are needed to quantitatively express the effectiveness of a model in the execution
of a task. The optimal performance is a reflection of two metrics (precision and recall)
because the harmonic mean of these two metrics determines the F1 [40]. Table 5.1 shows
a simple rubric we have derived to explain this concept. The table shows that regardless of
the accuracy values, our assessment of the performance of a vulnerability detection model
mainly relies on its F1 value, which in turn depends on the precision and recall. For instance,
if the accuracy is high but precision and recall are both low, the F1 will automatically be

low. In this case, we assess the overall performance of the model as poor.
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Table 5.1: Our description rubric of the relationship between metrics and performance.

Metrics Performance
Model | Accuracy | Precision | Recall | F1 Summary
A High Low Low Low Very Poor
B High Low High Medium | Fair
C High High Low Medium | Fair
D High High High High Excellent
G Low High High High Excellent
E Low High Low Medium | Fair
F Low High Low Medium | Fair
G Low Medium | Low Low Poor
H Low Low Medium | Low Poor
I Low Medium | Medium | Medium | Fair
K Low Low Low Low Worst

5.4 Discussing Metrics Variation of the Models

Having provided some insights into the desired performance of a vulnerability detection
model, we next discuss the model’s metrics variations across the different datasets and how

they compare with one another.

5.4.1 Discussing the Metrics Variation of CodeBERT (Observation 1)

In Experiment 1, CodeBERT was fine-tuned on nine subdatasets (APK QARK, Source
QARK, All QARK, APK MobSF, Source MobSF, ALL MobSF, APK Combined, Source
Combined and All Combined). As explained earlier in Subsection 3.3.2, these subdatasets
of Dataset 1 contain various Android source code samples already labelled as either safe
or vulnerable. Figure 5.1 shows CodeBERT’s metrics variation across the subdatasets in

Experiment 1.
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Figure 5.1: CodeBERT’s metrics variation with subdatasets of Dataset 1.

Observation 1a: When utilizing the QARK subdatasets, some interesting observations
were noted. First, the performance of the CodeBERT model was higher for the APK
QARK subdataset (0.961 accuracy, 0.966 recall, 0.957 precision, 0.962 F1) than the
Source QARK subdataset (0.950 accuracy, 0.958 recall, 0.944 precision, 0.951 F1). This
implies that CodeBERT was better in the detection of vulnerabilities in the compiled
version (non-human-readable) of the code (APK) than the source file (Source) which are
human-readable. However, the maximum metric variation between the APK QARK and

Source QARK was only 1.1%.

Observation 1b: We noted that the best for CodeBERT (0.993 accuracy, 0.996 recall, 0.989
precision, 0.992 F1) were recorded for the APK MobSF subdatasets. This also implies
that CodeBERT was better at detecting vulnerabilities in the compiled version of code
(APK) than source file. The maximum metric variations seen over the APK MobSF, Source
MobSF, and All MobSF subdataset was only 1.2%. However, we observed about 2% and
3% improvement in the metrics (F1) of CodeBERT in the MobSF subdataset compared to

the QARK subdataset.
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Observation 1c: Regarding the Combined subdataset, the performance of CodeBERT with
the APK Combined subdataset (0.974 accuracy, 0.980 recall, 0.968 precision, 0.974 F1) and
the All Combined subdataset (0.973 accuracy, 0.980 recall, 0.967 precision, 0.973 F1) were
very close but slightly better than with the Source Combined subdataset (0.967 accuracy,
0.973 recall, 0.962 precision, 0.968 F1). Nevertheless, compared to the QARK subdataset,

there was about 1% improvement in CodeBERT’s metrics with the Combined subdataset.

Summary: CodeBERT’s performance was highest with the MobSF subdataset (APK
MobSF, Source MobSF and All MobSF) and lowest with the APK subdataset (APK
QARK, Source QARK and All QARK). Overall, CodeBERT performed slightly better in
the detection of vulnerabilities in the APK subdataset (APK QARK, APK MobSF and APK
Combined) than the Source subdataset (Source QARK, Source MobSF and All MobSF).
We believe CodeBERT’s transformer attention mechanism assisted by its MLM and RTD
pre-training technique (discussed earlier in Subsection 2.6.2) enabled it to be effective in
identifying vulnerable code samples better in the compiled Android code samples found in

the APK subdataset.

5.4.2 Discussing the Metrics Variation of GraphCodeBERT (Observation 2)

In Experiment 1, GraphCodeBERT was fine-tuned with nine subdatasets (APK QARK,
Source QARK, All QARK, APK MobSF, Source MobSF, ALL MobSF, APK Combined,
Source Combined and All Combined). Figure 5.2 shows GraphCodeBERT’s metrics

variation across the subdatasets in Experiment 1.
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Figure 5.2: GraphCodeBERT’s metrics variation with subdatasets of Dataset 1.

* Observation 2a: Similar to the observations with CodeBERT, the performance of
GraphCodeBERT in the APK QARK subdataset (0.966 accuracy, 0.972 recall, 0.959
precision 0.966 F1) was slightly higher than the Source QARK subdataset (0.956
accuracy, 0.957 recall, 0.954 precision, 0.956 F1). Like the case with CodeBERT,
we observed about 1% metrics variation of GraphCodeBERT in each of the QARK,

MobSF and Combined subdatasets.

* Observation 2b: The highest performances of GraphCodeBERT were seen with the
MobSF subdatasets. For instance, in the APK MobSF and All MobSF subdatasets,
we recorded 0.992 accuracy, 0.995 recall, 0.989 precision and 0.992 F1. Similar
to CodeBERT, we observed about 2% and 3% improvement in the metrics of

GraphCodeBERT in the MobSF subdatasets compared to the QARK subdatasets.

* Observation 2¢: In the Combined subdataset, GraphCodeBERT’s performance was
higher in the APK Combined (0.976 accuracy, 0.981 recall, 0.971 precision, 0.976
F1) than the Source Combined (0.965 accuracy, 0.966 recall, 0.964 precision, 0.965
F1). However, in the All Combined, the performance improved to 0.975 accuracy,

0.976 recall, 0.974 precision, 0.975 F1. Compared to the QARK subdatasets,
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we observed about 1% improvement in the metrics of GraphCodeBERT with the

Combined subdatasets.

e Summary: GraphCodeBERT’s performance was highest with the MobSF subdatasets
(APK MobSF, Source MobSF and All MobSF) and lowest with the QARK subdatasets
(APK QARK, Source QARK and All QARK). Our hypothesis is that this is due to the
GraphCodeBERT’s transformer attention mechanism and data flow features discussed
earlier in Subsection 2.6.3. However, since this performance is only slightly better than

CodeBERT’s performance, the impact of the data flow feature is not very significant.

5.4.3 Discussing the Metrics Variation of BERT (Observation 3)

In Experiment 1, BERT was fine-tuned on nine subdatasets (APK QARK, Source QARK,
All QARK, APK MobSF, Source MobSF, ALL MobSF, APK Combined, Source Combined
and All Combined). Figure 5.3 shows BERT’s metrics variation across the subdatasets in

Experiment 1.
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Figure 5.3: BERT’s metrics variation with subdatasets of Dataset 1.

Like the observations with CodeBERT and GraphCodeBERT, the performance of BERT

in the APK QARK subdataset (0.959 accuracy, 0.955 recall, 0.963 precision and 0.959
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F1) was slightly higher than the Source QARK subdataset (0.950 accuracy, 0.943 recall,
0.953 precision and 0.948 F1). However, in most of the observed cases, the variation in

performances is limited to about 1%.

5.4.4 Discussing the Metrics Variation of CodeBERT (Observation 4)

In Experiment 2, CodeBERT was fine-tuned on three subdatasets (APK Combined,
Source Combined and All Combined). The results for the precision metric varied the most,
although only a variation of 1.2% . Figure 5.4 shows CodeBERT’s metric variation with

the subdatasets in Experiment 2.

0.978
0.978

0.974
0.972

0.97
0.968
0.966
0.964
0.962

0.96
0.958

APK Combined Source Combined All Combined

m Accuracy ™Recall mPrecision mF1

Figure 5.4: CodeBERT’s metrics variation with subdatasets of Dataset 2.

* Observation 4: The performance of CodeBERT with the APK Combined subdataset
(0.975 accuracy, 0.975 recall, 0.976 precision and 0.975 F1) was better than with the
Source Combined subdataset (0.967 accuracy, 0.97 recall, 0.964 precision and 0.967
F1) and the All Combined (0.973 accuracy, 0.974 recall, 0.973 precision and 0.973

F1). However, the metrics variation was limited to a maximum of 1.2%.

* Summary: CodeBERT’s performance was highest with the APK Combined
subdataset, followed by the All Combined and the Source Combined subdatasets

respectively. We believe this is due to CodeBERT’s transformer attention feature,
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MLM and RTD features, which enabled it to identify vulnerabilities better in the APK

Combined subdataset.

5.4.5 Discussing the Performance of GraphCodeBERT (Observation 5)

In Experiment 2, GraphCodeBERT was fine-tuned on three subdatasets (APK
Combined, Source Combined and All Combined). Figure 5.5 shows the metric variation of

GraphCodeBERT with the subdatasets in Experiment 2.

APK Combined Source Combined All Combined

0.985

W Accuracy mRecall ®Precision mF1

Figure 5.5: GraphCodeBERT’s metrics variation with subdatasets of Dataset 2.

* Observation 5: Similar to the observations with CodeBERT, the performance of
GraphCodeBERT was highest for the APK Combined subdataset (0.978 accuracy,
0.975 recall, 0.98 precision and 0.977 F1). This is followed by the All Combined
(0.974 accuracy, 0.973 recall, 0.976 precision and 0.974 F1) and the Source Combined
respectively (0.966 accuracy, 0.964 recall, 0.980 precision and 0.977 F1). The metrics

variation of GraphCodeBERT across the subdataset is limited to a maximum of 1.2%.

e Summary: GraphCodeBERT’s performance was highest with the APK Combined
subdataset, followed by the All Combined and the Source Combined subdatasets
respectively. This is also very similar to what we observed with CodeBERT and is

also likely due to the transformer attention feature (present in both models). However,
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we believe that the slight improvement in GraphCodeBERT’s performance was due

to its data flow feature.

5.4.6 Discussing the Performance of CodeBERT (Observation 6)

In Experiment 3, CodeBERT was fine-tuned on Dataset 3 which contains only the APK
Combined subdataset. Figure 5.6 shows the metric variation of CodeBERT with the APK

Combined subdataset in Experiment 3.

APK Combined

0.974
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0.968
0.966
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0.96
0.958
0.956
0.954

W Accuracy M Recall ®Precision mF1

Figure 5.6: CodeBERT’s metrics variation with Dataset 3.

* Observation 6: In the final experiment with CodeBERT, we noticed a drop in the
recall value to 0.960 while the accuracy, precision and F1 were slightly higher at

0.966, 0.972 and 0.966 respectively.

* Summary: Precision was the highest metric observed in this experiment, likely
because CodeBERT recorded more true positives than false positives due to its

transformer attention, MLM and RTD features.

5.4.7 Discussing the Performance of GraphCodeBERT (Observation 7)

In Experiment 3, GraphCodeBERT was fine-tuned on Dataset 3 which contains only
the APK Combined subdataset. Figure 5.7 shows the metric variation of GraphCodeBERT

with the APK Combined subdataset in Experiment 3.

72



5.5. SUMMARY OF ALL OBSERVATIONS
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Figure 5.7: GraphCodeBERT’s metrics variation with Dataset 3.

* Observation 7: In the last experiment with GraphCodeBERT, we noticed a drop in

recall (0.959). The accuracy and F1 were both 0.966 while the precision was 0.972.

e Summary: Again, the highest metric for this experiment was precision, likely due to

GraphCodeBERT’s transformer attention and data flow features.

5.5 Summary of All Observations

In this section, we compare the performance of GraphCodeBERT, CodeBERT and BERT
based on the observations recorded in this study. The details are presented in Figure 5.8,
Figure 5.9, Figure 5.10, Figure 5.11 and Figure 5.12. The yellow, purple and light blue
legends indicate when each of the two models’ performance is better, worse, or equal to

each other, respectively.

5.5.1 Experiment 1

Figure 5.8 shows a summary of the Comparison between the performances of
GraphCodeBERT and BERT. Figure 5.9 shows the Comparison between the performances
of CodeBERT and BERT. Figure 5.10 shows the Comparison between the performances of
CodeBERT and GraphCodeBERT.
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As shown in Figure 5.8, GraphCodeBERT outperformed BERT 27 times while BERT
outperformed GraphCodeBERT twice. The two models performed the same 6 times (mostly

on the APK MobSF subdataset).

Experiment 1
GraphCodeBERT BERT

Dataset 1 | Accuracy | Recall | Precision | F1 | Accuracy | Recall | Precision F1
APKQARK | 0966 | 0972 | 0.959 | 0.966 0.959 | 0.955 0.963 0.959
Source QARK | 0.956 | 0957 | 00954 | 0956 0.950 | 0.943 0.953 0.948
All QARK 0.9603 | 0.966 | 0.955 | 0.960 0.956 | 0.959 0.953 0.956
APKMOBSF | 0992 | 0995 | 00989 | 0.992 0.992 | 0.995 0.989 0.992
Source MOBSF | 0.983 | 0.987 | 0.979 | 0.983 0.982 | 0.987 0.977 0.982
All MOBSF 0.990 | 0.994 | 0.987 | 0.990 0.980 | 0.993 0.985 0.989
APK Combined | 0.976 | 0981 | 0971 | 0.976 0.969 | 0.969 0.969 0.969
Source Combined | 0.965 | 0.966 | 0.964 | 0.965 0.965 | 0.963 0.966 0.964
All Combined | 0.975 | 0976 | 0974 | 0.975 0.971 | 0.970 0.973 0.971

Performance Summary
Model Better | Worse | Draw
GraphCodeBERT 28 2 6
BERT 2 28 6

Figure 5.8: Comparison of the performances of BERT and GraphCodeBERT.
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As shown in Figure 5.9, CodeBERT outperformed BERT 27 times while BERT
outperformed CodeBERT 6 times. The two models performed the same 3 times (twice

with the APK MobSF subdataset and once with the Source QARK subdataset).

Experiment 1
CodeBERT BERT

Dataset 1 Accuracy | Recall | Precision | F1 Accuracy | Recall | Precision | F1
APK QARK 0.961 | 0.966 | 0.957 | 0.962 0.959 | 0.955 | 0.963 | 0.959
Source QARK | 0.950 | 0.958 | 0.944 | 0.951 0.950 | 0.943 | 0.953 | 0.948
All QARK 0.9617 | 0.963 | 0.960 | 0.962 0.956 | 0.959 | 0.953 | 0.956
APKMOBSF | 0993 | 0.996 | 0989 | 0.992 0992 | 0995 | 0.989 | 0.992
Source MOBSF | 0.983 | 0984 | 0.982 | 0.983 0982 | 0987 | 0.977 | 0.982
All MOBSF 0.992 | 0.995 | 0.989 | 0.992 0989 | 0993 | 0.985 | 0.989
APK Combined | 0974 [ 0.980 | 0.968 | 0.974 0969 | 0969 | 0.969 | 0.969
Source Combined | 0.967 | 0.973 | 0.962 | 0.968 0965 | 0963 | 0.966 | 0.964
All Combined 0.973 | 0.980 | 0.967 | 0.973 0971 | 0970 | 0.973 | 0.971

Performance Summary
Model Better | Worse | Draw
CodeBERT 27 ] 3
BERT 6 27 3

Figure 5.9: Comparison of the performances of BERT and CodeBERT.
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As shown in Figure 5.10, GraphCodeBERT outperformed CodeBERT 17 times while
CodeBERT outperformed GraphCodeBERT 15 times. Both performed the same 4 times.
It is worth nothing that GraphCodeBERT consistently outperformed CodeBERT in all
four metrics for the APK QARK subdataset, and the APK Combined subdataset. This
suggests that GraphCodeBERT is more sensitive to APK subdatasets which contain mainly
compiled Android code samples. It seems that the GraphCodeBERT’s data flow feature
enables it to identify vulnerable code samples better in this APK subdataset (APK QARK
and APK Combined). On the other hand, CodeBERT outperformed GraphCodeBERT
in all four metrics for the All MobSF subdataset. It appears that the data flow feature

of GraphCodeBERT did not provide an advantage over CodeBERT in the All MobSF

subdataset.
Experiment 1
CodeBERT GraphCodeBERT
Dataset 1 Accuracy | Recall | Precision F1 Accuracy Recall Precision F1
APK QARK 0.961 0.966 0.957 0.962 0.966 0.972 0.959 0.966
Source QARK 0.950 0.958 0.944 0.951 0.956 0.957 0.954 0.956
All QARK 0.9617 0.963 0.960 0.962 0.9603 0.966 0.955 0.960
APK MOBSF 0.993 0.996 0.989 0.992 0.992 0.995 0.989 0.992
Source MOBSFE 0.983 0.984 0.982 0.983 0.983 0.987 0.979 0.983
Al MOBSF 0.992 0.995 0.989 0.992 0.990 0.994 0.987 0.990
APK Combined 0.974 0.980 0.968 0.974 0.976 0.981 0.971 0.976
Source Combmed | 0.967 0.973 0.962 0.968 0.965 0.966 0.964 0.965
All Combined 0.973 0.980 0.967 0.973 0.975 0.976 0.974 0.975
Performance Summary
Model Better | Worse | Draw
GraphCodeBERT 17 15 4
CodeBERT 15 17 4

Figure 5.10: Comparison of the performances of CodeBERT and GraphCodeBERT.
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5.5.2 Experiment 2

As shown in Figure 5.11, GraphCodeBERT outperformed CodeBERT 7 times while
CodeBERT outperformed GraphCodeBERT 4 times. Both performed the same once. The
most consistent performance increase was for the APK Combined subdataset and the All

Combined subdataset.

Experiment 2
CodeBERT ' GraphCodeBERT
Dataset 2 Accuracy | Recall | Precision F1 Accuracy Recall | Precision F1
APK Combined 0.975 0.975 0.976 0.975 0.978 0.975 0.980 0.977
Source Combined 0.967 0.970 0.964 0.967 0.966 0.964 0.969 0.966
All Combined 0.973 0.974 0.973 0.973 0.974 0.973 0.976 0.974

Performance Summary
Model Better | Worse | Draw
GraphCodeBERT 7 4 1
BERT 4 7 1

Figure 5.11: Comparison of the performances of CodeBERT and GraphCodeBERT.

5.5.3 Experiment 3

Figure 5.12 shows the summary of the Comparison between the performances of
CodeBERT and GraphCodeBERT. Both GraphCodeBERT and CodeBERT performed the
same 3 times while CodeBERT outperformed GraphCodeBERT once. However, the

difference was only 0.01%.

Experiment 3
CodeBERT GraphCodeBERT
Dataset 3 Accuracy | Recall | Precision F1 Accuracy Recall | Precision F1
APK Combined 0.966 0.960 0.972 0.966 0.966 0.959 0.972 0.966
Performance Summary

Model Better | Worse | Draw

GraphCodeBERT 0 1 3

CodeBERT 1 0 3

Figure 5.12: Comparison of the performances of GraphCodeBERT and CodeBERT.
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5.6. COMPARING CODE LLMS TO CONVENTIONAL SCANNERS AND ML
MODELS

Based on the results obtained in Chapter 4, all three LLMs utilized in this study
performed significantly better than the conventional ML/DL models used in the previous
study [5]. An increase of up to about 8% at the maximum was achieved. We had expected
that the graph-based (data flow) feature of GraphCodeBERT would provide a significant
performance improvement over CodeBERT, but the results showed that this is not the case
as there was only improvement of up to 1%. Since both CodeBERT and GraphCodeBERT
are primarily based on the attention architecture of transformers, we believe that the
impact of this feature is more significant than the additional graph data flow feature of
GraphCodeBERT in this task. However, in future studies, we would like to further explore
why the graph-based feature did not provide larger improvements for GraphCodeBERT in

this type of code classification task [5].

5.5.4 Does the 1% Performance Variation Really Matter?

Does this 1% variation in performance really matter? The answer is yes! This is
because software security is a continuous improvement process. In actual practice, 1%
improvement translates to a capability to identify an additional 1% of vulnerable code
samples. It could also translate to 1% reduction of false alarms which would mean fewer
unnecessary security incidents for software security teams, thereby allowing them to focus
on more pressing incidents. Over millions of code samples used in the real world, a 1%

increase in effectiveness would be very significant.

5.6 Comparing code LLMs to Conventional Scanners and ML Models

We believe that a code LLM vulnerability detection approach also has the potential
to detect previously unknown software vulnerabilities better than popular conventional
scanners such as Nessus and Qualys which are largely signature-based [95]. Signature-based
means such scanners are designed to detect security vulnerabilities based on existing queries

or rules already registered in a database [95]. Thus, they are ineffective in detecting any new,
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unknown or zero-day vulnerabilities. It is possible that the conventional ML models such
as RF, SVC and MLP used in the previous study [5] could detect zero-day vulnerabilities
because they are Al approaches which by design are inference-based. Inference-based
analysis is typically used to describe Al-based approaches where decisions or conclusions
are inferred on unseen data based on training on previous data rather than relying on explicit
rules [96]. However, unlike code LLMs, the capability of classical ML models for zero-day
vulnerability detection in source code is limited because they lack the attention-based
transformer features necessary to fully understand source code syntax, structure and
semantics. This means that if a vulnerable code sample is maliciously modified by threat
actors, a classical ML model might not fully detect it. Table 5.2 shows the comparison

between conventional vulnerability scanners, ML models, and code LLM approach.

Table 5.2: Comparison of code LLMs to Conventional Scanners and ML Models.

Vulnerability Scanner | Signature-based | Inference-based | Zero-Day Detection
Nessus Yes Limited No

Qualys Yes Limited No

ML Models No Yes Future Work

Code LLMs No Yes Future Work
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5.7 Assessment of Our Research Objectives

Based on the general assessments of the three experiments in this study, the following is

the summary of the outcomes of this study:

* RO1: Based on the results of our three experiments, we believe the LLM approach is

effective in software vulnerability detection.

* RO2: The recorded higher performances (accuracy, precision, recall, FI1) of
CodeBERT, GraphCodeBERT and BERT compared to the performances of the ML
models used in the previous study [5] confirm that the LLM approach performs better.
We believe the transformer architecture of the LLMs (especially their attention-based
mechanism) allows them to better understand the syntax, semantic and other structural
inter-relationships in the source code samples. Also, we believe the fine-tuning of
these models with labelled Android code vulnerabilities allows them to outperform

their conventional ML/DL models counterparts in vulnerabilities detection.

* RO3: The moderately higher performances of CodeBERT and GraphCodeBERT
compared to BERT’s performance, indicate that code-based LLMs appear to be
slightly better than natural language-based LLM (BERT) in the vulnerability detection
task. We had expected far less performance for BERT since it was never pre-trained
on programming languages like the code LLMs. We assume the fine-tuning with
Android vulnerability code samples enabled its performance to be close to the code
LLMs. Hence, we believe datasets used for fine-tuning LLMs for classification tasks
are as important as the dataset used for their initial pre-training. We also believe the
similar attention-based transformer features present in both natural language LLMs
and code-based LLMs may also play a role in this outcome. Further study is needed
to determine the relationship between these factors (pre-training data, fine-tuning
data and transformer features) of both code-based LLLMs and natural language-based

LLMs.
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* RO4: We hypothesized that graph-based code LLMs would perform better than pure
code-based LLMs in the task of vulnerability detection. However, their performance

increase was minimal in our study.

* ROS: Overall, we believe code-based LLMs offer promising opportunities in the
improvement of software security via the detection of common software code
vulnerabilities.  Furthermore, because these LLMs can be optimized through
fine-tuning to understand unique patterns associated with various types of vulnerable
codes, we believe they will be potentially capable of detecting newer vulnerabilities,
especially zero-day vulnerabilities that are usually difficult to detect by conventional

methods. Further study is required to validate this.
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Chapter 6

Conclusion

In this work, our main goal was to improve software security through improved vulnerability
detection-based approaches. As a case study, we chose Android software based on the
availability of a recently released real-life vulnerabilities dataset - LVDAndro. An additional
factor in our selection of a dataset based on Android was the wide adoption of the Android
operating system across the world. We believe the outcome of our study may help developers
of Android software in improving protection from various security threats, particularly to
mobile software. To achieve our aim, we proposed the use of code-based Large Language
Models (LLMs) as a better alternative to the classical ML techniques which were adopted
in the previous study. We also used the entire range of the subdatasets used in the previous
study to provide a common ground of comparison with our approach. To adapt our models to
the Android vulnerability detection task, we performed supervised fine-tuning using several
labelled subdatasets from the LVDAndro dataset. The trained models were then used to
perform vulnerability detection on the test data. To derive more insights into the model’s
performance, we extended the metrics used in the previous study from two (accuracy, F1) to
four (accuracy, recall, precision and F1). Based on our results, our selected LLMs (BERT,
CodeBERT, GraphCodeBERT) performed well in the detection of Android source code
vulnerabilities. These performances significantly exceed those of the three classical ML
models (SVC, RF, MLP) used in the previous study. Furthermore, we also observed that
the code LLMs (CodeBERT, GraphCodeBERT) outperformed the natural language LLM

(BERT). GraphCodeBERT slightly outperformed CodeBERT in the vulnerability detection
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task. However, this performance is marginal contrary to our expectations. We believe the
attention-based feature of GraphCodeBERT is more significant than its graph data-flow
feature in the detection of patterns in the code samples. Hence, its performance is closer
to CodeBERT, which also possesses an attention-based feature. However, further work is

needed to fully ascertain this.

6.1 Threat to Validity

Based on our knowledge, we believe we are the first to explore the use of code LLMs
on the newly curated Android-based LVDAndro datasets for vulnerability analysis research.
Previous studies had largely focused on the popular synthetic datasets such as SARD [22]
and the generic C++ based dataset called Big-Vul [23], neither of which are designed for
Android vulnerability research. The adoption of the LVDAndro datasets enabled us to
compare the code LLM approach to the classical ML models used in the previous study.
Although this dataset was produced from real-life Android source code, the effectiveness of
our chosen approach is still subject to the extent to which real-world Android vulnerabilities

are fully or accurately represented in the datasets.

6.2 Recommendations

Software development security teams could utilize our code LLM approach to enhance
their secure coding strategy. Conventional vulnerability scanners such as Nessus and
Qualys typically use signature-based vulnerability detection mechanisms which are known
to be ineffective for zero-day (new or unknown) vulnerabilities unlike the inference-based
approach of code LLMs. Hence, we believe software security analysts could be advised
to adopt a hybrid approach where both conventional scanners and code LLM scanners are
used together. However, since newer vulnerabilities are continually emerging at a fast rate,
the models would require continuous re-training in production environment through the

use of software automation and configuration tools such as Ansible [97]. This would also
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enable the model to be up to date in detecting newer or previously unknown or zero-day
vulnerabilities. To avoid the huge costs associated with re-training the entire model, a
triggered re-training approach could be adopted. In this way, re-training would only occur
when certain conditions are met such as performance degradation or data drift. Re-training
could also be manually triggered in response to the announcement of newer vulnerabilities by

established cyber security agencies, software vendors or independent security researchers.

6.3 Future Research Directions

* Only Android based software vulnerabilities were analyzed in this work. We would

like to extend the work to Apple iOS vulnerabilities.

* Qur current work focused more on the effectiveness of code LLMs in vulnerability
detection. In future work, we would be interested in a detailed study of why the
graph-based data flow feature of GraphCodeBERT does not provide a significant
improvement over the pure attention-based transformer feature of CodeBERT in the

task of vulnerable code classification.

* Lastly, we are interested in studying whether code LLMs are more sensitive to the
detection of specific types of vulnerabilities among the various CWE and CVE

categories in the Android datasets.
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